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Abstract

In this paper, we consider the problem of detecting an
intruding packet in a communication network. Detec-
tion is accomplished by sampling a portion of the pack-
ets transiting selected network links (or router interfaces).
Since sampling entails incurring network costs for real-
time packet sampling and packet examination hardware,
we would like to develop a network packet sampling strat-
egy to effectively detect network intrusions while not ex-
ceeding a given total sampling budget. We consider this
problem in a game theoretic framework, where the in-
truder picks paths (or the network ingress point if only
shortest path routing is possible) to minimize chances of
detection and where the network operator chooses a sam-
pling strategy to maximize the chances of detection. We
formulate the game theoretic problem, and develop sam-
pling schemes that are optimal in this game theoretic set-
ting.

I . INTRODUCTION

In this paper, we considertheproblemof detectingin-
trusionsin a communicationnetwork. There is grow-
ing literatureonproviding securityin communicationnet-
works. Two key areasof interestin securityareintrusion
detectionandintrusionprevention. In this paper, we deal
with theproblemof intrusiondetection.Intrusionin net-
works takes many forms including denial of serviceat-
tacks,virusesintroducedinto thenetworks,etc.Typically,
in an intrusionproblem,the intruderattemptsto gainac-
cessto a particularfile server or websitein the network.
In this paper, we considera stylized intrusion problem.
In this problem,theintruderattemptsto senda malicious
packet to a given nodein the network. The network at-
temptsto detectthis intrusion. Thedetectionmechanism
is packet samplingandexaminationin thenetwork.

The idea in sampling is that someportion of pack-
ets traversingdesignatedlinks (or router interfaces)are
sampledandexaminedin detail to determinewhetherthe
packet is anintruderpacket. Thispacketexaminationmay

be simple (limited to specificpacket headerfields as in
packet filtering) or mayinvolve a moredetailedexamina-
tion of thepacket. To preventpacket mis-orderingor re-
ductionof link throughputthisexaminationhasto bedone
preferablyat line rates.Packet samplinghasbeenprevi-
ouslyproposedfor a varietyof networking purposes.For
instance,the SREDschemein [7] usespacket sampling
to estimatethe numberof active TCP flows in order to
stabilizenetwork buffer occupancy for TCPtraffic. Only
packet headersneedbe examinedfor this scheme. The
schemeproposedin [8], alsousespacket samplingandit
is usedfor fair link-bandwidthallocation. Samplinghas
also beenproposedto infer network traffic and routing
characteristics[3]. Whereas,theseapplicationsrequire
only samplingbasedon packet headercomparisions,in-
trusiondetectionmayentailamorethoroughexamination
of sampledpackets. Also, unlike someof the sampling
applicationsmentionedabove, samplingfor intrusionde-
tectionrequiresnearline-speedpacket examinationsince
copying sampledpackets or packet-headersfor off-line
analysisis notsufficient to preventintrudingpacketsfrom
gettingthrough. Hence,in thedesignof an intrusionde-
tectionschemeit is imperative to keepthesamplingcosts
in mind.

We study this intrusion detectionvia samplingprob-
lem in a gametheoreticsetting. Gametheoryhasbeen
usedextensively to modeldifferentnetworking problems.
Thiswork includesthework of Shenker for modelingser-
vice disciplines[11], Akella et. al. for TCPperformance
[6], andKorilis, LazarandOrda[5] for modelingrouting
problems.To the bestof our knowledge,this is the first
attemptto modelintursiondetectionvia samplingin com-
municationnetworks usinga game-theoreticframework.
Thiswork iscloselyrelatedtodruginterdictionmodels.In
particularthework of WashburnandWood[12] whocon-
sidereddrug interdictionin a gametheoreticframework.
Thiswork differsfrom thedruginterdictionmodelsin two
ways. First, in thedrug interdictionmodelstheobjective
is to deploy agentswhich is adiscreteallocationproblem.
In ourcase,thedetectionis by meansof sampling.There-
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forethegametheoreticresultsaremuchmorenaturalthan
thediscreteallocationmodels.Secondly, in our case,the
gametheoreticproblemnaturallyleadsto a routingprob-
lem(to maximizetheserviceprovider’schancesof detect-
ing intrudingpackets)whichis absentin thedruginterdic-
tion problem.Thesolutionto thegametheoreticformula-
tion is a maximumflow problemandtheroutingproblem
can be formulatedas a multi-commodityflow problem.
We also considervariousextensionsand variantsto the
basicmodels.

I I . PROBLEM DEFINITION

Theproblemset-upis outlinedin threesteps.First,we
describethenetwork, thenwedefinetheadversariesin the
game-theoreticframework,andfinally wedescribetheob-
jectiveof thegamethatis playedbetweentheadversaries.

A. Network Set-Up

Weconsideranetwork �������
	���
 where� is theset
of nodesand � is thesetof unidirectionallinks in thenet-
work. We assumethat thereare � nodesand � links in
thenetwork. We assumethat thecapacityof link �����
is denotedby ��� andtheamountof traffic flowing on link� is denotedby ��� . Given two nodes� and � in the net-
work, let ���� representthesetof pathsfrom � to � in � .
Givenan � -vector  , weuse! � � �" #
 to denotethemax-
imum flow that canbesentfrom node � to node � using asthe link capacities.We usetheparameter explic-
itly whenwe define ! � � �$
 to indicatethatdependenceof
themaximumflow on the link capacities.Corresponding
to this maximumflow betweennodes� and � , thereis a
minimumcut comprisingof a setof links in thenetwork.
This setof links in this minimumcut will berepresented
by % �� ���&
 .
B. Network Intrusion Game

Thenetwork intrusiondetectiongameis playedon the
network betweentwo players: the Service Provider and
the Intruder. The objective of the intruder is to inject a
malicious packet from someattacknode '(�)� with the
intentionof attackinga target node *+�,� . We assume
thatan intrusionis successfulwhenthemaliciouspacket
reachesthedesiredtarget * nodewithout detection.In or-
dertodetectandpreventtheintrusion,theserviceprovider
is allowed to samplepacketsin thenetwork. We assume
thatsamplingtakesplaceon thelinks in thenetwork. It is
easyto modify themodelto considerthecase,wherethe
samplingis doneat thenodesin thenetwork. If duringthe
courseof sampling,theserviceprovider samplesthema-
liciouspacket thentheintrusionis assumedto bedetected

andthwarted.Thegameis pictorially illustratedin Figure
1.

Malicious Packet

Target Node

Attack Node

Fig. 1. Network IntrusionGame

C. The Objective and the Constraints of the Game

If thereis noboundontheamountof samplingthatcan
bedoneby theserviceprovider, thentheserviceprovider
canpotentiallyinspecteverypacket thatflowsthroughthe
network andhencedetectthemaliciouspacket. Sampling
thepacketsflowing onalink involvessettinguptheappro-
priatesamplingfilters andexaminingthepackets. These
canbefairly expensive operationsto performin realtime.
Therefore,weassumethattheserviceproviderhasasam-
pling boundof - packetspersecondover theentirenet-
work. This samplingeffort canbe distributedarbitrarily
over the links in thenetwork. If a link � thathasa traffic
of ��� flowing on it, is sampledat rate ./� thenthe proba-
bility of detectinga maliciouspacket on this link is given
by 0 � �1. �32 � � . The samplingbudgetconstraintimplies
that 4 �6587 .9�;:<- . We formulate the gametheoretic
problemsin termsof 0 � . We assumethat both the play-
ershave completeinformationaboutthe topologyof the
network andall the link flows in the network. The ser-
vice provider can have accessto this information either
from link-staterouting protocolswith traffic engineering
extensionsthat distribute flow information throughouta
network areaor by explicit link polling from management
systems.We assumethat the adversaryinjecting intrud-
ing packets hasthis information available as well since
this makestheserviceprovider’s detectionproblemmore
difficult. Similarly, wealsoassumethattheintruderis ca-
pableof picking pathsin the network so as to make the
detectionproblemfor theserviceprovider moredifficult.
However, in SectionV-A, wealsoconsiderthecasewhere
only shortestpathroutingis allowedin thenetwork.

C.1 Strategiesfor theTwo Players

In thecaseof the intruder, a purestrategy would be to
pick a pathfrom =>�)��?@ for themaliciouspacket to tra-
versefrom . to * . Theintruder, in general,canuseamixed
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strategy. In thecaseof amixedstrategy, theintruderhasa
probabilitydistribution A over thesetof pathsin ��?@ such
that 4(B 59CEDF AG��=H
I�KJ . Let LM�MN/APO 4QB 58CEDF AG��=H
I�RJ8S
representthe set of feasibleprobability allocationsover
thesetof pathsbetween' and * . The intruderthenpicks
path =T�)� ?@ with probability AG��=H
 . Thestrategy for the
serviceprovider is to determinea set of links on which
samplinghas to be done. The strategy for the service
provider is to choosethesamplingrate ./� on link � such
that 4 ��5�7 . � :U- . If themaliciouspacket traverseslink� with a samplingrateof .9� on a link with flow ��� results
in the maliciouspacket being detectedwith probability0V�(�W.9� 2 ��� . Let XW�YNZ0[O 4 ��5�7 0V�6����:\-PS repre-
sentthesetof detectionprobabilityvectors0 that satisfy
thesamplingbudgetconstraint.(Notethat 0 is an � - vec-
tor.) Insteadof viewing theserviceprovideraspickingthe
samplingratesat the links, we view the serviceprovider
aspickingasetof detectionprobabilitesat thelinks which
belongsin theset X . Figures2 and3 depicttheintruder’s
andtheserviceprovider’s actions.

Defenders Strategy: Pick the sampling rates on link e.e

Target Node

Attack Node
a

t

Intruders Strategy : Pick a path from a to t

Fig. 2. Intruder’sProblem

Sampling rate on link e =    fe
m

Target Node

Attack Node
a

t

Sampling on all arcs belonging to cut
a-t maximum flow = m

Fig. 3. ServiceProvider’sProblem

C.2 Payoff Matrix

Assumethat theintruderandtheserviceprovider each
have chosena strategy. This implies that the intruderhas
pickeda probabilitydistribution A over thesetof pathsin� ?@ andtheserviceprovider haspicked a setof detection
probabilities0 at the links. Thepayoff that we consider,
is the expectednumberof times the maliciouspacket is
detectedas it goesfrom ' to * . For a given path =]���?@ , theexpectednumberof timesthatapacket is detected
is given by 4 ��5 B 0^� . The probability that this path = is
picked by the intruder is given by AG��=H
 . Thereforethe
expectednumberof timesa packet is detectedasit goes
from thesourceto thedestinationfor afixedstrategy from
bothadversariesis givenby_B 58CEDF AG��=H


` _��5 B 0V�ba�c
Interchangingtheorderof summation,we get_B 59CEDF Ad��=�


` _�65 B 0V� a � _��5�7 0V�feg _B 58CEDF/h Bji � AG��=H
$klPc
Thiscanbeequivalentlywrittenin amatrixformas A/mn!o0
where ! is an �qpsr ��?@ r path-arcincidencematrix. Each
row in ! representsa link in the network andeachcol-
umnof ! representsa pathbetweennodes' and * . The
entrycorrespondingto row � andcolumn = is setto one
if �Q�t= andto zerootherwise.A morenaturalpayoff,
is the probability of detectionof the maliciouspacket as
opposedto the expectednumberof times the malicious
packet is detected.In this casefor a fixedpath =q�o� ?@ ,
the probability of the maliciouspacket beingdetectedis
givenby Jvuow ��5 B �bJ#u
0V�3
3c This objective is non-linear
in 0V� whichmakesthegametheoreticproblemintractable.
However, thetwo payoffs thatweoutlinedabovecoincide
if theoptimalsolutionfor theserviceprovider is to sample
at mostonelink on any path =R�x��?@ with AG��=H
zyt{ . We
call this strategy a minimal sampling strategy. We show
laterthatfor all theproblemsweconsider, theoptimalso-
lution is aminimal samplingstrategy.

C.3 Objective of theAdversaries

The intruder fearsthat if his strategy is known to the
serviceprovider thenserviceprovider will choosea strat-
egy that |~}8����5�� 4 B 58CEDF AG��=H
�� 4 ��5 B 0V����c Thereforethe
objective of the intruderis to pick a distribution AG�$
 that
minimizesthis maximumvalue. In otherwords,the ob-
jective of theintruderis to

|����� 5�� |~}8���5�� _B 58CEDF AG��=H

` _��5 B 0V� a c
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The objective of the serviceprovider, usinga similar ar-
gumentis

|�}8���5�� |������5�� _B 58CEDF AG��=H

` _��5 B 0 � a�c

This is a classicaltwo personzero-sumgameandthefol-
lowing minmaxresultis well known.

Theorem 1: Thereexistsanoptimalsolutionto the in-
trusiondetectiongamewhere� �t|����� 5�� |~}8���5�� _B 58CEDF AG��=H


` _�65 B 0V�ba+�
|�}8���5�� |����� 5�� _B 58CEDF AG��=H


` _��5 B 0V� a 	
where

�
is thevalueof thegame.

In therestof thispaper, we show how this minmaxop-
timal solutioncanbecomputedfor theintrusiondetection
gameandusethatinsightto routeflows in thenetwork.

I I I . SOLUTION OF THE GAME

We now considerthe solutionof the minmaxproblem
formulatedin the last section. The idea is to get some
insightinto thestructureof theproblemwhichwill enable
usto extendthesolutionto morecomplex cases.Consider
theintrudersproblem.

|����� 5�� |�}8���5�� _�6587 0^� eg _B 58C DF h Bji � Ad��=�
 klPc
For a fixed A��sL the innermaximizationproblemis the
following:

|�}8� _��5�7 eg _B 59CEDF h Bji � AG��=H
$kl 0V�
_�6587 ����0^� : -0^����{

Associatinga dual variable � with thebudgetconstraint,
we obtainthefollowing dualoptimizationproblem.|�����-��

����� � _B 59CEDF h Bji � AG��=H
x�������� �o{

Substitutingthis optimization problem in the intruders
minmaxformulationmakesit thefollowing minimization
problem. |����I-��_B 58C DF h Bji � AG��=H
 : � � � �������_B 59CEDF AG��=H
 � J

� ��{
InterpretingAG��=H
 asaflow onpath = , theconstraint_B 59CEDF h Bji � AG��=H
�:����3�
restrictstheflow on a link � to be ����� . Therefore����� can
be interpretedas the capacityof link � . The constraint4 B 59CE�� AG��=H
��YJ enforcesone unit of flow to be sent
from thesourceto thedestination.Assumethat � � is the
capacityof link � in the network. The objective then is
to determinethesmallestscalingfactor � , on the links in
thenetwork sothataflow of oneunit canbesentfrom the
sourceto thedestination.Thiscanbedoneasfollows:� Assumethatlink � hascapacity��� anddeterminethe

maximumflow, ! @ ? ���E
 from the ' to * usingthese
capacities.� Set �o�T! @ ? ���E
6 ¢¡ . By scalingthe capacitiesby � ,
notethataflow of oneunit is sentfrom ' to * .� Thevalueof thegame

� �t-f! @ ? ���E
6 ¢¡ .
Any maximumflow from ' to * canbedecomposedinto

asetof flows onpathsfrom ' to * usingstandardflow de-
compositiontechniques.Fromnetwork flow duality, note
that correspondingto themaximumflow valuethereis a
minimumcut. Thestableoperatingpoint for the intruder
andtheserviceprovider arethefollowing:� Intruders Strategy: Solvethemaximumflow ! @ ? ���E
 ,

from ' to * usinga capacityof � � on link � . Using
standardflow decompositiontechniques,decompose
themaximumflow into flow on paths= ¡ 	�=j£�	&c&c&c¤	�=j¥
from ' to * . with flows of � ¡ 	Z� £ 	&c&c&c9	Z��¥ respec-
tively. (Note that 4 ¥¦�§ ¡ � ¦ � ! @ ? ���E
 .) The in-
truderintroducesthemaliciouspacket alongthepath= ¦ with probability � ¦^¨ ! @ ? ���E
6 ¢¡ .� Service Providers Strategy: The service provider
computesthe maximumflow from ' to * using ���
as the capacity of link � . Let � ¡ 	6� £ 	&c&c&c/	6�¤© de-
note the arcs in the correspondingminimum cut
with flows � ¡ 	6� £ 	&c&c&c/	6�8© . From duality 4 ©¦�§ ¡ � ¦ �! @ ? ���E
 . Theserviceprovider sampleslink � ¦ at rate-f� ¦ ! @ ? ���E
6 ¢¡ .
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Wenow illustratetheabove resultson theexampleshown
in Figure4. The numbersnext to the links arethe flows
on the links. How theseflows aregeneratedis discussed
in detailin asubsequentsection.For now assumethatthe
flows on the links aregiven. Assumethat thereis a sam-
pling budget- of 5 units.and '��ªJ and *«�;¬ aretheat-
tackandtargetnodesrespectively. Thelinks �bJ�	6­�
3	/�"®G	6¬�

belongingto the minimum '�uo* cut areshown in thick
lines. The minimum cut (andhencethe maximumflow)
hasa value of 11.5 units. The intruder’s strategy is the
following:� Introducethe maliciouspacket alongthe path1-2-5

with probability7.0/11.5� Introducethemaliciouspacketalongthepath1-2-6-5
with probability0.5/11.5� Introducethemaliciouspacketalongthepath1-3-4-5
with probability4.0/11.5

The minmaxstrategy for the serviceprovider is the fol-
lowing:� Samplelink 1-2at rate5/11.5giving a total sampling

rateof (5 p 7.5)/11.5on thatlink.� Samplelink 4-5at rate5/11.5giving a total sampling
rateof (5 p 4.0)/11.5on thatlink.

Notethat
� �;¬ 2 J�J�c¯¬ is thevalueof thegame.

1

2

3

4

5

6

a
t

7.5

7.5

6.0

7.0

4.0

7.0

7.0

5.5

Minimum Cut

Fig. 4. Exampleof Network

Thefollowing observationscanbemadeaboutthemin-
maxoptimalsolution:� The optimal strategy for the serviceprovider is to

samplepacketsonthemincutwith respectto thetraf-
fic flows. This implies that alongany path that the
intruderwould choose,the maliciouspacket will be
sampledat moston onelink. Thereforethis is a min-
imal samplingscheme.� If -<�1! @ ? ���E
 thennote that the maliciouspacket
will alwaysbedetected.If -[°�! @ ? ���E
 thenthereis
a non-null probability that the maliciouspacket will
notbedetected.

Source
Dest. Demands
Pair
1-3 5.0
1-4 3.0
1-5 7.0
2-3 1.0
2-5 10.0
6-5 1.0

TABLE I
SOURCE-DESTINATION PAIRS AND DEMANDS

IV. ROUTING TO IMPROVE THE VALUE OF THE GAME

In thelastsection,we showedthatthevalueof thenet-
work intrusiongameis given by -f! @ ? ���E
6 ¢¡ . All along,
we assumedthat the flow � on the links is fixed. The
flowson thelinks area resultof routingthedemands(ag-
gregatetraffic betweennodepairs)in thenetwork. In this
section,we explore the casewherethe serviceprovider
adjuststheflows in thenetwork in orderto maximizethe
valueof thegame.Correspondingto eachpairof nodesin
thenetwork, therecouldpotentiallybedemandsthathave
to beroutedfrom thefirst nodein this pair to thesecond
node. Eachnodepair betweenwhich thereis somede-
mandthathasto beroutedis termeda source-destination
pair or acommodity. We assumethatthereare ± source-
destinationdemandpairs (commodities)in the network.
Thesourcenodefor commodity ² will berepresentedby.³��²´
 , thedestinationnodeby µ^��²´
 andtheamountof de-
mand(bandwidth)that hasto be routedfor this source-
destinationpair is ¶���²´
 . Theserviceprovider hasto route
theseflows in the network respectingthe link capacity
constraints.For theexampleshown in Figure4, eachlink
is assumedto have a capacityof 10 units. The different
source-destinationpairs and the correspondingdemands
areshown in TableI. Thesedemandshave to beroutedin
thenetwork suchthat thelink capacityconstraintsarere-
spected.Thereareseveralwaysof routingthesedemands.
Onecommonlyusedmethodis to routethedemandssuch
that themaximumlink utilization in thenetwork is mini-
mized.(Thiscanbesolvedasamaximumconcurrentflow
problem.)Thelink flowsshown in Figure4 arearesultof
routing the demandsin order to minimize the maximum
utilization in thenetwork. Theroutingis givenin TableII.

We now explore the casewhere the serviceprovider
routestheseflows suchthat the valueof the network in-
trusiongameis maximized. In otherwords, the service
provider routesthesource-destinationdemandssuchthat
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Source Paths Flow
Dest.
Pair
1-3 1-3 5.0
1-4 1-2-3-4 0.5

1-3-4 2.5
1-5 1-2-6-5 6.0

1-2-3-4-5 1.0
2-3 2-3 1.0
2-5 2-5 7.0

2-3-5 3.0
6-5 6-5 1.0

TABLE II
FLOWS FOR BASE CASE

the maximum probability of detectionof the malicious
packet is increased.We first formulatethis problemand
thenexploredifferentheuristicsto solve theproblem.Re-
call that ��·�¸º¹&»¼ ¸º¹&» representsthe set of pathsbetweenthe
sourcenode .³��²´
 andthedestinationnode µ^��²´
 for com-

modity ² . For notationalsimplicity, we refer to ��·�¸½¹&»¼ ¸½¹&»as � ¹ . Note that � ¹ representsthe setof valid pathsto
routecommodity ² . Let ¾ �¿N¤Àj��=�
+O 4(B 59C´Á ÀÂ�Ã0�
��µV��²´
���²^	 4 ¹ 4(B 59C Á h ��5 B ÀÂ��=H
�:,���Ä���P�(��S�c Note that¾ denotesan allocationof flow on pathsin the network
whichmeetsthedemandfor eachcommoditywhile satis-
fying thecapacityconstraintson thelinks in thenetwork.
Givena feasibleroutingvector, À���¾ , theflow on link �
is givenby ���I� 4 ¹ 4 B 59C Á h ��5 B ÀÂ��=H
3c FromSectionIII,
thevalueof thegameis givenby - 2 ! @ ? ���E
 . Theobjec-
tiveof theserviceprovider thenis to routethesourcedes-
tinationdemandssuchthat theresultingvalueof ! @ ? ���E

is assmallaspossible.Thereforetheobjective of theser-
vice provider is to solve thefollowing optimizationprob-
lem. |����Å 58Æ ! @ ? � _ ¹

_B 59C Á h �65 B ÀÂ��=H
Z
3c
This canbewrittenmoreexplicitly as|����Å 59Æ _B 59C DF^Ç ��=H


_B 59CE���h �65 B Ç ��=H
È: _
¹

_B 58CE���h �65 B Àj��=H

Ç ��=H
È� {dc

Unfortunatelythis problemcannotbe solved as a linear
programmingproblem. It is possibleto reformulatethis

problemas a non-convex optimizationproblembut it is
notclearif thereis asolutiontechniqueto solve thisprob-
lem. We thereforedevelop two differentheuristicsto get
goodsolutionsto thisoptimizationproblem.

A. Flow Flushing Algorithm

Let the � -vectors � and � representthe link capacity
and the flow on the link respectively. The flow on the
links is a resultof routingthedifferentsource-destination
demandsin thenetwork. It is easyto seethat! @ ? ���E
¢É�! @ ? ���Iu)�E
Ê:�! @ ? ���¤
3c
This is truesincethesetof flows in thetwo termson the
left handsideof the inequality is a feasibleflow for the
right handside of the inequality. Therefore ! @ ? ���E
):! @ ? ���¤
#uË! @ ? ���fuU�E
3c If � is the result of routing the
source-destinationdemandsthen! @ ? � _ ¹

_B 58CGÁ h �65 B Àj��=H
Z
I:�!K���¤
�uÄ!R����u _ ¹
_B 58C´Á h �65 B Àj��=�
Z
3c

Insteadof minimizing the left handsideof the inequal-
ity, weminimizetheupperboundrepresentedby theright
handsideof theinequality. Since� is fixed,this is equiva-
lent to maximizing !K����u(4 ¹ 4 B 59C´Á h ��5 B ÀÂ��=H
Z
 subject
to theconstraintthat ÀQ�
¾�c Wewrite this moreformally
as: |�}8� _B 58CE�� Ç ��=�
_
¹

_B 59C Á h ��5 B ÀÂ��=H
È: ��� ���Ì���_B 59CE�� h �65 B Ç ��=H
È: _
¹

_B 58C Á h �65 B ÀÂ��=H
 ���Ì���_B 59C Á ÀÂ��=H
<� µ^��²´
 �¢²
ÀÂ��=H
È� { �^=���� ¹ �dÍ<�¢²
Ç ��=H
È� { �^=���� �� �dÍÎ��²

It is easyto view thisasamulti-commodityflow problem
with ±>ÉËJ commodities.Therearetheoriginal ± com-
moditiesandan additionalcommoditybetween' and * .
Thesizeof thedemandsfor thefirst ± commoditiesare
known. We performa bisectionsearchto determinethe
largestvalueof thecommodity ±TÉËJ thatstill resultsin
a feasiblerouting for the first ± commodities. In order
to develop an efficient algorithmit is betterto formulate
theproblemasa maximumconcurrentflow problemand
performthebisectionsearchfor this probleminstead.We
do not give the detailsof the solutionprocedure.In the
caseof theflow flushingalgorithm,thelink flows for the
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1

2

3

4

5

6

a
t

Minimum Cut

7.23

7.6

8.21

5.19

3.95

7.76

2.19

6.6

9.95

Fig. 5. Flow FlushingAlgorithm

Source Paths Flow
Dest.
Pair
1-3 1-3 5.00
1-4 1-2-3-4 0.76

1-3-4 2.23
1-5 1-2-5 7.00
2-5 2-5 1.21

2-6-5 6.60
2-3-4-5 2.19

2-3 2-3 1.00
6-5 6-5 1.00

TABLE III
FLOWS FOR BASE CASE

examplein Figure4 areshown in Figure5 andthecorre-
spondingroutingis shown in TableIII.

The maximum flow ! @ ? ���E
 on this network is 9.95
units.Thevalueof thegame

� �;¬ 2�Ï c Ï ¬³c Wenow outline
anotherheuristicthatcanbeusedby theserviceprovider
to improve the probability of detectionof the malicious
packet.

B. Cut Saturation Algorithm

Thisalgorithmreliesonthefactthatthemaximumflow
between' and * is upperboundedby thesizeof any '�ux*
cut. Let Ð representthe setof links in some '�uo* cut.
Givenany link ����� , let ÑÊ���9
 and ÒÓ���9
 representthestart
andendnodesof that link. The cut saturationalgorithm
picks some 'Ôuo* cut andtries to direct flow away from
this cut. Oncethesource-destinationdemandsarerouted,
this cut will be small andhencewill limit the maximum'Ôuo* flow. This is doneas follows: Introducetwo new
nodes .¤Õ and *ÖÕ . Introducean arc betweennode .¤Õ and
all nodes ÑÓ���8
 for all �×�ªÐ . Similarly introducelinks

betweeneachnode ÒÊ���9
 for each����Ð andthenode * Õ .
Theobjectivenow is todeterminethehighestflow thatcan
be sentfrom . Õ to * Õ while maintainingthe feasibility of
routingthesource-destinationdemands.Themodification
of thenetwork is shown in Figure6. Theonly links shown
in thenetwork arethecut links.

a

t

s’

t’

Cut arcs

Fig. 6. CutSaturationAlgorithm Network Set-up

This problemcan be solved almost identically to the
Flow FlushingAlgorithm, exceptthatthe ±tÉ�J commod-
ity flowsgobetweennodes./Õ and *ÖÕ . Onewayof choosing
the cut that is to be saturatedis asfollows: Assumethat
we currentlyhave a routingof thesource-destinationde-
mandsresultingin a flow of �Ø���8
 on link � . Determinea
minimum 'ÄuÔ* cut (usingtheseflows � asthecapacities).
Take this cut to be Ð andnow attemptto saturatethiscut.
Continuingthe examplein Figure4, assumethat the cut
that we saturatecomprisesof the links �bJ�	6­�
 and �"®G	6¬�
 .
Thelinks flowsareshown in Figure7 andthecorrespond-
ing flowsareshown in TableIV.

1

2

3

4

5

6

a
t

Minimum Cut

9.7

5.3

1.0

4.7

1.7

8.15

8.15

7.15

7.0

Fig. 7. CutSaturationAlgorithm

Themaximumflow ! @ ? ���E
 onthisnetwork is8.0units.
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Source Paths Flow
Dest.
Pair
1-3 1-3 5.00
1-4 1-3-4 3.00
1-5 1-3-4-5 1.70

1-2-5 5.30
2-5 2-5 2.85

2-6-5 7.15
2-3 2-3 1.00
6-5 6-5 1.00

TABLE IV
FLOWS FOR BASE CASE

Thevalueof thegame
� ��¬ 2�Ù c Therefore,in this exam-

ple,thecutsaturationalogrithmgivesabettersolutionthat
theflow flushingalgorithm.

V. VARIANTS AND EXTENSIONS

We considerseveral variantsof the problemoutlined
above. Thefirst variantthatweconsideris thecasewhere
theintrudercanintroducethemaliciouspacket atoneof a
setof nodesÚRÛU� . We assumethat * 2�(ÚÌc Thesecond
variant that we consideris the casewherethe objective
of the intruder is to reachany one of of a set of nodesÜ Û[� . We assumethat ÚUÝ Ü �ßÞ³c Both thesecases
areeasyto solve by introducinga supersourcenodethat
is connectedto all nodesin Ú andconnectingall nodesinÜ

to a supersink node.Thegameis now playedbetween
the supersourcenodeandthe supersink node. Another
variant is the casewherethe intruder can introducethe
packet at any oneof a setof nodesÚ but we assumethat
theintruderdoesnothavecontrolof theroutingin thenet-
work. Instead,we assumethat therouting in thenetwork
is shortestpathrouting like in OSPFor IS- IS. We term
thisashortestpathroutinggame.

A. Shortest Path Routing Game

We now coniserthe problemwherethe routing in the
network is alongshortestpaths.Weassumethateachlink
hasa lengthandpacketsareroutedfrom thesourceto the
destinationalongshortestpathsaccordingto this length
metric. Weassumethattiesarebrokenarbitrarily. There-
foregivenany two nodesin thenetwork, thereis aunique
pathfrom onenodeto theother. Givena target node,all
packetsarriving atthisnodetraversetheshortestpathtree.
Shortestpath routing implies that thereis a uniquetree
rootedat thedestination.A packet introducedatany node
in the network traversesthe uniquepath from that node

to thedestinationalongthelinks in theshortestpathtree.
WeuseÚ to representthesetof nodesthattheintrudercan
introduceamaliciouspacket into thenetwork. Theobjec-
tive of the intruderis to determinewhich nodeof this setÚ to introducethepacket into andtheobjective for theser-
viceprovider is to determinethesamplingrateat thelinks
subjectto a samplingbudgetof - . The main difference
betweenthis problemandtheproblemthatwe originally
studiedis thefactthatit is easyto computethemaximum
flow andhencetheminimumcut on a tree.Thealgorithm
for solvingthisproblemis thefollowing:� Eliminateall leafnodesin theroutingtreethatdonot

belongto Ú . Let
Ü

representthis tree.Let =~�"àb
 rep-
resentthepredecessorof nodeà on

Ü
.� Set áv�"àÖ
â�Uã for all leafnodes.� While thereareno leafnodesdo

– Pick a leaf nodeà . Let � betheedgeconnectingà to=~�"àÖ
 . Set áä��=~�"àÖ
Z
Óåæáv��=~�"àb
Z
nÉ×|����çN/áä�"àÖ
3	6� � S�c� Output áv�"*�
 .
Note that áv��µd
 representsthe maximumflow that can

besentfrom all thenodesin Ú to thedestinationnode µ .
Thevalueof thegameis - 2 áv��µd
3c

VI. EXPERIMENTAL RESULTS

In this sectionwe evaluatedthe algorithmsdeveloped
on two networks. Thefirst network is shown in Figure8.
Eachundirectedlink in thefigurerepresentstwo directed
links eachhaving a capacityof 10 units. We performed
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11

7

3

9

Fig. 8. ExperimentalNetwork 1

thefollowing experiments:� Singleattacknodeandsingle target node. (3 prob-
lems).� Multiple attacknodeandsingletargetnode.(1 prob-
lem).
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Attack Target !K��� ¡ 
 !R��� £ 
 !K����è¤

Node(s) Node(s)

1 13 13.2 8.9 9.1
5 7 9.2 7.55 7.55
7 11 16.4 7.3 7.1

1,2,4,8 13 16.2 9.4 8.7
1,2,4,8 12,13,14 24.88 19.5 18.9

TABLE V
COMPARISON OF DIFFERENT ROUTING ALGORITHMS

� Multiple attack node and multiple target node. (1
problem).

For eachof thecases,weranthreedifferentalgorithms.
1. Routingto minimizethehighestutilized link with � ¡

representingthe � -vectorof link flows asa resultof
this routingalgorithm.

2. Routingwith flow flushingalgorithmwith � £ repre-
sentingthe � -vectorof link flows asa resultof this
routingalgorithm.

3. Routingwith cut saturationalgorithmwith ��è repre-
sentingthe � -vectorof link flows asa resultof this
routingalgorithm.

Let !R��� ¦ 
 for àÂ�ªJ�	6­³	6é representthemaximumflow that
canbesentfrom node' to * using � ¦ asthelink capacities.
If - is the samplingbudget,then the valueof the game� �U- 2 !K�$
3c TableV shows thevaluesof !R�$
 insteadof�
. Thesmallerthatvalueof ! , thebetterthechancesof

detectionfor agivensamplingbudget.
Fromthe table,notethat themaximumflow valueand

hencethevalueof thegamecanbechangedsignificantly
by changingtheroutingin thenetwork. In mostof theex-
amplestheperformanceof theflow flusingalgorithmand
the cut saturationalgorithmarequite similar, andbetter
thanthesimpleminimizationof maximumlink utilization
algorithm

A. Effect of Capacity on the Value of the Game

As theamountof sparecapacityin anetwork increases,
the opportunityto rerouteflows increases.This implies
that the serviceprovider can improve the probability of
detectionby exploiting thesparecapacityto rerouteflows.
We illustratethis in thefollowing setof experiments,us-
ing a secondexamplenetwork, wherethecapacityof the
links in the examplenetwork arefixed at someconstant
value Ð . If thevalueof Ð increases,thentheopportunity
to rerouteflows goesup. Weconsidertheintrusiondetec-
tion gamebetweennodes'��ªJ and *«�ªJ¤é . Thedemands
in thenetwork areuniformly distributedbetweenzeroand
one.We first run thealgorithmto routetheflow suchthat

maximumutilizationof any link is minimized.Thismaxi-
mumutilizationvalueversusthelink capacityÐ is shown
in Figure9. As themaximumutilization becomeslower,
theamountof sparecapacityto rerouteflows increasesin
the network. This implies that both the flow flushingal-
gorithm aswell asthe cut saturationalgorithmwill have
morealternatepaths. In Figure10, we show the perfor-
manceof the flow flushing algorithm as the value of Ð
increases.The straightline in the plot shows the perfor-
manceof thebasecasewhich is theroutingalgorithmthat
minimizesthemaximumutilization. The 'êuQ* maximum
flow is independentof thevalueof Ð . In thecaseof the
flow flushing algorithm, the '�u�* maximumflow value
decreaseswith increasinglink capacity. It asymptotesat
aboutÙ c Ù . Thesamekind of performancewasobservedin
thecaseof otherattack-targetpairsaswell asthecasefor
multiple attacksites.
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Fig. 9. Max. Utilization vs. Link Capacityfor flow routingto
minimizemaximumlink utilization.

VII. CONCLUDING REMARKS

Weconsideredtheproblemof detectingintrudingpack-
ets in a network by meansof network packet sampling.
Sincepacket samplingandexaminationin real-timecan
be expensive, the network operatormust devise an ef-
fective samplingschemeto detectintruding packets in-
jectedinto the network by an adversary. We considered
the scenariowherethe adversaryhasconsiderableinfor-
mation about the network and can either pick pathsto
minimizechancesof detectionor canpick a suitablenet-
work ingress-pointif only shortestpathroutingis allowed.
The detectionvia samplingproblemwas formulatedin
a game-theoreticframework. The solutionto this game-
theoreticproblemis a max-flow problemfrom which the
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LINK CAPACITY
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Fig. 10. Performanceof flow flushingalgorithmfor different
link capacities

stableoperatingpointsareobtained.We alsoconsidered
thenetwork operator’s problemof routingaggregatetraf-
fic betweeningress-egresspairs as to to maximize the
chancesof detectionwithin a givenpacket samplingbud-
get.Weproposedtwo heuristicalgorithmsfor solvingthis
problem.Finally, weevaluatedtheperformanceof thede-
velopedalgorithmson somesamplenetworks.
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