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Abstract

In this paper, we consider the problem of detecting an
intruding packet in a communication network. Detec-
tion is accomplished by sampling a portion of the pack-
etstransiting selected network links (or router interfaces).
Snce sampling entails incurring network costs for real-
time packet sampling and packet examination hardware,
we would like to develop a network packet sampling strat-
agy to effectively detect network intrusions while not ex-
ceeding a given total sampling budget. We consider this
problem in a game theoretic framework, where the in-
truder picks paths (or the network ingress point if only
shortest path routing is possible) to minimize chances of
detection and where the network operator chooses a sam-
pling strategy to maximize the chances of detection. We
formulate the game theoretic problem, and develop sam-
pling schemes that are optimal in this game theoretic set-
ting.

. INTRODUCTION

In this paper we considerthe problemof detectingin-
trusionsin a communicationnetwork. Thereis grow-
ing literatureon providing securityin communicatiomet-
works. Two key areasof interestin securityareintrusion
detectionandintrusionprevention. In this paper we deal
with the problemof intrusiondetection.Intrusionin net-
works takes mary forms including denial of serviceat-
tacks,virusesintroducednto thenetworks, etc. Typically,
in anintrusionproblem,the intruderattemptso gainac-
cessto a particularfile sener or websitein the network.
In this paper we considera stylized intrusion problem.
In this problem,theintruderattemptso senda malicious
paclet to a given nodein the network. The network at-
temptsto detectthis intrusion. The detectionmechanism
is paclet samplingandexaminationin the network.

The idea in samplingis that some portion of pack-
ets traversing designatedinks (or router interfaces)are
sampledandexaminedin detailto determinewhetherthe
pacletis anintruderpaclet. This pacletexaminationmay

be simple (limited to specific paclet headerfields asin

pacletfiltering) or mayinvolve a moredetailedexamina-
tion of the paclet. To prevent paclet mis-orderingor re-
ductionof link throughputhis examinationhasto bedone
preferablyat line rates. Packet samplinghasbeenprevi-

ously proposedor avariety of networking purposesFor
instance the SRED schemein [7] usespaclet sampling
to estimatethe numberof active TCP flows in orderto
stabilizenetwork buffer occupang for TCP traffic. Only
paclet headersmeedbe examinedfor this scheme. The
schemeproposedn [8], alsousespaclet samplingandit

is usedfor fair link-bandwidthallocation. Samplinghas
also beenproposedto infer network traffic and routing
characteristic§3]. Whereas,theseapplicationsrequire
only samplingbasedon paclet headercomparisionsjn-

trusiondetectiormayentaila morethoroughexamination
of sampledpaclets. Also, unlike someof the sampling
applicationanentionedabove, samplingfor intrusionde-
tectionrequiresnearline-speedaclet examinationsince
copying sampledpaclets or paclet-headerdor off-line

analysigs notsufficientto preventintruding pacletsfrom

gettingthrough. Hence,in the designof anintrusionde-
tectionschemat is imperative to keepthe samplingcosts
in mind.

We study this intrusion detectionvia samplingprob-
lem in a gametheoreticsetting. Gametheory hasbeen
usedextensvely to modeldifferentnetworking problems.
Thiswork includesthework of Shenler for modelingser
vice disciplines[11], Akellaet. al. for TCP performance
[6], andKorilis, LazarandOrda[5] for modelingrouting
problems. To the bestof our knowledge, this is the first
attemptto modelintursiondetectionvia samplingin com-
municationnetworks using a game-theoretiéramenork.
Thiswork s closelyrelatedto druginterdictionmodels.In
particularthework of Washlurn andWood[12] who con-
sidereddrug interdictionin a gametheoreticframewvork.
Thiswork differsfrom thedruginterdictionmodelsin two
ways. First, in the druginterdictionmodelsthe objective
is to deplgy agentswvhichis adiscreteallocationproblem.
In our casethedetectionis by meansof sampling.There-



forethegametheoreticresultsaremuchmorenaturalthan
the discreteallocationmodels. Secondlyin our case the
gametheoreticproblemnaturallyleadsto arouting prob-
lem (to maximizetheserviceprovider’s chance®f detect-
ing intrudingpaclets)whichis absenin thedruginterdic-
tion problem.Thesolutionto thegametheoreticformula-
tion is amaximumflow problemandtheroutingproblem
can be formulatedas a multi-commodity flow problem.
We also considervarious extensionsand variantsto the
basicmodels.

Il. PROBLEM DEFINITION

The problemset-upis outlinedin threesteps.First, we
describaghenetwork, thenwe definetheadwersariesn the
game-theoretitramenork, andfinally we describeheob-
jective of thegamethatis playedbetweertheadwersaries.

A. Network Set-Up

We consideranetwork G = (N, E) whereN is theset
of nodesandF is thesetof unidirectionalinks in thenet-
work. We assumeéhattherearen nodesandm links in
the network. We assumehatthe capacityof link e € E
is denotedoy ¢, andtheamountof traffic flowing on link
e is denotedby f.. Giventwo nodesu andv in the net-
work, let P representhe setof pathsfrom » to v in G.
Givenanm-vectorw, we useM,, (w) to denotethe max-
imum flow that canbe sentfrom nodew to nodev using
w asthelink capacities.We usethe parametenw explic-
ity whenwe defineM,,, () to indicatethatdependencef
the maximumflow on thelink capacities.Corresponding
to this maximumflow betweemodesu andw, thereis a
minimum cut comprisingof a setof links in the network.
This setof links in this minimum cut will berepresented

by C{(c).
B. Network Intrusion Game

The network intrusiondetectiongameis playedon the
network betweentwo players: the Service Provider and
the Intruder. The objective of the intruderis to inject a
malicious packet from someattacknodea € N with the
intention of attackinga targetnodet € N. We assume
thatanintrusionis successfulvhenthe maliciouspaclet
reacheghedesiredtargett nodewithout detection.In or-
derto detectandpreventtheintrusion,theserviceprovider
is allowed to samplepacletsin the network. We assume
thatsamplingtakesplaceonthelinks in thenetwork. It is
easyto modify the modelto considerthe case wherethe
samplingis doneatthenodesn thenetwork. If duringthe
courseof sampling,the serviceprovider sampleghe ma-
licious pacletthentheintrusionis assumedo bedetected

andthwarted.Thegameis pictorially illustratedin Figure
1.

Malicious Packet

Attack Node

Target Node

Fig. 1. Network IntrusionGame

C. The Objective and the Constraints of the Game

If thereis no boundontheamountof samplingthatcan
be doneby the serviceprovider, thenthe serviceprovider
canpotentiallyinspectevery paclet thatflows throughthe
network andhencedetectthe maliciouspaclet. Sampling
thepacletsflowing onalink involvessettinguptheappro-
priate samplingfilters and examiningthe paclets. These
canbefairly expensve operationdo performin realtime.
Therefore we assumehatthe serviceprovider hasa sam-
pling boundof B pacletspersecondover the entirenet-
work. This samplingeffort canbe distributed arbitrarily
over thelinks in the network. If alink e thathasatraffic
of f. flowing onit, is sampledat rate s, thenthe proba-
bility of detectinga maliciouspaclet onthislink is given
by pe = se/fe. The samplingbudgetconstraintimplies
that " .z se < B. We formulate the gametheoretic
problemsin termsof p.. We assumehat both the play-
ershave completeinformationaboutthe topology of the
network andall the link flows in the network. The ser
vice provider can have accesdo this information either
from link-staterouting protocolswith traffic engineering
extensionsthat distribute flow information throughouta
network areaor by explicit link polling from management
systems.We assumehat the adwersaryinjecting intrud-
ing paclets hasthis information available as well since
this malkesthe serviceprovider’s detectionproblemmore
difficult. Similarly, we alsoassumehattheintruderis ca-
pableof picking pathsin the network so asto make the
detectionproblemfor the serviceprovider moredifficult.
However, in SectionV-A, we alsoconsidetthecasewhere
only shortespathroutingis allowedin the network.

C.1 Stratgyiesfor the Two Players

In the caseof the intruder a purestratgy would beto
pick a pathfrom P € P! for the maliciouspaclet to tra-
versefrom s to t. Theintruder in generalcanuseamixed



stratgy. In the caseof amixedstratgy, theintruderhasa
probability distribution ¢ over the setof pathsin P¢ such
thaty - pep: ¢(P) = 1. LetV = {q : Y pep: q(P) = 1}
representhe setof feasibleprobability allocationsover
the setof pathsbetweers andt¢. Theintruderthenpicks
path P € P! with probability g(P). The stratgy for the
serviceprovider is to determinea setof links on which
samplinghasto be done. The stratgy for the service
provider is to choosethe samplingrate s, onlink e such
that) " . se < B. If themaliciouspaclet traversedink
e with asamplingrateof s, onalink with flow f, results
in the malicious paclet being detectedwith probability
pe = Se/fe- LetU = {p : Y,cppefe < B} repre-
sentthe setof detectionprobability vectorsp that satisfy
the samplingbudgetconstraint.(Notethatp is anm- vec-
tor.) Insteadof viewing theserviceprovideraspickingthe
samplingratesat the links, we view the serviceprovider
aspicking asetof detectiorprobabilitesatthelinks which
belongsin thesetU. Figures2 and3 depicttheintruders
andtheserviceprovider's actions.

Intruders Strategy : Pick a path from atot

a

Attack Node ¢

Target Node

Defenders Strategy: Pick the sampling ratgs on link e.

Fig. 2. IntrudersProblem

Attack Node

Target Node

Sampling on all arcs belonging to cut
a-t maximum flow = m

Sampling rate on link e = f

m

Fig. 3. ServiceProvider's Problem

C.2 Payoff Matrix

Assumethatthe intruderandthe serviceprovider each
have chosenra stratgy. Thisimpliesthattheintruderhas
picked a probability distribution ¢ over the setof pathsin
P! andthe serviceprovider haspicked a setof detection
probabilitiesp at the links. The payof thatwe consider
is the expectednumberof timesthe maliciouspaclet is
detectedasit goesfrom ¢ to ¢t. For agivenpathP €
P!, theexpectechumberof timesthata pacletis detected
is givenby >~ . p p.. The probability thatthis path P is
picked by the intruderis given by ¢(P). Thereforethe
expectednumberof timesa paclet is detectedasit goes
from thesourceto thedestinatiorfor afixedstratgy from
bothadwersariess givenby

> q(P) lz pe] -

PeP} ecP

Interchanginghe orderof summationwe get

> q(P) [Zpe] = pe l > q(P)

PeP; e€P e€E PePt:Pe

Thiscanbeequialentlywrittenin amatrixformasq’ Mp
whereM is anm x |P!| path-ardncidencematrix. Each
row in M represents link in the network andeachcol-
umnof M represents pathbetweemnodesqs andt. The
entry correspondindo row e andcolumn P is setto one
if e € P andto zerootherwise. A more naturalpayof,
is the probability of detectionof the maliciouspaclet as
opposedo the expectednumberof times the malicious
paclet is detected.In this casefor a fixed pathP € P!,
the probability of the maliciouspaclet being detecteds
givenby 1 — [[.cp(1 — pe). This objectie is non-linear
in p. whichmakesthegametheoreticproblemintractable.
However, thetwo payofs thatwe outlinedabove coincide
if theoptimalsolutionfor theserviceprovideristo sample
atmostonelink onary pathP € P! with ¢(P) > 0. We
call this stratgy a minimal sampling stratgy. We shav
laterthatfor all the problemswe considerthe optimalso-
lution is a minimal samplingstratey.

C.3 Objectie of the Adversaries

The intruderfearsthatif his stratgy is known to the
serviceprovider thenserviceprovider will choosea strat-
egy thatmax,ey 3 pept 4(P) [Yecp pe] - Thereforethe
objectie of the intruderis to pick a distribution ¢() that
minimizesthis maximumvalue. In otherwords,the ob-
jective of theintruderis to

min max
qeV peU

q(P) lz pe] :

PePt ecP



The objectve of the serviceprovider, usinga similar ar
guments

max min
peU peV

q(P) [Z pe] :

PeP; e€P

Thisis aclassicakwo personzero-sungameandthefol-
lowing minmaxresultis well known.

Theorem 1: Thereexists an optimal solutionto thein-
trusiondetectiongamewhere

v U
1€V PEY pept ceP
maxmin 3 g(P) [Z pe] :
e ecP

where# is thevalueof thegame.

In therestof this paper we shav how this minmaxop-
timal solutioncanbe computedor theintrusiondetection
gameandusethatinsightto routeflowsin the network.

I1l. SOLUTION OF THE GAME

We now considerthe solution of the minmaxproblem
formulatedin the last section. The ideais to get some
insightinto the structureof the problemwhichwill enable
usto extendthe solutionto morecomplex casesConsider
theintrudersproblem.

q(P)

min I;lea(}c;;pe [ >

PePt:Poe

For afixedq € V theinner maximizationproblemis the
following:

max » [ > a(P)| pe
eEE [ PEPL:P3e
Z fepe < B

eck
Pe 20

Associatinga dual variable A with the budgetconstraint,
we obtainthefollowing dualoptimizationproblem.

min B A

foA > >

PePt:P3e

q(P) Yee E

A >0

Substitutingthis optimization problemin the intruders
minmaxformulationmalesit thefollowing minimization
problem.

min B A\
Y qP) < fA VeeE
PcPt:Pe
Y P = 1
Pept

A >0

Interpretingg(P) asaflow onpath P, theconstraint

> q(P) < fer

PePL:P3e

restrictstheflow onalink e to be f.\. Thereforef. A can
be interpretedas the capacityof link e. The constraint
> pepy 4(P) = 1 enforcesone unit of flow to be sent
from the sourceto the destination.Assumethat f. is the
capacityof link e in the network. The objectve thenis

to determinethe smallestscalingfactor A\, onthelinks in

thenetwork sothata flow of oneunit canbesentfrom the
sourceto thedestination.This canbe doneasfollows:

» Assumethatlink e hascapacityf. anddeterminghe
maximumflow, Mg (f) from thea to ¢ usingthese
capacities.

« SetA = My (f) !. By scalingthe capacitieshy ),
notethata flow of oneunitis sentfroma to ¢.

« Thevalueof thegame) = BM,;(f)~".

Any maximumflow from a to ¢t canbedecomposeato

a setof flows on pathsfrom a to ¢ usingstandardlow de-
compositiontechniquesFrom network flow duality, note
that correspondindo the maximumflow valuethereis a
minimum cut. The stableoperatingpoint for the intruder
andthe serviceprovider arethefollowing:

« Intruders Srategy: Solvethemaximumflow M, (f),
from a to ¢ usinga capacityof f. onlink e. Using
standardlow decompositiortechniquesdecompose
the maximumflow into flow on pathsPy, Ps, ..., P,
from a to t. with flows of mq,ms,...,m; respec-
tively. (Note that >_, m; = My(f).) Thein-
truderintroduceghe maliciouspaclet alongthe path
P; with probabilitym; * Mg (f)~!.

« Service Providers Srategy: The service provider
computesthe maximum flow from a to ¢ using fe
as the capacityof link e. Let ej,es,...,e, de-
note the arcs in the correspondingminimum cut
with flows fi, fo,..., fr. Fromduality >i_, fi =
M,:(f). Theserviceprovider sampledink e; atrate

BfiMg(f)~".



We now illustratethe above resultson the exampleshavn
in Figure4. The numbersnext to the links arethe flows
on thelinks. How theseflows aregenerateds discussed
in detailin a subsequergection.For now assumehatthe
flows on the links aregiven. Assumethatthereis a sam-
pling budgetB of 5 units.anda = 1 andt = 5 aretheat-
tackandtargetnodesrespectiely. Thelinks (1,2), (4,5)
belongingto the minimuma — ¢ cut are shavn in thick
lines. The minimum cut (and hencethe maximumflow)
hasa value of 11.5units. The intruders stratgy is the
following:
« Introducethe maliciouspaclet alongthe path 1-2-5
with probability7.0/11.5
« Introducethe maliciouspaclet alongthe pathl-2-6-5
with probability0.5/11.5
« Introducethe maliciouspacletalongthepathl1-3-4-5
with probability4.0/11.5
The minmax strategy for the serviceprovider is the fol-
lowing:
« Sampldink 1-2 atrate5/11.5giving atotal sampling
rateof (5 x 7.5)/11.50nthatlink.
« Sampldink 4-5atrate5/11.5giving atotal sampling
rateof (5 x 4.0)/11.5onthatlink.
Notethatd = 5/11.5 is thevalueof thegame.

6.0

Minimum Cut

Fig. 4. Exampleof Network

Thefollowing obsenationscanbemadeaboutthe min-

maxoptimalsolution:

« The optimal stratgy for the serviceprovider is to
samplepacletsonthemincutwith respecto thetraf-
fic flows. This implies that alongary paththatthe
intruderwould choose the maliciouspaclet will be
sampledat moston onelink. Thereforethisis a min-
imal samplingscheme.

o If B > Mg (f) thennotethatthe maliciouspaclet
will alwaysbedetectedlf B < M, (f) thenthereis
a non-null probability that the maliciouspaclet will
not bedetected.

Source

Dest. | Demands
Pair

1-3 5.0
1-4 3.0

1-5 7.0
2-3 1.0
2-5 10.0
6-5 1.0

TABLE |

SOURCE-DESTINATION PAIRS AND DEMANDS

IV. ROUTING TO IMPROVE THE VALUE OF THE GAME

In thelastsectionwe shavedthatthe valueof the net-
work intrusiongameis givenby BM,,(f)~*. All along,
we assumedhat the flow f on the links is fixed. The
flows onthelinks arearesultof routingthe demandgag-
gregatetraffic betweemodepairs)in the network. In this
section,we explore the casewherethe serviceprovider
adjuststhe flows in the network in orderto maximizethe
valueof thegame.Correspondingo eachpair of nodesn
the network, therecould potentiallybe demandshathave
to be routedfrom the first nodein this pair to the second
node. Eachnode pair betweenwhich thereis somede-
mandthathasto be routedis termeda source-destination
pair or acommodity We assumeéhatthereare K source-
destinationdemandpairs (commaodities)in the network.
The sourcenodefor commodityk will berepresentetyy
s(k), the destinatiomodeby d(k) andthe amountof de-
mand (bandwidth)that hasto be routedfor this source-
destinatiorpairis b(k). The serviceprovider hasto route
theseflows in the network respectingthe link capacity
constraintsFor the exampleshawvn in Figure4, eachlink
is assumedo have a capacityof 10 units. The different
source-destinatiopairs and the correspondinglemands
areshavn in Tablel. Thesedemand$ave to beroutedin
the network suchthatthelink capacityconstraintsarere-
spectedThereareseveralwaysof routingthesedemands.
Onecommonlyusedmethodis to routethedemandsuch
thatthe maximumlink utilization in the network is mini-
mized.(Thiscanbesolvedasamaximumconcurrentiow
problem.)Thelink flows shavn in Figure4 arearesultof
routing the demandsn orderto minimize the maximum
utilizationin thenetwork. Theroutingis givenin Tablell.

We now explore the casewhere the service provider
routestheseflows suchthatthe value of the network in-
trusion gameis maximized. In otherwords, the service
provider routesthe source-destinatiodemandsuchthat



Source| Paths Flow
Dest.
Pair

1-3 1-3 5.0

1-4 1-2-3-4 | 05

1-3-4 25

1-5 1-2-6-5 | 6.0

1-2-3-4-5| 1.0

2-3 2-3 1.0

2-5 2-5 7.0

2-3-5 3.0

6-5 6-5 1.0

TABLE Il

FLows FOR BASE CASE

the maximum probability of detectionof the malicious
paclet is increased.We first formulatethis problemand
thenexploredifferentheuristicsto solve the problem.Re-
call that Pj((,f)) representdhe set of pathsbetweenthe
sourcenodes(k) andthe destinatiomoded(k) for com-

modity k. For notationalsimplicity, we refer to Pd(k)
asPi. Notethat P;, representshe setof valid pathsto
routecommodityk. Let X = {z(P) : Y pcp, #(p) =
d(k) Yk, 3k X pepyccp T(P) < ce Ve € E}. Notethat
X denotesan allocationof flow on pathsin the network
which meetsthe demandor eachcommoditywhile satis-
fying the capacityconstraintn thelinks in the network.
Givenafeasibleroutingvector = € X, theflow onlink e
isgivenby fe = > 3" pep, ecp (P). FromSectionlll,
the valueof the gameis givenby B /M, (f). The objec-
tive of the serviceprovider thenis to routethe sourcedes-
tinationdemandssuchthatthe resultingvalue of M, (f)
is assmallaspossible.Thereforethe objective of the ser
vice provider is to solve the following optimizationprob-

lem.
mln My Z Z

k PEPgiecP

z(P))-

This canbewritten moreexplicitly as

PeP}
Yo oyP) < Y Y (P
PePLecP k PePlecP
y(P) = 0.

Unfortunatelythis problemcannotbe solved as a linear
programmingproblem. It is possibleto reformulatethis

problemasa non-cowex optimizationproblembut it is
notclearif thereis a solutiontechniqueo solve this prob-
lem. We thereforedevelop two differentheuristicsto get
goodsolutionsto this optimizationproblem.

A. Flow Flushing Algorithm

Let the m-vectorsc and f representhe link capacity
andthe flow on the link respectrely. The flow on the
links is aresultof routingthedifferentsource-destination
demandsn thenetwork. It is easyto seethat

Mat(f) + Mat(c - f) < Mat(c)'

This is true sincethe setof flows in the two termson the
left handside of the inequalityis a feasibleflow for the
right handside of the inequality ThereforeM (f) <

Mi(c) — Mgi(c — f). If f is the resultof routing the
source-destinatiodemandghen
Mu(>S > w(P) < M()-M(c-Y, >

k PEPy:ecP k PEPyecP

Insteadof minimizing the left handside of the inequal-
ity, we minimizethe upperboundrepresentedy theright
handsideof theinequality Sincec is fixed,thisis equia-
lentto maximizing M (c — "4 >~ pep, ecp Z(P)) sSubject
to theconstrainthatz € X. We write this moreformally
as:

max Z y(P)
PePy
Z Z z(P) < ¢ Ve€eE
k PEPy:eeP
Z y(P) < Z Z z(P) Vee E
PePY.ecP k PePy:ecP
Z z(P) = d(k) Vk
PePy,
z(P) > 0 VPePyVj Vk
y(P) > 0 VYPecP’Vj Vk

It is easyto view this asa multi-commodityflow problem
with K + 1 commodities.Therearethe original K com-
moditiesand an additionalcommoditybetweena andt.
The size of the demanddor the first K commoditiesare
knowvn. We performa bisectionsearchto determinethe
largestvalueof the commodity K + 1 thatstill resultsin
a feasiblerouting for the first K commodities. In order
to develop an efficient algorithmit is betterto formulate
the problemasa maximumconcurrentlow problemand
performthebisectionsearchor this probleminstead.We
do not give the detailsof the solution procedure.In the
caseof the flow flushingalgorithm,thelink flows for the

z(P)).



6.6

Minimum Cut
9.95

Fig.5. Flow FlushingAlgorithm

Source| Paths | Flow

Dest.
Pair

1-3 1-3 5.00

1-4 | 1-2-3-4| 0.76

1-3-4 | 2.23

1-5 1-2-5 | 7.00

2-5 2-5 1.21

2-6-5 | 6.60

2-3-4-5| 2.19

2-3 2-3 1.00

6-5 6-5 1.00

TABLE I

FLows FOR BASE CASE

examplein Figure4 areshavn in Figure5 andthe corre-
spondingroutingis shavn in Tablelll.

The maximum flow M, (f) on this network is 9.95
units. Thevalueof thegamef = 5/9.95. We now outline
anotherheuristicthatcanbe usedby the serviceprovider
to improve the probability of detectionof the malicious
paclet.

B. Cut Saturation Algorithm

Thisalgorithmreliesonthefactthatthe maximumflow
betweer: andt is upperboundedy thesizeof any a — ¢
cut. Let C representhe setof links in somea — ¢ cut.
Givenary link e € E, leta(e) andj(e) representhestart
andendnodesof thatlink. The cut saturationalgorithm
picks somea — ¢ cut andtries to direct flow away from
this cut. Oncethe source-destinatiodemandsrerouted,
this cut will be smallandhencewill limit the maximum
a — t flow. Thisis doneasfollows: Introducetwo nen
nodess’ and#'. Introducean arc betweennode s’ and
all nodesa(e) for all e € C. Similarly introducelinks

betweenreachnodef(e) for eache € C andthenodet’.
Theobjectve now is to determinghehighestlow thatcan
be sentfrom s’ to ¢ while maintainingthe feasibility of
routingthesource-destinatiodemandsThemodification
of thenetwork is shavn in Figure6. Theonly links shavn
in the network arethecutlinks.

t

Cutarcs —

S

Fig. 6. CutSaturatiorAlgorithm Network Set-up

This problemcan be solved almostidentically to the
Flow FlushingAlgorithm, exceptthatthe K + 1 commod-
ity flows gobetweemodess’ andt’. Oneway of choosing
the cut thatis to be saturateds asfollows: Assumethat
we currently have a routing of the source-destinatiode-
mandsresultingin a flow of f(e) onlink e. Determinea
minimuma — ¢ cut (usingtheseflows f asthecapacities).
Take this cutto be C andnow attemptto saturatehis cut.
Continuingthe examplein Figure 4, assumeéhatthe cut
that we saturatecomprisesof the links (1,2) and (4, 5).
Thelinks flows areshavn in Figure7 andthecorrespond-
ing flows areshavn in TablelV.

7.15

Minimum Cut
7.0

Fig. 7. CutSaturationAlgorithm

Themaximumflow M, (f) onthisnetworkis 8.0units.



Source| Paths | Flow

Dest.
Pair

1-3 1-3 5.00

1-4 1-3-4 | 3.00

1-5 1-3-4-5| 1.70

1-2-5 | 5.30

2-5 2-5 2.85

2-6-5 | 7.15

2-3 2-3 1.00

6-5 6-5 1.00

TABLE IV

FLows FOR BASE CASE

Thevalueof thegamefd = 5/8. Thereforejn this exam-
ple,thecutsaturatioralogrithmgivesabettersolutionthat
theflow flushingalgorithm.

V. VARIANTS AND EXTENSIONS

We considersereral variantsof the problemoutlined
above. Thefirst variantthatwe considelis the casewhere
theintrudercanintroducethemaliciouspaclet atoneof a
setof nodesA C N. We assumehatt ¢ A. Thesecond
variantthat we consideris the casewherethe objective
of the intruderis to reachary oneof of a setof nodes
T C N. WeassumahatA NT = (). Both thesecases
areeasyto solve by introducinga supersourcenodethat
is connectedo all nodesn A andconnectingall nodesin
T to asupersink node.The gameis now playedbetween
the supersourcenodeandthe supersink node. Another
variantis the casewherethe intruder canintroducethe
paclet at ary oneof a setof nodesA but we assumehat
theintruderdoesnothave controlof theroutingin thenet-
work. Instead we assumehatthe routingin the network
is shortestpathrouting like in OSPFor IS- IS. We term
this ashortespathroutinggame.

A. Shortest Path Routing Game

We now coniserthe problemwherethe routing in the
network is alongshortespaths.We assumehateachlink
hasa lengthandpacletsareroutedfrom the sourceto the
destinationalong shortestpathsaccordingto this length
metric. We assumehattiesarebrokenarbitrarily There-
fore givenary two nodesin thenetwork, thereis aunique
pathfrom onenodeto the other Givenatarget node,all
pacletsarriving atthisnodetraversetheshortespathtree.
Shortestpath routing implies that thereis a uniquetree
rootedatthedestination A pacletintroducedatarny node
in the network traversesthe unique pathfrom that node

to thedestinatioralongthelinks in the shortespathtree.
WeuseA to representhesetof nodeghattheintrudercan
introduceamaliciouspacletinto the network. Theobjec-
tive of the intruderis to determinewhich nodeof this set
A tointroducethepacletinto andtheobjectve for theser

vice provideris to determinghe samplingrateatthelinks

subjectto a samplingbudgetof B. The main difference
betweerthis problemandthe problemthat we originally

studiedis thefactthatit is easyto computethe maximum
flow andhencethe minimumcuton atree. Thealgorithm
for solvingthis problemis thefollowing:

« Eliminateall leaf nodesin theroutingtreethatdo not
belongto A. Let T representhistree. Let P(i) rep-
resenthe predecessasf node; onT'.

» SetL(:) = oo for all leafnodes.

« While therearenoleafnodesdo

— Pickaleafnode:. Let e betheedgeconnecting to
P(i). SetL(P(i)) < L(P(i)) + min{ L(7), fe}-
« OutputL(t).
Note that L(d) representshe maximumflow thatcan
be sentfrom all thenodesin A to the destinatiomoded.
Thevalueof thegameis B/L(d).

VI. EXPERIMENTAL RESULTS

In this sectionwe evaluatedthe algorithmsdeveloped
on two networks. Thefirst network is shavn in Figure8.
Eachundirectedink in the figurerepresentswo directed
links eachhaving a capacityof 10 units. We performed

Fig. 8. ExperimentaNetwork 1

thefollowing experiments:
« Single attacknodeand singletarget node. (3 prob-
lems).
« Multiple attacknodeandsingletargetnode.(1 prob-
lem).



Attack | Tamet | M(f1) | M(f2) | M(fs)
Node(s)| Node(s)
1 13 13.2 8.9 9.1
5 7 9.2 7.55 7.55
7 11 16.4 7.3 7.1
1,2,4,8 13 16.2 9.4 8.7
1,2,4,8 | 12,13,14| 24.88 | 195 18.9
TABLE V

COMPARISON OF DIFFERENT ROUTING ALGORITHMS

« Multiple attack node and multiple tamget node. (1
problem).

For eachof the casesye ranthreedifferentalgorithms.

1. Routingto minimizethehighestutilizedlink with f;
representinghe m-vectorof link flows asaresultof
this routingalgorithm.

2. Routingwith flow flushingalgorithmwith fs repre-
sentingthe m-vectorof link flows asa resultof this
routingalgorithm.

3. Routingwith cut saturatioralgorithmwith f3 repre-
sentingthe m-vectorof link flows asa resultof this
routingalgorithm.

Let M (f;) fori = 1,2, 3 representhemaximumflow that
canbesentfrom nodea to ¢ using f; asthelink capacities.
If B is the samplingbudget,thenthe value of the game
0 = B/M(). TableV shavsthevaluesof M () insteadof

0. Thesmallerthatvalueof M, the betterthe chanceof

detectionfor agivensamplingbudget.

Fromthe table,notethatthe maximumflow valueand
hencethe value of the gamecanbe changedsignificantly
by changingheroutingin thenetwork. In mostof the ex-
amplesthe performancef the flow flusingalgorithmand
the cut saturationalgorithm are quite similar, and better
thanthesimpleminimizationof maximumlink utilization
algorithm

A. Effect of Capacity on the Value of the Game

As theamountof sparecapacityin anetwork increases,
the opportunityto rerouteflows increases.This implies
that the serviceprovider canimprove the probability of
detectionby exploiting thesparecapacityto rerouteflows.
We illustratethis in thefollowing setof experimentsus-
ing a secondexamplenetwork, wherethe capacityof the
links in the examplenetwork arefixed at someconstant
valueC. If thevalueof C increasesthenthe opportunity
to rerouteflows goesup. We considertheintrusiondetec-
tion gamebetweemodes: = 1 andt = 13. Thedemands
in thenetwork areuniformly distributedbetweerzeroand
one.Wefirst run the algorithmto routetheflow suchthat

maximumutilization of ary link is minimized. This maxi-
mumutilization valueversughelink capacityC' is shavn
in Figure9. As the maximumutilization becomedower,
theamountof sparecapacityto rerouteflows increasesn
the network. This implies that boththe flow flushingal-
gorithm aswell asthe cut saturationalgorithmwill have
more alternatepaths. In Figure 10, we shav the perfor
manceof the flow flushing algorithm asthe value of C
increases.The straightline in the plot shavs the perfor
manceof thebasecasewhichis theroutingalgorithmthat
minimizesthe maximumutilization. Thea — ¢t maximum
flow is independenof the valueof C. In the caseof the
flow flushing algorithm, the a — ¢ maximumflow value
decreasewvith increasingink capacity It asymptotest
about8.8. Thesamekind of performancevasobseredin
the caseof otherattack-taget pairsaswell asthe casefor
multiple attacksites.

MAX UTILIZATION
0.7 0.8 0.9

0.6

0.5

5 6 7 8 9 10
LINK CAPACITY

Fig. 9. Max. Utilization vs. Link Capacityfor flow routingto
minimize maximumlink utilization.

VIlI. CONCLUDING REMARKS

We consideredhe problemof detectingntrudingpack-
etsin a network by meansof network packet sampling.
Sincepaclet samplingand examinationin real-timecan
be expensve, the network operatormust devise an ef-
fective samplingschemeto detectintruding paclets in-
jectedinto the network by an adwersary We considered
the scenariowherethe adwersaryhasconsiderablenfor-
mation aboutthe network and can either pick pathsto
minimize chance®f detectionor canpick a suitablenet-
work ingress-poinif only shortespathroutingis allowed.
The detectionvia samplingproblemwas formulatedin
a game-theoretiédramevork. The solutionto this game-
theoreticproblemis a max-flov problemfrom which the
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Fig. 10. Performancef flow flushingalgorithmfor different
link capacities

stableoperatingpointsare obtained. We also considered
the network operators problemof routing aggreatetraf-
fic betweeningress-gresspairs as to to maximize the
chance®f detectiorwithin a given paclet samplingbud-
get. We proposedwo heuristicalgorithmsfor solvingthis
problem.Finally, we evaluatedthe performancef thede-
velopedalgorithmson somesamplenetworks.
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