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Abstract

There is an increasing interest in passive monitoring of IP flows at multiple locations within an IP network.
The objective of such a distributed monitoring system is to sample packets belonging to a large fraction
of IP flows in a cost-effective manner by carefully placing monitors and controlling their sampling rates.
In this paper, we consider the problem of where to place monitors within the network and how to control
their sampling. To address the tradeoff between monitoring cost and monitoring coverage, we propose and
study minimum cost and maximum coverage problems under various budget constraints and in the presence
of routing changes caused by link failures. We show that all of the problem formulations are NP-hard. We
propose greedy heuristics, and show that the heuristics provide solutions quite close to the optimal solutions
through experiments using synthetic and real network topologies. In addition, our experiments show that a
small number of monitors often suffices to monitor most of the traffic in an entire IP network.
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1 Introduction

Traffic measurement and monitoring are important
in order to understand the performance of a network
infrastructure and to efficiently manage network re-
sources. In particular, a passive monitoring system
can be used to study packet-level traffic, estimate
packet-size distributions, estimate the fined-grained
volume of network traffic with different attributes for
usage-based charging, and more [10]. In practice, a
monitor is placed inside a router or deployed as a
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standalone measurement box tapped into a commu-
nication link. Once a monitor is placed on a link, it
may capture packets (either all packets or sampled
packets) carried by the link depending on its specific
sampling configuration. In order to observe a large
fraction of a network’s traffic, it is necessary to moni-
tor multiple links concurrently since only a relatively
small fraction of the traffic can be seen at any single
measurement point in a large IP network. Placing a
monitor on a link incurs a deployment cost that in-
cludes fixed cost components such as the monitor’s
hardware /software cost, a space cost, and a mainte-
nance cost. Therefore, it is important that the num-
ber of placed monitors be kept as small as possible. In
addition, the actual monitoring operation performed
by a monitor factors into its operating cost. The per-
packet operating cost of each monitor depends mainly
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on the link speed. In the case that packet traces are
transferred to a central location for further analysis,
the per-packet operating cost of each monitor may
also depend on the distance and congestion level of
the network path between the monitor and the cen-
tral location. Monitors with lower per-packet operat-
ing costs are thus preferred whenever possible.

In this paper, we consider the problem of sampling
packets in a cost-effective manner by carefully plac-
ing monitors and controlling their sampling rates. We
consider IP networks in which each IP flow is routed
along a single path. Because of single path routing, we
are able (to first order) to observe all packets in an IP
flow by monitoring any one of the links on the flow’s
path. Roughly speaking, we have two conflicting op-
timization objectives. One objective is to maximize
the fraction of IP flows being sampled and the other
objective is to minimize the total monitoring cost.
We begin by introducing several monitoring cost and
coverage models for a distributed monitoring system.
Based on these models, we then formulate several op-
timization problems for determining the deployment
and sampling strategies of monitors. The solution of
each of these problems determines the minimal num-
ber of monitors and their optimal locations under var-
ious constraints; the operating strategy determines
the optimal flow sampling rate of each monitor. We
show that all of the problems are NP-hard. Therefore,
we propose greedy heuristics and show that they pro-
vide close to optimal solutions for several problems
based on synthetic and real network topologies. As
a second contribution, we determine the relationship
between the number of monitors and the maximum
coverage of flows. Using both synthetic topologies and
real topologies, we show that a relatively small num-
ber of monitors are sufficient to sample a large frac-
tion of all IP flows in the network.

Several recent efforts have addressed the monitor
placement problem in IP networks. The use of active
probing has been proposed to obtain Internet topol-
ogy and performance measurements (such as link de-
lay and the existence of faults). The location of these
active measurement devices or beacons has been de-
termined using various heuristics [18, 4, 20, 6]. Also,
Horton et al. [15] determined the minimal number of
required beacons in a network and their optimal lo-
cations in order to obtain an accurate topology map.
While these works investigated active monitoring, the
IPMon project at Sprint [13] deployed multiple pas-

sive packet-level monitors inside their network to cap-
ture IP headers. However, they consider neither the
problem of monitor location nor the choice of sam-
pling methodology in their monitoring architecture.
Recently, in parallel with our work, M. Sharma et
al. [23] proposed a heuristic for locating passive mon-
itors. However, they consider neither operating costs
nor a sampling mode of operation, and do not analyze
the complexity of the formulated monitoring prob-
lems, as we do in this paper.

The remainder of this paper is structured as fol-
lows. In the next section, we define a graph-based
model of the monitoring problem, and the perfor-
mance metrics which include deployment cost, oper-
ating cost, and monitoring reward. Sections 3 and 4
formulate various budget-constrained and coverage-
constrained monitoring problems for both sampling
and non-sampling modes of monitoring along with
their complexity analysis and greedy heuristics. In
Section 5, we evaluate the proposed greedy heuristics
and examine the coverage issue. In Section 6, we ex-
tend our proposed monitoring problems by consider-
ing routing changes caused by single link failures and
also by considering stochastic flow arrival/departure
processes. A summary of related work is presented in
Section 7. We conclude with a summary of our re-
sults and a discussion of future work.

2 Problem setting

In this section, we propose three models for the dis-
tributed monitoring problem — a deployment cost
model, an operating cost model, and a monitoring
reward model. The interactions among these three
models are explored in Sections 3 and 4, where we
show that it is possible to achieve near-optimal mon-
itor placement and sampling strategies under various
budget constraints and monitoring objectives.

We represent an IP network as an undirected graph,
G(V,E), where V and E C V x V denote the set of
nodes and links, respectively. We define a traffic flow
to be a collection of packets that originate and termi-
nate at the same nodes, sharing the same route in the
graph, i.e., ingress router to egress router flow. Flows
can also be defined at different granularities. For in-
stance, a flow may represent a network-to-network
flow !, ingress router-to-egress router flow, host-to-

1 PoP-to-PoP flow, AS-to-AS flow, and Customer-



Table 1

Parameters in the model.
Parameter | Definition
L Set of feasible links where monitors can be deployed
D Set of all flows in the network
S Set of all flows carried by link i (S; C D)
S Set of all S;’s, i € L (S; € 5)
Yi {0, 1} indicator if a flow monitoring station is deployed at link 4, ¢ € L.
fi Deployment cost of a monitor at link
Pj traffic demand of flow j (unit: packets/time or bytes/time)
¢ Unit operating cost of monitor at link ¢ (unit: cost/packet or cost/byte)
x5 {0, 1} indicator if flow j is being monitored by a monitor at link 4, ¢ € L, j € D.
x; {0, 1} indicator if flow j is being monitored, j € D.
mi; Fraction of flow j sampled by a monitor at link ¢
m; Fraction of flow j sampled by all monitors
uj({mij}) Nondecreasing concave function of the fraction of flow j sampled by all monitors (in sampling mode)
vj(x5) Function of whether flow j is fully captured by any monitor (in non-sampling mode)

host flow, or application-level flow. We have chosen
the definition of flow as ingress router-to-egress router
flow for the following analysis since we believe that
it is the most interesting for traffic engineering. The
conclusions drawn from our analysis apply equally
well to other flow definitions. We summarize the im-
portant flow and monitoring parameters in Table 1.

The solution to a distributed monitoring problem
consists of two parts, (i) a set of links L,L C F
at which to place a monitor and (i) a monitoring
strategy (e.g., sampling rate) at each monitor. In de-
termining the number of monitors and sampling rate
at each monitor, we are interested in the tradeoff
between monitoring cost and monitoring coverage.
Therefore, we first introduce general cost and reward
models for a distributed monitoring system. We de-
fine the monitor deployment and operating costs, and
the reward from flow monitoring as follows (using
the notation from Table 1). Here, D and S; denote a
set of all flows in the network and a set of all flows
carried by link 7, respectively. Let y; indicate whether
a monitor is deployed at link ¢:

e Deployment cost. The deployment cost captures
the cost associated with deploying a monitoring
station. Let f; denote the deployment cost of a mon-
itor at link 4. Since the cost to place a monitor at
a specific link may depend on geographical loca-

network-to-Customer-network flow may be typical
examples of network-to-network flow.

tion or accessibility, the deployment cost to mon-
itor link 4, f;, can differ from link to link. Hence,
the total deployment cost is:

Cp = > ier fivi (1)

Operating cost. The operating cost captures the
cost associated with the monitor’s sampling opera-
tion, under the assumption that a passive monitor-
ing station is able to monitor traffic that traverses
a link in both directions. Let ¢; denote the unit op-
erating cost of a monitor on link ¢. This could rep-
resent the cost of sampling a single packet at link ¢
and the cost of transferring the sampled packet to a
post-processing location in the network for further
analysis. The value of ¢; can depend on the moni-
tor, e.g., because of link speed and the hop count of
the path from the monitor to the post-processing
location. Let m;; and p; denote the fraction of flow
j sampled by a monitor at link ¢ and the traffic de-
mand of flow j, respectively. The total operating
cost at link ¢ is a function of the total amount of
traffic from all flows, j, sampled at link 4:

Co = Yier YiCi 2ojep PiMij (2)

Monitoring reward. The monitoring reward
captures the benefit of traffic monitoring. Let util-
ity function v;(z;) denote the benefit gained from
monitoring flow j, assuming that the monitor cap-
tures all packets. Similarly, let utility function



uj({m;;}) denote the benefit gained from monitor-
ing flow j, assuming sampling mode operation of
monitors. For example, v;(z;) and w;({m;;}) may
simply represent the monitored traffic demand of
flow j.

Cu = Xjepvi(zj) (3)
Oy = Yjep ui({mi;}) (4)

We assume that no additional benefit can be
gained by repeatedly monitoring the same traffic.
Thus, u;({mi;}) can be expressed as follows:

u; = gj(my) (5)

where g¢;() represents some utility function assigned
to flow j. We assume that g;() is non-decreasing and
concave. A linear function may be a reasonable can-
didate. Alternatively, we might choose a form of g;()
that accounts for sampling errors, in which case g;()
will also be a strictly non-decreasing concave func-
tion [17, 11]. Also, we can express u;({m;;}) in either
of two ways:

uj = g;j(1 —[1;(1 —mi;)) (6)
u; = 95 (32 mij) (7)

Equation (6) models a monitor that independently
samples packets. Equation (7) models a system where
a monitor can mark sampled packets and sample only
unmarked packets.

3 A set of passive monitoring problems with-
out sampling

In this section, we introduce several monitoring
problems without sampling; i.e., under the assump-
tion that each monitor collects all packets of moni-
tored flows, i.e., m;; = 1 or 0 for all ¢, j, and that there
are no routing changes. We will investigate these mon-
itoring problems when routing changes are due to a
single link failure in Section 6. We consider the follow-
ing three problems — the Budget constrained maxi-
mum coverage problem (BCMCP), the Maximum de-
ployment cost problem (MDCP), and the Minimum
deployment and operating cost problem (MDOCP).
We show that all of these problems are NP-hard and
that there exist approximate algorithms that give re-

sults close to optimum. Table 2 summarizes the set
of passive monitoring problems described in this sec-
tion.

3.1 Budget Constrained Mazimum coverage problem
without sampling (BCMCP)

The objective of BCMCP is to maximize the moni-
toring reward subject to a constraint on the total de-
ployment cost. In our initial formulation, we ignore
the operating cost. Once a monitor is deployed at a
link, all flows carried by the link are fully monitored.
We maximize monitoring coverage through an appro-
priate assignment of monitors to links.

Let B denote the budget constraint, and variable
x;j indicate whether flow j is monitored, where x; = 1
means that flow j is monitored and x; = 0 means
that flow j is not monitored 2. The BCMCP can be
formulated as an integer linear program:

Maximize Zvj(acj)
jED
subject to z; < Z vi, jE€D
1:jES;
Zfiyi <B
i€l
wo e{o1y, iel

T 6{0,1}, j€D

This problem can be shown to be NP-hard by a
straightforward reduction from the budgeted maxi-
mum coverage problem (MCP). The budgeted max-
imum coverage problem is defined as follows. We
define a collection of sets Z = {Z1,Z2,...,Zn}
with associated costs {c¢;}; over a domain of ele-
ments X = {z1,z2,...,x,} with associated weights
{w;}?_,. The objective is to determine a collection
of sets Z' C Z, such that the total weight of elements
covered by Z’ is maximized, while the total cost of el-
ements in Z' is less than a given budget K [19]. Here
we only provide a sketch of the reduction. Readers
are referred to the appendix for a complete proof of
the reduction. Z maps to the set of links; the associ-

2 Here, we use x; instead of m;; to emphasize the
fact that it only takes either 0 or 1. Also, the index
1 € L is dropped because the location does not affect
the objective function to be maximized.



Table 2

A set of passive flow monitoring problems without sampling

Problem | Placement Cost | Operating Cost | Budget limit | Optimization Goal Reducible Problem
BCMCP variable N/C yes max reward of flows budgeted MCP

MDCP variable N/C no min placement cost weighted minimum set cover
MDOCP variable variable no min placement+operating cost | uncapacitated FLP

ated cost ¢; is mapped to the deployment cost f;; and
Z; maps to the set of flows, S;, carried by link ¢. Ele-
ments of X, x;, map to each flow j in a given network.
Weight w; of each element maps to the utility v;(x;)
of each flow j and the budget K is mapped to the
budget constraint for the total deployment cost, B.

We propose a (1 — 1/e)-approximation algorithm
for BCMCP, which is adapted from the greedy heuris-
tic for the budgeted MCP proposed by S. Khuller et
al. [19]. For a special case of BCMCP, where each link
has unit deployment cost, the simple greedy heuris-
tic picks, at each step, a link 4, with an associated S;,
that maximizes the utility value of the newly covered
flows. For the general case in which each link is asso-
ciated with a different deployment cost, the proposed
approximation algorithm computes two candidate so-
lution sets and outputs the one with higher utility
value as a final solution. The first candidate solution
is the highest utility solution among all subsets of S
of cardinality less than k£ that have cost at most B.
Note that k is a tunable parameter that is chosen by
a user of the approximation algorithm. The second
candidate solution is obtained using simple greedy
heuristics with different seed elements. More specif-
ically, for each subset G C S of cardinality k£ that
has cost at most B, G is included as a very first set
of elements to a candidate solution. After that, the
candidate solution is augmented with other subsets
in S, which greedily maximize the utility value of the
newly covered flows j € D. Among candidate solu-
tions, the one with highest utility value is returned as
a final greedy solution. The formal description of the
approximation algorithm for the general case is pre-
sented in Figure 1, where w(G) and ¢(G) denote the
utility value of the flows covered by any set in G and
the deployment cost of monitors of G. In addition, we
use w; to denote the sum of the utilities of the flows
covered by set S;, but not covered by any set in G.
For 3 < k <|L|, the approximation algorithm in Fig-
ure 1 is proved to achieve an approximation factor
of (1—1/e) for BCMCP [19]. The time complexity of
the approximation algorithm is O(|S|¥*2|D|), where

3<k<|Ll.

Approximation algorithm (B,k)
(1) Hp « argmax {w(G) , such that G C S, |G| <k, and

«(G) < B}

(2) Hz 0

(3) For all G C S, such that |G| =k and ¢(G) < B do
(4) U— S\G

(5) Repeat

(6) Select link i (S; € U) that maximizes w;/c;
(7) If ¢(G) 4+ ¢; < B then

(8) G—GUS;

(9) U — U\S;

(10) Until U =0

(11) If w(G) > w(H2) then Hy — G

(

12) If w(H1) > w(H2), output Hi, otherwise, output Hs

Fig. 1. (1—1/e)-approximation algorithm for the gen-
eral case of BCMCP

3.2 Minimum deployment cost problem without sam-

pling (MDCP)

The dual of BCMCP is the minimum deployment
cost problem, whose objective is to minimize the
placement cost of monitors subject to a minimum
monitoring reward. Again, operating costs are not
considered, and once a monitor is deployed at a link,
all flows carried by the link are captured by the mon-
itor. For example, if the utility of each flow is a con-
stant, MDCP simply minimizes the deployment cost
while the number of flows being monitored is equal
to or greater than the given monitoring reward, K. If
the utility of each flow equals the flows rate, MDCP
is defined to minimize the deployment cost subject
to the constraint that the sum of rates of monitored
flows be equal to or higher than some given rate.

The integer linear program formulation of MDCP

is as follows. We want to find an assignment {y;},
that:



Minimize Z fiYis
i€L
subject to
:JES;
D vz > K
jeD
v €{01}, icL
xj S {O, 1}7 j S D

Since MDCP is the dual problem of BCMCP, it is also

NP-hard. We can get an (log(|D|)+1)-approximation
solution by adapting the approximation algorithm for
the partial K-set cover problem proposed in [25].
We present the approximation algorithm for MDCP
in Figure 2, where f; denotes the monitor deploy-
ment cost at link j. In the first step of the algorithm,
we normalize the utility values of monitored flows in
MDCP because the algorithm requires that all utility
values be equal. Without loss of generality, we assume
that the utility values of flows take integer values. For
each ej € S;, if vj(x;) = M then replace e; in S; with
M flows ej1,e€j2,. .., and ejnr where vjp, (Tjm) = 1,
m = 1,..., M. For example, take S; = {e1,e2,e3},
where vi(z1) = 3,v2(x2) = 2, and v3(x3) = 1. Then,
replace the original elements {e1, €2, e3} with new el-
ements with unit utility values, and define the new
Si as Sl = {611,612,613,621,622,631}. The key idea
of the rest of the algorithm is to choose a subset in
each step, taking into account both the number of
uncovered flows in D and also the number of uncov-
ered flows in each link ¢ in order to monitor at least
K flows. The time complexity of the approximation
algorithm is O(|S|?|D|).

3.8 Minimum deployment and operating cost prob-
lem without sampling (MDOCP)

The objective of MDOCP is to minimize the sum
of deployment and operating costs. We assume that
the operating cost of a deployed monitoring station
is determined by two factors: the average rate of the
flow being monitored and the speed of the link where
the monitor is deployed. Unlike BCMCP and MDCP,
each monitor is allowed to selectively monitor a sub-
set of all flows, rather than monitoring all flows. How-
ever, the monitoring of a flow cannot be split between
different monitoring locations. If a flow is monitored,
all packets in that flow are sampled. In this problem

Approximation algorithm (K)

(0) Replace each flow j € S;, where v;(z;) =m,
with new flows ji,j2,...,jm, with unit utility values.

(1) Set J as the collection of the indices of all S;

(2) Set J*=0and D =U;5;

(3) Set r=K—|Ujcy Sj|, i.e., r is the number of flows
of U yet to be covered in order to obtain a K-cover.

(4) If r <0, then STOP and output J*.

(5) Find ¢ € J\J* that minimizes the quotient #{\57\)’
for j € J\J* and S; # 0. In case of tie,
take the smallest such <.

(6) Add i to J*. For each j € J\J*, set S; = S;\S;.
Set D = D\S,. Return to Step (2).

Fig. 2. (1 +log|D|)-approximation algorithm for the
general case of MDCP with integer utility values

setting, we minimize the total deployment and oper-
ating cost.

This problem can be formulated as the following
integer program. We want to find an assignment to
the variables y; and x;;, such that the following ob-
jective function is minimized:

Minimize > fiyi + Y vici Y piij

icL icL jeD
subject to
iy <y, 1€L,jES;
> ay =1, jeD
il
Tij 6{0,1}, ieL,jes;
v €{0,1}, icL

It can be shown that this problem is NP-hard by
directly mapping this problem to the well-known un-
capacitated facility location problem (FLP). The un-
capacitated FLP is defined as follows. We are given
a set of locations N = {1,...,n} with the inter-
location distances denoted as ¢;j, 4, j=1,...,n. A fa-
cility can be placed at potential facility locations,
F C N; building a facility at location ¢ € F' has an
associated non-negative cost f;. There also exist a set
of demand points that must be assigned to an open
facility, denoted as D C N; for each demand point
J € D, we have a positive integral demand d; that
must be shipped to its assigned location. The cost
of assigning location 7 to an open facility at j is ¢;;



per unit of demand shipped. These costs are assumed
to be non-negative, symmetric, and satisfy the trian-
gle inequality; that is, ¢;; = ¢j; for all 7,5 € N, and
cij + ¢jr > ci for all 4, j,k € N. The objective is to
determine the set of locations to open facilities and
an assignment of demand to the opened facilities, in
order to minimize the total cost, i.e., the sum of facil-
ity opening cost and the total shipping cost [24, 9]. D.
Shmoys et al. proposed a polynomial-time approxi-
mation algorithm that finds a solution within a factor
of (1 + 2/e) of the optimal, where 1 + 2/e ~ 1.736.
The approximation solution is obtained by rounding
an optimal fractional solution to a linear program-
ming relaxation [9].

We can map a MDOCP problem to an uncapaci-
tated facility location problem in the following way.
Let’s suppose that we have a set of flows M and a
set of links L in the network. Let N = M |J L, where
N is a set of locations in FLP. Since monitoring sta-
tions can be deployed only on links, ' = M and
D = L, where F and D are subsets of locations in
FLP. Although the original FLP problem definition
requires symmetry and the triangle inequality prop-
erties, these are not of concern to us because F' and
D are disjoint in our special case. The deployment
cost of a facility, f;, is defined as the deployment cost
of monitor at link 7; the demand d; is defined as the
average rate (i.e., monitoring demand) of flow j. The
distance ¢;; is defined as follows. If flow j traverses
link 7, then ¢;; is defined as the unit operating cost of
monitor at link 4, ¢;; otherwise, ¢;; = oo.

4 A passive monitoring problem with sam-
pling

In this section, we define a monitoring problem
under the assumption that a monitor can selectively
sample packets in a flow, static routing (i.e., no
changes in routing), and allowing the rate for each
flow at each monitoring station to be independently
adjustable. We will investigate monitoring problems
in the presence of routing changes caused by single
link failures in Section 6. We introduce the Budget
Constrained Maximum Coverage Problem with sam-
pling (BCMCP-S) with the objective of maximizing
the monitoring reward given budget constraints.
This is the BCMCP problem considered in Section
3, with sampling now considered.

The objective of BCMCP-S is to maximize the total

utility of fractional flows being sampled without vi-
olating constraints on the monitors’ deployment and
operating costs. Once a monitor is deployed on a link,
a subset of the flows carried by the link can be sam-
pled by the monitor, with the sampling rates of the
flows at each monitor chosen independently. Our goal
is to maximize the sum of the utilities of the moni-
tored fractional flow, by selecting the number of mon-
itors, their locations, and their sampling rates.

A mixed-integer non-linear program (MINLP) for-
mulation of BCMCP-S is presented below, where
S; represents the set of flows carried by link ¢, By
represents the budget for deployment cost, and Bo
indicates the budget for operating cost. We now want
to find an assignment to the variables y; and m;;, to:

Maximize Z Uj ({mij })

jeD
subject to
> fiys < B
ieL
Zyici Z pimy; < By
i€l jeD
mMyj <wy,i€L,jeS;
M =0, i€L,j¢5;
Yi €{0,1},ie L
My €l0,1,ieL,j€S;

In general, it is difficult to directly obtain an op-
timal solution, because the y;’s are integer variables
and u;() may be nonlinear [1]. For example, if we
assume that monitors sample flows independently of
each other, the objective function can be represented
as 3 iep(9j(1 = ILier (1 —mj;))). To obtain an opti-
mal solution, we can apply the branch-and-bound al-
gorithm combined with gradient projection method
to avoid a combinatorial explosion [1]. In practice, a
more efficient method is still needed to compute a
solution since the branch-and-bound method cannot
guarantee a computation time that is polynomial in
the number of monitors. Here, we present an approx-
imate solution. We solve BCMCP-S approximately
via a two-stage algorithm consisting of a greedy al-
gorithm for integer variables followed by a gradient
projection method for the non-integer variables. We
present the approximation algorithm in Figure 3.
First, we apply a greedy algorithm to obtain an as-
signment of the y; variables. The greedy algorithm is



similar to the algorithm for BCMCP. Once values are
assigned to y;’s by the greedy algorithm, we solve the
reduced problem using a gradient projection method,
since all of constraints are linear. Since the constraints
are linear and the objective function is also assumed
to be concave, the iterative solution from the gradi-
ent projection method converges to an optimal solu-
tion of the reduced problem ® . However, this solution
is an approximate solution of the original problem.

Approximation algorithm (B1,Ba, k)
/* Stage 1 */

(1) H; « argmax {w(G) , such that GC S, |G| <k,
and ¢(G) < B}
(2) Hx«<0
(3) For all G C S, such that |G| =k and ¢(G) < B; do
(4) U — S\G
(5) Repeat
(6) Select link ¢ (S; € U) that maximizes

ZjESi (uj({$ij})|li_7':1/ﬂj)/Ci

(7) If ¢(G) 4+ ¢; < B; then

®) G—GUS;

(9) U — U\S;

(10) Until U =0

(11) If w(G) > w(H2) then Hy — G
(

12) If w(Hi) > w(Hz), then H — Hy,
otherwise, H — H»
(13) For all S;, if S; € H, then y; «— 1,
otherwise, y; — 0
/* Stage 2 */
(14) Run gradient projection method for the reduced
problem with y;’s and Bz, and output the result

Fig. 3. Two-stage approximation algorithm for
BCMCP-S

3 By changing the sign of the concave objective func-
tion in the maximization problem, the problem be-
comes a minimization problem. Let us denote the new
convex objective function with changed sign as f. If f
is a convex function, then a local minimum of f over
X is a global minimum. If in addition f is strictly
convex over X, then there exists at most one global
minimum of f over X [5].

5 Evaluation of greedy heuristics, coverage,
and marginal gain with additional monitor-
ing points

In this section, we evaluate the effectiveness of our
approximation algorithms for BCMCP and BCMCP-
S with respect to the optimal solutions. We also inves-
tigate the problem of determining the number of mon-
itors needed to achieve a specific level of monitoring
reward. Since BCMCP is the dual of MDCP, it suffices
to obtain approximation solutions for BCMCP to de-
termine the number of monitors. We first describe the
specific parameter settings for the two problems and
then show the results of our evaluation.

5.1  Simulation parameter settings

5.1.1 Network topology, traffic matriz, and routing
settings

We use both synthetic network topologies and an
ISP topology for our study. More specifically, our syn-
thetic topologies, consist of random topologies and
Transit-Stub topologies generated by GT-ITM [14].
We use the PoP-level topology of Cable&Wireless,
as inferred by the Rocketfuel project [26, 21]. Un-
fortunately, neither the GT-ITM nor the Rocketfuel
dataset provide traffic demand matrices for each
topology generated or inferred. Therefore, in order
to generate a traffic matrix, we use the technique
proposed in [12].

In [12], a synthetic topology is produced using GT-
ITM. The original topology model of GT-ITM places
nodes in a unit square, thus generating a distance
d(z,y) between each pair of nodes. These distances
result in a random distribution of 2-level graphs with
local access arcs and long distance arcs. The topol-
ogy model does not include a model for the demands;
they are modeled as follows. For each node z, two
random numbers are chosen: Oy, D, € [0,1]. Fur-
ther, for each pair of nodes (z,y), a random number
Clay) € [0,1] is chosen. The demand between x and y
is then ocOwDyC(%y)e*‘s(m’y)/ZA, where the Euclidean
distance between x and y is d(z,y), A is the largest
Euclidean distance between any pair of nodes, and «
is a parameter that scales the demand [12].

We take a flow to be an ingress-router-to-egress-
router flow, unless stated otherwise. However, other
flow definitions result in a similar problem formula-
tion. We assume that the path traversed by each flow



is determined by a shortest path routing algorithm.

5.1.2  Utility functions and cost assignment

Table 3 lists the utility function v;() or u;() for
each flow 7, the deployment cost f; for each monitor
at link ¢, and the values for all parameters. In Ta-
ble 3, the traffic demand of flow j, pjx;, is taken
as the utility v;(z;) for BCMCP. We take the frac-
tion of monitored packets in flow j, m;, as the util-
ity w;({m;}), which we will refer to as a linear util-
ity, for BCMCP-S. Specifically, we assume that each
monitor samples packets independently in BCMCP-
S, such that m; = (1 — [[;(1 — m;;)). We take the
deployment costs, f;, to be one, f; = 1.

5.2 Simulation results of BOCMCP

Figure 4 plots the fraction of monitored packets
as a function of the number of monitors, using the
greedy BCMCP heuristic for the random network
of 10 routers listed in Table 4. Although BCMCP
is NP-hard, we can compute optimal solutions for
small problem sizes and compare them to solutions
produced by our heuristics. The random selection
solution shown in Figure 4 represents the fraction of
monitored packets when locations chosen randomly
with equal probability. For the random selection al-
gorithm, we plot the average over the independent
runs. Figure 4 shows that the random selection
method performs poorly compared to our greedy
BCMCP heuristic. It also shows the effectiveness of
the greedy solution: the difference between the opti-
mal and heuristic solutions are quite small. We also
observe that by deploying monitors at 29% of the
possible locations (in this case, 4 monitors), we can
monitor more than 90% of the network’s packets.
We also observe that the marginal increase in the
fraction of monitored packets decreases as additional
monitors are added.

Figure 5 shows similar results for the case of a
transit-stub topology of 27 nodes listed in Table 4.
Because of the combinatorial explosion in the number
of links, we could only compute optimal solutions for
up to 5 monitors for this problem. However, we also
calculated linear program (LP) solutions. When we
relax the integer constraints, the BCMCP becomes a
linear program (LP), which yields an upper bound.
We term the LP solution as “LP bound”. If our ap-
proximation solution happens to be very close to LP
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bound, this indicates that it is very close to opti-
mal. Indeed, our approximate solution is very close
to optimal, as illustrated in Figure 5. Interestingly,
the greedy solution for three monitors results in ap-
proximately 90% of the packets being monitored, and
produces the same result as the optimal solution.
We again observe decreasing marginal returns as the
number of monitors increases. In Section 3, we have
shown that (1 — 1/e) is the theoretical bound of the
approximation ratio of the greedy solution to the opti-
mal solution in BCMCP. However, in Figure 4 and 5,
we observe that the greedy solution is actually much
closer to optimal. We conjecture that this is due to



Table 3
Parameter settings

Parameter | value

fi 1

Pj traffic demand of flow j
ci 1

mj (1 -], = miy))

v (z;) Pj*j

uj({mi;}) m;

Table 4
GT-ITM topologies and the total number of flows

Generation method | Num of nodes | Num of links

Num of flows

Additional information

Random 10 14 36
Transit-stub 27 31 41 3 trans-node; 2 stubs/trans-node; 4 nodes/stub
Transit-stub 100 187 8885 4 trans-nodes; 3 stubs/trans-node; 8 nodes/stub

BCMCP (Transit-Stub graph with 100 nodes, 187 links and 88
1 T T 5 it

Fraction of monitored packets
o o o o o o o
w S o o ~ © ©

o
[N}

—— Greedy solution
0.1 —o&— Exact solution
LP bound
—=&— Random selection
Il Il Il Il Il Il Il Il Il
0 60 80 100 120 140 160 180
Number of monitors

200

Fig. 6. BCMCP in a 100 node, 187 link, and 8885 flow
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various factors such as shortest-path routing, the hier-
archical structure of the topologies, and all-pair traf-
fic demands among nodes. Another interesting obser-
vation is that in Figure 5, a smaller fraction of moni-
toring locations is needed than in Figure 4 to achieve
similar monitoring rewards. For example, to monitor
90% of the packets, only 10% of the locations require
monitoring in the case of the random stub network,
while, about 29% of the locations require monitoring
in the case of the transit-stub network. We conjec-
ture that this is because the transit-stub model pro-
duces transit links and that these links are traversed
by most of the flows.

Figure 6 shows the results for a larger transit-stub
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topology of 100 nodes. Again we could not compute
exact solutions for all possible number of monitors.
However, we can again compare the greedy solution
with the LP bound, which indicates that the greedy
and optimal solutions are indeed very close. Figure 6
also exhibits a decreasing monitoring reward gain. In
addition, a smaller fraction of monitoring locations is
required in the 100 node network of Figure 6 than by
the small 27 node network to achieve a same level of
monitoring reward (up to 90% of monitored packets),
suggesting that a larger topology tends to require a
smaller fraction of monitoring locations for the same
monitoring reward.

In Figure 7, we evaluate our BCMCP heuristic us-
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ing the PoP-level topology % of Cable & Wireless as
inferred by the Rocketfuel project [26, 21]. Since the
topology data from the Rocketfuel project does not
contain traffic matrices, we again generate the traf-
fic demand matrix according to the model in [12]; a
shortest path routing is again used to find the rout-
ing path for each flow, assuming that a single path
is always used. In Figure 7, we again observe similar
trends as in Figures 4, 5, and 6 such as a diminish-
ing reward gain as the number of monitors increases.
Furthermore, the comparison of the greedy solution
to the LP bound again indicates the high quality of
the greedy solution. On the other hand, Figure 7
shows the poor quality of a random allocation.

5.8 Simulation results for BCMCP-S

Figure 8 shows the heuristic and optimal solu-
tions to BCMCP-S for the 10-node random graph
listed in Table 4. In addition to the parameter set-
tings in Table 3, we select a budget, Bs, for the to-
tal operating cost such that it is impossible to sam-
ple 100% of packets of all flows in the 10 node net-
work of Figure 8 5. We generate optimal solutions

4 We treat each POP as a single router in this POP-
level topology for our evaluation.

5 Specifically, when 100% of packets of all flows in the
10 node network is sampled, the minimum total oper-
ating cost is 2492. Here, we select 500 (out of 2492) as
a budget constraint, By, for the total operating cost.
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in a brute-force way by selecting every set of moni-
tors that satisfies the budget constraint, By, and run-
ning the gradient projection method for each selected
set of monitors. The graph shows that the greedy so-
lution is quite close optimal. In Figure 9, we use
the same random topology as in Figure 8, but re-
place the linear utility with an exponential utility
function, u;({ms;}) = (1 — exp(—5.0 * m;)), where
mj = (1 —[[;(1 — my;)). We again observe that the
greedy solution is close to optimal. In addition, both
Figure 8 and 9 show again that the marginal increase
in monitoring reward decreases as additional moni-
tors are added. Although we omit the exact number
of sampled flows and sampling rates here, we observe
that in the case of an exponential function, more flows
are monitored (although lower sampling rates are ob-
tained on average) than in the former case that uses
the linear function.

6 Discussion and extensions

In this section, we extend the monitoring problems
proposed in Section 3 and 4, to allow for the random
arrival and departure of the flows and to account for
routing changes caused by single link failure. We find
that the resulting problems are essentially the same
as the original problems in terms of complexity and
approximation algorithms.

In the previous sections, all monitoring problems
were formulated under the assumption that the num-
ber of flows between each origin and destination (OD)



pair is long-lived. We now consider the dynamic ar-
rival/departure of flows between an OD pair in a net-
work. In order to consider a varying number of flows
in the monitoring problems, we can simply take each
OD pair as a basic monitoring unit instead of a flow.
Accordingly, we take the average aggregate rate of
flows between an OD pair as the average OD pair
rate. Although we replace flows and flow rate with
OD pairs and OD pair rate respectively in those mon-
itoring problems, the complexity and approximation
algorithm for the new problems do not change.

We next consider the traffic monitoring problems in
the face of single link failure and subsequent routing
changes caused by the link failure. We assume that the
sampling rate of a flow can be changed when a route
changes, but that the locations of the monitors remain
fixed in the network. In order to describe the resulting
monitoring problems, we extend the set of parameters
defined in Section 2. We summarize the additional
parameters in Table 5. We add the superscript (k)
to a quantity to denote that quantity in the presence
of the failure of link &£ € {1,...,|L|}. When a link
fails in the network, the failure is usually detected
by all routers and their routing tables are updated
to set up new routing paths . Clearly, each flow
may take up to additional |L| different routing paths
determined by the value of k. SZ-(k) denotes the set of
flows traversing link ¢ in the failure of link k. Also,
the probability that link k is in failure is denoted by
the parameter p®) 7.

BCMCP-LF (Budget Constrained Maxi-
mum Coverage Problem considering single
Link Failure):

The integer linear program formulation of
BCMCP-LF is as follows. We want to find an as-
signment for the variables y;, in order to:

6 Here, we assume that at least an alternative rout-
ing path exists for any single link failure, since ISPs
usually design their networks such that they are not
partitioned even in the event of large-scale failure in-
volving multiple links and/or nodes [16].

7 We do not present MDOCP-LF problem here. We
believe this problem is rather unrealistic because we
might end up with deploying monitors at most of the
links to cover all flows regardless of routing changes.

12

|L] |L]
_ k
Maximize Z[Z p"y; (xg ))] + Z(H(l —p*))v;(x;)
JED k=1 JjeD k=1
subject to xg-k) < Z Yi, JED
i:jESEk)
©:JES;
Zfiyi <B
icL
i c{0,1}, ieL
() €{0,1}, jeD
zj €{0,1}, jeD
k e{1,...,|L]}

It can be shown that the a BCMCP-LF can
be transformed to a BCMCP problem in linear
time. Here we sketch the transformation. Given
a BCMCP-LF problem, we replicate each flow
J, |L| times such that we have (|L|) new flows,
7O 4UED | which may take different routing
paths. We expand the S;’s for each ¢ where ¢ € L,
such that j®) ¢ S;,j € L,k = {1,...,|L|}. For
example, j*) e §; indicates that original flow j
traverses link ¢ in the case of link £ failure. Clearly,
by treating each replicated flow created from orig-
inal flow j independently from each other and by

assigning p(k)vj (x(k)

;) to the utility value of flow
) we get a BCMCP problem. Therefore, we
can simply apply our algorithm for BCMCP to
BCMCP-LF.

e MDCP-LF (Minimum Deployment Cost
Problem considering single Link Failure):

The integer linear program formulation of
MDCP-LF considering single link failures is as
follows. We want to find an assignment for the
variables y;, in order to:

Minimize Z fivi,
icL
subject to
k .
i:jGka)
P:JES;
|L] "
DD eMv(a5) +
jeD k=1



Table 5

Additional parameters in the extended model considering single link failures.

Parameter ‘ Definition

z§k) {0,1} indicator if flow j is being monitored, j € D, in case of link k failure
mg) Fraction of flow j sampled by a monitor at link 4, ¢ € L, j € D, in case of link k failure
m® Fraction of flow j sampled by all monitors in case of link k failure
u]({mif)}) Nondecreasing concave function of the fraction of flow j sampled by all monitors in case of link k failure
v (a:gk)) Nondecreasing concave function of whether flow j is fully captured by any monitor in case of link k failure
pk) Probability that link k is in failure
IL| mij =0, ieL,j¢Si,jeD
[T ="z > K ” e{0,1},iel
k=1
” €01}, icL miF) €0,1,ieL,jes™
$§-k) €{0,1}, jeD mij e0,1],i€ L,j €S;
. (0.1}, jeD k e{l,...,|L)}
k e {1,...,|L}

Similar to BCMCP-LF, we first transform a given
MDCP-LF problem to a MDCP problem and then
apply the approximation algorithm for MDCP to
the transformed problem.

BCMCP-S-LF (Budget Constraint Maxi-
mum Coverage Problem considering single
link failure with sampling): The mixed-integer
non-linear program formulation of extended
BCMCP-S-LF considering single link failure is as
follows. We want to find an assignment to the vari-

(k)

ables y; and my;’, in order to:
|L|
Maximize Z [Z p(k)uj({mz(-f)})] +
jED k=1
|L]|
S (T =" )wi({mi})
JED k=1
subject to
Z fiyi < B
i€l

||
+H(1—p( mi;] < By
k=1
ml(-f) <y,icL,je Si(k)
mir) =0, icLj¢sS® jeD
mij §yi,i€L,j€Si

It can be shown that the algorithm for BCMCP-S-
LF is same as the algorithm for BCMCP-S. The key
idea is also to transform a BCMCP-S-LF problem
to a BCMCP-S problem. Here we sketch the trans-
formation. Given a BCMCP-S problem, we repli-
cate each flow j, by |L| times such that we have
|L| new flows, j(1, ..., j0E). We expand S;’s for
each ¢ where i € L, such that j*) € S;.j € L,k =
{1,...,|L|}. By treating each replicated flow cre-
ated from original flow j independently from each
other and also by assigning p(k’)uj({mg?)}) to the
utility function of low j*) monitored at link 4, we
get a BCMCP-S problem. Therefore, we can simply
apply the algorithm for BCMCP-S to BCMCP-S-
LF.

7 Related work

Several recent efforts have addressed the problem of
placing active monitors and packet filters in networks.
In addition, the question of how to sample packets
in a single monitor has been addressed by several re-
searchers. The problem formulation presented in this
paper is unique when compared to prior work in these
areas. We summarize prior work in this section.

7.1  Number and location of tracers in the Internet

Measurement points that send “active probe”
messages may be used to obtain topology and perfor-



mance measurement such as link delay and existence
of faults etc. The location of these measurement
devices or beacons has been determined by various
heuristics in the literature [18, 4, 20, 6]. These efforts
are similar to our work in the sense that near optimal
locations of measurement devices are obtained using
greedy heuristics. Horton et al. [15] determined the
minimal number of required beacons in a network
and their near-optimal locations. Barford et al. [3]
presented empirical observations showing that the
marginal utility of adding additional active measure-
ment sites declines rapidly after the second or third
site. Both works show that a relatively small number
of active measurement points is generally sufficient
to obtain an accurate network topology [3, 15]. This
conclusion is similar to our observation that only
a small number of passive monitors is necessary to
achieve high monitoring coverage. Note that these
earlier works were concerned with active, rather than
passive, monitors. More recently, in parallel with our
work, Chua et al. [8] reported their observation that
many end-to-end paths share some common links in
ISP networks, particularly in Abilene network. Their
observation confirms our experimental result with
Cable&Wireless PoP-level topology.

7.2 High coverage power with a small number of pas-
sive monitoring/filtering locations

K. Park and H. Lee [22] showed that the well-known
vertex cover problem can be used to approximate the
problem of placing router-based packet filters to pre-
vent distributed DoS Attack. Since the vertex cover
problem is known to be NP-hard, they investigated
several greedy heuristics. They also argued that the
installation of route-based packet filters in the bor-
der routers of a small number of ASes is enough to
achieve high defense coverage against DDoS attacks,
because it is known that AS graphs follow a power-
law. Our work is similar to their work in the sense
that greedy heuristics are proposed because of the NP
hardness of the problems. We also show that a few lo-
cations are sufficient to achieve high coverage. How-
ever, we deal with the problem of distributed mon-
itoring, a different problem than route-based packet
filtering systems. Also, we propose both deployment
and operating strategies for distributed monitoring.
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7.8 Network tomography

The objective of Minimum cost Multicast Tree
Cover Problem (MMTCP) in [2] is: given a set of
links whose behavior is of interest, how does one
choose a set of minimum cost multicast trees within
the network to determine the behavior of the links
in question, particularly link loss rate. They intro-
duce a cost function that accounts for a per tree cost
and per link costs. The MMTCP is similar to our
MDCP because simple greedy heuristics for weighted
minimum set-cover problem was proposed for both
problems. However, MMTCP is again concerned
with active measurements, which is different from a
passive measurement problem considered by MDCP.
In addition, sampling is not considered in [2].

7.4  Sampling strategies

Sampling methodologies at a single measurement
point [7, 17, 10] are related to BCMCP-S. In practice,
sampling accuracy may be measured by the magni-
tude of the variance or the relative size of the confi-
dence interval to the mean value of unbiased estima-
tors. If we model u;({m;;}) as the sampling accuracy
of flow j, the objective of BCMCP-S becomes that
of maximizing the overall sampling accuracy under a
constrained monitoring cost. However, in [7, 17|, the
minimum number of sampled packets is calculated
under the given bounding constraint for the sampling
error to infer the total volume of packets with some
common attributes. In [10], in order to jointly con-
trol the volume of samples N and the variance of the
estimator X without assumptions on the distribution
of the sizes z;, a cost function C, (p) = VarX +z2EN
is introduced and it is shown that a size-dependent
sampling which dynamically chooses sampling rate
p.(x) = min{l,x/2} ® minimizes the cost function

C=(p)-
8 Conclusion

In this paper, we have presented near-optimal
monitor placement and operating strategies in a dis-

tributed monitoring system, which operate either

8 where z is a tunable parameter and z is the size of
a given flow being monitored.



in sampling or non-sampling mode. Each deploy-
ment strategy determines the maximum number of
monitors and their locations under a given budget
constraint or determines the minimum deployment
cost for a maximum number of monitors. Also, the
operating strategy of each monitor determines the
flow sampling rate. More specifically, we first intro-
duced novel monitoring cost and reward models for a
distributed passive monitoring system, which can ac-
commodate both sampling and non-sampling modes
of the monitoring system. Based on these models,
we formulated a set of placement and operating
problems assuming different constraints for budget,
coverage, and routing requirements. We also showed
that various placement problems are NP-hard. We
proposed approximation algorithms based on greedy
heuristics to determine placement locations and used
a gradient projection method to get sampling rates.

Secondly, we evaluated the relationship between
the number of monitors and the maximum reward
of flows using both synthetic and an ISP topologies.
Through the experiments, we showed the decreasing
gain of monitoring reward whenever additional mon-
itors are added. Also, we showed that only a small
fraction of links need be monitored to achieve a high
level of monitoring reward.

Finally, we presented the experimental results
showing that the proposed approximation algorithms
achieve very good solutions. More specifically, ac-
cording to our experiments with network topologies,
our proposed greedy solutions achieved much better
approximation ratios than the well-known theoretical
bounds for the approximation algorithm for budgeted
maximum coverage problem, O(1 — 1/e). We con-
jecture that the hierarchical structure of topologies,
shortest path routing, and all-pair traffic demands
among nodes result in a small set of links carrying
most of the flows. We conjecture that such links are
the early candidate links in our greedy solutions, and
are consistent with the links chosen in optimal solu-
tions. However, further study on this issue is needed
to validate this insight.

As on-going work, we are evaluating our heuristics
on more diverse real ISP topologies such as Sprint and
AT&T networks as inferred by Rocketfuel projects.
We plan to evaluate the effectiveness of the approx-
imation algorithm for MDOCP. In addition, we are
investigating whether a tighter bound of the approx-
imation ratio of the greedy solution can be found for
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e(Ly)=c(Ly)=c(Ly) = 1
(L 2)=c(Ly g)=C(Lyz) = inf

Fig. 10. The graph G g()(V; E) and the flow set Frp)
for the given instance of the MCP problem

power-law networks.

Appendix

The hardness of the BCMCP problem

In the following, we show that the BCMCP problem is
NP-hard by presenting a polynomial reduction from
the budgeted maximum coverage problem (MCP) to
the BCMCP problem. In an instance of I(Z, X) of
the MCP problem, Z = {Zy, Z,,..., Zy} is a collec-
tion of m sets with associated costs {¢;}/*, over a
domain of n elements X = {z1,x9,...,x,} with as-
sociated weights {w;}7_;. The objective is to deter-
mine a collection of sets Z' C Z, such that the to-
tal weight of elements covered by Z’ is maximized,
while the total cost of elements in Z’ is less than a
given budget B [19]. Consider an instance I(Z, X) of
the MCP problem. Our reduction R(I) constructs a
graph Gy (V, E), a set of flows Fp(y) on the graph,
and a budget constraint for the total deployment cost
K- Each edge is associated with a monitoring cost
and the graph contains the following nodes and non-
auxiliary and auxiliary edges. For each set Z; € Z,
the graph contains two connected nodes u; and vy,
which form a non-auxiliary edge L; with monitoring
cost ¢;. For each pair of v; and u; where i < j, we
connect them with an auziliary edge L;; in the graph.
We assign infinite monitoring cost to such L;;’s. In
addition, for each element z; € X, we construct a
flow f; which traverses each non-auxiliary edge L;
where z; € Z;. The flow f; also traverses each auxil-
iary edge L;, ;, where iy < i, z; € Z;;, and xj € Z;,,
however, there exists no Z;, such that z; € Z;, and
i1 < i3 < 12. Each flow f; is assigned a weight w;.
Also, the Kp(r) is set equal to B. Figure 10 shows
an example of the reduction, Gy and Fg(y) from
an instance of MCP problem I(Z, X), where Z =
{Z1,29,73}, X = {x1,29,23}, 21 = {x1,22}, Z2 =
{z2,23}, Z3 = {x3}, w1 = we = w3 = 1 and ¢; =



Cy = C3 = 1.

We claim that there exists a solution of total weight
k to the given MCP problem if and only if there exists
a solution of total weight k to the BCMCP instance
defined by the graph G'r(p)(V, E) and the set of flows
Fp(r)- We first show that if there exists a solution to
the MCP problem of weight k then there exists a set
T of edges that allows us to monitor a set of flows of
weight k. Let the solution of the MCP problem Z’ =
{Zi,,...,Z;}, such that the total cost of elements in
Z' is not larger than a given budget B and the total
weight of elements covered by Z’ is k. Then, the set
T of monitored edges contains L;,, ..., L;. We show
that the set T' contains edges of total cost at most B,
that cover flows of total weight at least k. Clearly, the
total cost of the monitored edges in T is at most B.
Each Z;, € Z' in the solution of the MCP problem
covers all the elements z;’s, where x; € Z; . Because
of the 1-to-1 mapping, each L;, in the BCMCP prob-
lem monitors all the flows f;’s traversing the edge
L;,.Since 3 w(x;j) = k, the set of edges

{Li,,..

Also, we show that if there exists a set of monitored
edges of total cost less than B that monitors flows of
weight at least k, then there exists a solution for the
MCP problem of weight at least k. Let the solution
of the BCMCP problem consist of a set of [ monitors
which monitor flows of weight k. Since the monitoring
cost of each auxiliary edge is infinity and all the flows
carried by an auxiliary edge L;; is also carried by
both L; and L;, the set of | edges must consist of non-
auxiliary edges only. More specifically, the solution
for the BCMCP problem is composed of L;,, ..., L;,
to monitor flows of weight at least k.

zjeu(ZipeZ/)Zip
., L;, } can monitor flows of total weight k.

Let us suppose that there is no solution to the MCP
problem of weight k. Consequently, there are only
two possibilities for Z' = {Z;,,..., Z;}. Either the
weight of the elements in X covered by Z’ is less than
k or the total cost Zzipezl c(Z;,) is greater than the
constraint B. Again, because of the 1-to-1 mapping,
each L;, in the BCMCP problem monitors all the
flow f;’s traversing the edge L;,. If the total cost is
greater than the constraint B in the MCP problem,
the total cost of L;,,..., L; should be greater than
B in the BCMCP problem. This is a contradiction.
w(z;) = k" such that k¥’ < k, the

total weight of flows monitored at edges L;,, ..., L;,
is k¥’. This is also a contradiction. Therefore, there is
a solution to the MCP problem of weight at least k.

If Z.IjEU(Zil GZ’)Zi
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