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ABSTRACT

Rogue (unauthorized) wireless access points pose serious se-
curity threats to local networks. In this paper, we propose
two online algorithms to detect rogue access points using
sequential hypothesis tests applied to packet-header data
collected passively at a monitoring point. One algorithm
requires training sets, while the other does not. Both algo-
rithms extend our earlier TCP ACK-pair technique to differ-
entiate wired and wireless LAN TCP traffic, and exploit the
fundamental properties of the 802.11 CSMA /CA MAC pro-
tocol and the half duplex nature of wireless channels. Our
algorithms make prompt decisions as TCP ACK-pairs are
observed, and only incur minimum computation and storage
overhead. We have built a system for online rogue-access-
point detection using these algorithms and deployed it at a
university gateway router. Extensive experiments in various
scenarios have demonstrated the excellent performance of
our approach: the algorithm that requires training provides
rapid detection and is extremely accurate (the detection is
mostly within 10 seconds, with very low false positive and
false negative ratios); the algorithm that does not require
training detects 60%-76% of the wireless hosts without any
false positives; both algorithms are light-weight (with com-
putation and storage overhead well within the capability of
commodity equipment).

Categories and Subject Descriptors: C.2.3 [Network
Operations]: Network management

General Terms: Algorithms, Management, Measurement,
Performance.

Keywords: Rogue access point detection, Sequential hy-
pothesis testing, TCP ACK-pairs.

1. INTRODUCTION

*Most of the work by the first two authors was done when
they were at UMass, Ambherst.
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The deployment of IEEE 802.11 wireless networks (WLANS)
has been growing at a remarkable rate during the past sev-
eral years. The presence of a wireless infrastructure within a
network, however, raises various network management and
security issues. One of the most challenging issues is rogue
access points (APs), i.e., wireless access points that are in-
stalled without explicit authorization from a local network
management [9, 1, 3, 4]. Although usually installed by inno-
cent users for convenience or higher productivity, rogue APs
pose serious security threats to a secured network. They po-
tentially open up the network to unauthorized parties, who
may utilize the resources of the network, steal sensitive infor-
mation or even launch attacks to the network. Furthermore,
rogue APs may interfere with nearby well-planned APs and
lead to performance problems inside the network.

Due to the above security and performance threats, de-
tecting rouge APs is one of the most important tasks for a
network manager. Broadly speaking, two approaches can be
used to detect rogue APs. The first approach detects rogue
APs by monitoring the RF airwaves, possibly exploiting ad-
ditional information gathered at routers and switches [2, 8,
9, 1, 3, 4, 10, 11, 27]. The second approach monitors in-
coming traffic at a traffic aggregation point (e.g., a gateway
router) and determines whether a host uses wired or wire-
less connection!. If a host is determined as using wireless
connection while it is not authorized to do so (e.g., it is
not contained in the authorization list), the AP attached by
this host is detected as a rogue AP. The first approach can
suffer from various drawbacks including scalability, deploy-
ment cost, effectiveness and accuracy (see Section 1.1). The
second approach does not have the above drawbacks: (1)
since it is based on passive measurements at a single mon-
itoring point, it is scalable, requiring little deployment cost
and effort, and is easy to manage and maintain; (2) since the
detection is by detecting wireless connections, it is equally
applicable to detect layer-2 or layer-3 rogue devices while
the first approach may need different schemes for rogues at
different layers [10, 11]. The challenge in applying the sec-
ond approach is: how to effectively detect wireless traffic
from passively collected data in an online manner?

In this paper, we take the second approach and develop
two online algorithms to meet the above challenges. Our
main contributions are as follows:

1A local network typically supports both Ethernet and
WLAN technologies, and therefore the aggregation point ob-
serves a mixture of wired and wireless traffic. The scenario
of purely wireless network is discussed in Section 8.2.



e We extend the analysis in [25] and demonstrate that
using TCP ACK-pairs can effectively differentiate Eth-
ernet and wireless connections (including both 802.11b
and 802.11g).

e We develop two online algorithms to detect rogue APs.
Both algorithms use sequential hypothesis tests and
make prompt decisions as TCP ACK-pairs are ob-
served. One algorithm requires training data, while
the other does not. To the best of our knowledge, ours
are the first set of passive online techniques that detect
rogue APs by differentiating connection types.

e We have built a system for online rogue-AP detec-
tion using the above algorithms and deployed it at
the gateway router of the University of Massachusetts,
Amherst (UMass). Extensive experiments in various
scenarios have demonstrated the excellent performance
of our algorithms: (1) The algorithm that requires
training provides rapid detections and is extremely ac-
curate (the detection is mostly within 10 seconds, with
very low false positive and false negative ratios); (2)
The algorithm that does not require training detects
60%-76% of the wireless hosts without any false posi-
tives; (3) Both algorithms are light-weight, with com-
putation and storage overhead well within the capa-
bility of commodity equipment. We further conduct
experiments to demonstrate that our scheme can de-
tect connection-type switching and wireless networks
behind a NAT box, and it is effective even when the
hosts have high CPU, disk or network utilizations.

The rest of the paper is organized as follows. Section 1.1
describes related work. Section 2 presents the problem set-
ting and a high-level description of our approach. Section 3
analyzes TCP ACK-pairs in Ethernet and WLAN. Sections 4
and 5 present our online algorithms and online rogue-AP
detection system, respectively. Sections 6 and 7 present ex-
perimental evaluation methodology and results, respectively.
Section 8 discusses several practical issues related to rogue
AP detection. Finally, Section 9 concludes the paper.

1.1 Related work

As mentioned earlier, monitoring RF waves and IP traffic
are two broad classes of approaches to detecting rogue APs.
Most existing commercial products take the first approach
— they either manually scan the RF waves using sniffers
(e.g., AirMagnet [2], NetStumbler [8]) or automate the pro-
cess using sensors (e.g.,[1, 9, 4]. Automatic scanning using
sensors is less time consuming than manual scanning and
provides a continuous vigilance to rogue APs. However, it
may require a large number of sensors for good coverage,
which leads to a high deployment cost. Furthermore, since
it depends on signatures of APs (e.g., MAC address, SSID,
etc.), it becomes ineffective when a rogue AP spoofs signa-
tures. Three recent research efforts [10, 11, 27] also use RF
sensing to detect rogue APs. In [10], wireless clients are
instrumented to collect information about nearby APs and
send the information to a centralized server for rogue AP de-
tection. This approach is not resilient to spoofing. Secondly,
it assumes that rogue APs use standard beacon messages in
IEEE 802.11 and respond to probes from the clients, which
may not hold in practice. Last, all unknown APs (includ-
ing those in the vicinity networks) are flagged as rogue APs,
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Figure 1: Problem setting: a monitoring point at
an aggregation point (e.g., the gateway router) cap-
tures incoming traffic and outgoing traffic to detect
rogue APs.

which may lead to a large number of false positives. The
main idea of [11] is to enable dense RF monitoring through
wireless devices attached to desktop machines. This study
improves upon [10] by providing more accurate and compre-
hensive rogue AP detection. However, it relies on proper
operation of a large number of wireless devices, which can
be difficult to manage. In contrast, our approach only re-
quires a single monitoring point, and is easy to manage and
maintain. The focus of [27] is on detecting protected layer-
3 rogue APs. Our approach is equally applicable to detect
layer-2 or layer-3 rogue devices.

The studies of [13, 19] detect rogue APs by monitoring IP
traffic. The authors of [13] demonstrated from experiments
in a local testbed that wired and wireless connections can
be separated by visually inspecting the timing in the packet
traces of traffic generated by the clients. The settings of
their experiments are very restrictive. Furthermore, the vi-
sual inspection method cannot be carried out automatically.
Our schemes are based on a rigorous analysis of Ethernet
and wireless traffic characteristics in realistic settings. Fur-
thermore, we provide two sequential hypothesis tests to au-
tomatically detect rogue APs in real time. The technique
in [19] requires segmenting large packets into smaller ones,
and hence is not a passive approach.

There are several prior studies on determining connection
types. However, none of them provides a passive online tech-
nique, required for our scenario. Our previous work [25] pro-
poses an iterative Bayesian inference technique to identify
wireless traffic based on passive measurements. This iter-
ative approach is not suitable for online deployment. The
work of [12] uses entropies to detect wireless connection in
an offline manner. In other studies, differentiating connec-
tion types is based on active measurements [26] or certain
assumptions about wireless links (such as very low band-
width and high loss rates) [15], which do not apply to our
scenario.

Last, sequential hypothesis testing [24] provides an op-
portunity to make decisions as data come in, and thus is a
suitable technique for our purpose. It is also used for prompt
portscan detection in [18].

2. PROBLEM SETTING AND APPROACH



Consider a local network (e.g., a university campus or an
enterprise network), as illustrated in Fig. 1. A monitoring
point is placed at an aggregation point (e.g., the gateway
router) of this local network, capturing traffic coming in
and going out of the network. End hosts within this net-
work use either wired Ethernet or 802.11 WLAN to access
the Internet. An end host not authorized to use WLAN
may install a rogue AP to connect to the network. Our goal
is to detect those rogue APs in real time based on passive
measurements at the monitoring point. For this purpose, we
must answer the following two questions: (1) what statistics
can be used to effectively detect wireless hosts? (2) how to
detect wireless hosts in an online manner? We next provide
a high-level description on how we address these two ques-
tions; a detailed description is deferred to Sections 3 and 4.

We have shown that inter-ACK time is a statistic that can
be used to effectively detect wireless hosts in [25]. An inter-
ACK time is the inter-arrival time of a TCP ACK-pair, i.e., a
pair of ACKs corresponding to two data packets that arrive
at the monitoring point close in time. In [25], we analyze the
inter-ACK time in Ethernet and WLAN and demonstrate
that it can be used to differentiate these two connection
types. However, the analysis does not include 802.11g, since
it was not widely deployed at that time. In Section 3, we
extend the analysis in [25] to 802.11g, and derive a new set of
results for Ethernet and 802.11b. Our results demonstrate
that inter-ACK times can effectively differentiate Ethernet
and WLAN (including both 802.11b and 802.11g hosts).

For online detection of wireless hosts, we develop two
light-weight algorithms (see Section 4), both using sequen-
tial hypothesis tests and taking the inter-ACK times as in-
put. These two algorithms roughly work as follows. They
calculate the likelihoods that a host uses WLAN and Ether-
net as TCP ACK-pairs are observed. When the ratio of the
WLAN likelihood against the Ethernet likelihood exceeds a
certain threshold, they make a decision that the host uses
WLAN.

3. ANALYSIS OF TCP ACK-PAIRS

In this section, we extend the analysis in [25] and demon-
strate analytically that inter-ACK time can be used to ef-
fectively differentiate Ethernet and WLAN (including both
802.11b and 802.11g). In the following, we start from the
assumptions and settings, and then present the analytical
results. At the end, we briefly summarize the insights ob-
tained from the analysis.

3.1 Assumptions and settings

The settings for our analysis are shown in Fig. 2, where an
outside sender sends data to a receiver in the local network.
In Fig. 2(a), the receiver uses Ethernet; in Fig. 2(b), the re-
ceiver uses 802.11b or 802.11g WLAN. We refer to the above
settings as Ethernet setting and WLAN setting, respectively.
In both settings, a router resides between the sender and
the receiver, and is connected to the sender by link Lo with
100 Mbps bandwidth. The monitoring point is between the
sender and the router, tapping into link L2. In the Ethernet
setting, the router and the receiver are connected by link L;
with 100 Mbps bandwidth. In the WLAN setting, an access
point resides between the router and the receiver. The ac-
cess point and the router are connected by link L1 with 100
Mbps bandwidth; and the receiver is connected to the access
point using 11 Mbps 802.11b or 54 Mbps 802.11g. In both
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Figure 2: Settings for the analysis: (a) Ethernet, (b)
WLAN (802.11b or 802.11g). The dashed rectangle
between the sender and the router represents the
monitoring point. The pair of ACKs, A; and As,
forms an ACK-pair.

the Ethernet and WLAN settings, the router’s queues for
incoming data packets and ACKs are modeled as M/D/1
queues. Let @Qp and Q4 denote the queues for data and
ACKs respectively. The utilizations of @Qp and Q4 are pp
and pa, respectively.

We assume that the receiver implements delayed ACK pol-
icy?, since this policy is commonly used in practice [21, 7].
To accommodate the effects of delayed ACK, we consider
four data packets Pi, P», P3 and Pi, each of 1500 bytes,
sent back-to-back from the sender. Without loss of gener-
ality, we assume that packet P; is acknowledged. Since we
assume delayed ACK, packet Ps is also acknowledged. Let
A; and As denote the ACKs corresponding to packets Pi
and Ps, respectively. Then A; and Az form an ACK-pair.
Let A4 represent the inter-ACK time of A; and As at the
monitoring point. Let A denote the inter-arrival time of
the data packets P and Ps; at the monitoring point. Then
A =120 x 2 = 240 us since each P; (i = 1,...,4) is 1500
bytes and the bandwidth of link L2 is 100 Mbps.

Intuitively, the random backoff mechanism in 802.11 (i.e.,
a host must wait for a random backoff interval to trans-
mit [17]) and the half duplex nature of wireless channels (i.e.,
data packets and ACKs contend for media access at a wire-
less host) may lead to larger inter-ACK times in WLAN than
those in Ethernet. To demonstrate analytically that this is
indeed the case, we consider the following worst-case scenar-
ios (in terms of differentiating Ethernet and WLAN hosts).
In the Ethernet setting, we assume cross traffic traversing
both queues, Qp and Q 4, at the router so that the Ethernet
link may be heavily utilized. In the WLAN setting, the wire-
less link between the access point and the receiver is under
idealized conditions, i.e., the channel is perfect, and is only
used by the access point and the receiver. As we shall see,
even in the above scenarios, the inter-ACK times of WLAN
are generally larger than those of Ethernet, and hence can
be used to differentiate WLAN and Ethernet connections.

3.2 Analysis of Ethernet

2That is, a receiver releases an ACK after receiving two
packets, or if the delayed-ACK timer is triggered after the
arrival of a single packet.



We next present two theorems on inter-ACK times in the
Ethernet setting. Their proofs are found in Appendices A
and B, respectively.

THEOREM 1. (Inter-ACK time distribution for Eth-

ernet) In the Ethernet setting, when 0 < pp,pa <1, P(Aa >

600 ps) < 0.18.

We next consider the sample median distribution of inter-
ACK times, and calculate the probability that it exceeds 600
ps. Let {A2}"; denote an ii.d sequence of n inter-ACK
times from a host (they can be from different TCP flows).
Let £%(A4) denote the sample median of {A#}7 ;. Then
we have the following theorem on £’5(A4).

THEOREM 2. (Median inter-ACK time for Ethernet)
In the Ethernet setting, for a given i.i.d sequence of sam-
ple inter-ACK times {A{}1 1, when 0 < pp,pa < 1 and
43 < n <100, we have P(£5(A4) < 600 ps) ~ 1. Further-
more, limn, oo P(£5(A4) <600 pus) = 1.

Both of the above theorems will be used explicitly to con-
struct a sequential hypothesis test in Section 4.2.

3.3 Analysis of 802.11b WLAN

We now analyze the inter-ACK time distribution in the
802.11b WLAN setting. As mentioned earlier, we assume
idealized conditions, that is, the wireless channel between
the access point and the receiver is perfect and there is no
contention from other wireless nodes. For 11 Mbps 802.11b,
the transmission overhead for a TCP packet with zero pay-
load is 508 ws, which includes the overhead to transmit
physical-layer, MAC-layer, IP and TCP headers, the over-
head for ACK transmission, and the durations of one SIFS
and DIFS [16]. The slot time is 20 us and a wireless de-
vice waits for a random backoff time uniformly distributed
in [0, 31] time slots (i.e., [0,620] us) before transmitting a
packet. Therefore, the MAC service time (i.e., the sum of
the constant transmission overhead and the random backoff
time) of a data packet of 1500 bytes is uniformly distributed
in [1570,2190] ps. The MAC service time of an ACK of 40
bytes is uniformly distributed in [508, 1128] us. We have the
following theorem for the 802.11b WLAN setting; the proof
is found in Appendix C.

THEOREM 3. (Inter-ACK time distribution for 802.11b)

In the 802.11b WLAN setting, under idealized conditions,
P(A4 > 600 ps) > 0.96.

3.4 Analysis of 802.11g WLAN

We next show that 54 Mbps 802.11g WLAN generally has
larger inter-ACK times than 100 Mbps Ethernet although
they have comparable bandwidths. We again assume ideal
conditions. For 54 Mbps 802.11g, the transmission overhead
for a TCP packet with zero payload is 103 us. The slot
time is 9 ps. The receiver waits for a random backoff time
uniformly distributed in [0, 15] time slots (i.e., [0,135] us)
before transmitting a packet. Therefore, the MAC service
time of a data packet (1500 bytes) is uniformly distributed in
[325,460] ws; the MAC service time of an ACK (40 bytes) is
uniformly distributed in [109, 244] us. We have the following
theorem for the 802.11g WLAN setting; the proof is found
in Appendix D.

THEOREM 4. (Inter-ACK time distribution for 802.11g)

In the 802.11g WLAN setting, under idealized conditions,
P(A4 > 600 ps) > 0.45.

n=0,lg =lw =0

do {
Identify an ACK-pair
n=n+1

pn:P(Aﬁzéé ‘E)7Qn:P(Aﬁ:5é ‘W)
lg =1l +1ogpn, lw = lw + logqn

if lywy —lg > log K
Report WLAN, n =0,lp =lw =0.

else if lyy — g < —log K
Report Ethernet, n =0,lp = lyyy = 0.

else if n=N
Report undetermined, n = 0,lg = lyyy = 0.

Figure 3: Sequential hypothesis test with training,
N = 100.

3.5 Summary of Analysis

The above analysis demonstrates that, even when WLAN
is under idealized conditions while Ethernet LAN is fully uti-
lized, using TCP ACK-pairs can effectively differentiate Eth-
ernet and WLAN connections: for Ethernet, less than 18%
of the inter-ACK times exceed 600 s, while for 802.11b and
802.11g, at least 96% and 45% of the inter-ACK times ex-
ceed 600 s (see Theorems 1, 3 and 4). Under more realistic
conditions (e.g., noisy wireless channel and with contention),
inter-ACK times in WLAN may be even higher than those
in Ethernet. Last, our analysis is based on the fundamental
properties of the 802.11 CSMA/CA MAC protocol and the
half-duplex nature of wireless channels, thus indicating that
using inter ACK-time is a robust technique and cannot be
easily spoofed (e.g., it is robust against MAC-address spoof-

ing).

4. ONLINE DETECTION ALGORITHMS

In this section, we develop two online algorithms to detect
wireless hosts based on our analysis in the previous section.
Both algorithms use sequential hypothesis test technique
and take the inter-ACK times as the input. The first al-
gorithm requires knowing the inter-ACK time distributions
for Ethernet and WLAN traffic a priori. The second al-
gorithm does not have such a requirement. Instead, it is
directly based on Theorems 1 and 2 (see Section 3). We
refer to these two algorithms as sequential hypothesis test
with training and sequential hypothesis test without train-
ing respectively. The algorithm without training, although
is not as powerful as the one with training (see Section 7),
is suitable for scenarios where the inter-ACK time distribu-
tions are not available a priori (e.g., for organizations with
no wireless networks).

We now describe these two algorithms in detail. Both
algorithms use at most N = 100 ACK-pairs to make a deci-
sion (i.e., whether the connection is Ethernet or WLAN) to
accommodate the scenarios where a host switches between
Ethernet and WLAN connections.

4.1 Sequential Hypothesis Test with Training

We have demonstrated that the inter-ACK time distribu-
tions for Ethernet and WLAN differ significantly (see Sec-
tion 3). When these distributions are known, we can calcu-



late the likelihoods that a host uses Ethernet and WLAN
respectively given a sequence of observed inter-ACK times.
If the likelihood of using WLAN is much higher than that of
using Ethernet, we conclude that the host uses WLAN (and
vice versa).

We now describe the test in more detail. Let {67}7,
represent a sequence of inter-ACK time observations from
a host, and {A#}, represent their corresponding random
variables. Let EF and W represent respectively the events
that a host uses Ethernet and WLAN. Let Lg = P(A{ =
6, AY =64,... A2 =5 | E) be the likelihood that this
observation sequence is from an Ethernet host. Similarly,
let Ly = P(Af =68, AL =64',... A% =652 | W) be the
likelihood that the observation sequence is from a WLAN
host. Let p; = P(A# = 6 | E) be the probability that the
i-th inter-ACK time has value 67 given that it is from an
Ethernet host. Similarly, let ¢ = P(A# = 6 | W) be the
probability that the i-th inter-ACK time has value 6;* given
that it is from a WLAN host. Both p; and ¢; are known,
obtained from the inter-ACK time distributions for Ethernet
and WLAN traffic respectively. Assuming that the inter-
ACK times are independent and identically distributed, we
have

Lp=P(Af =67, Ay =6, | B)=]]p:
i=1

Lw=PA; =67, Ar =56, |W)=]] e
i=1

This test updates Lw and Lg as an ACK-pair is observed.
Let K > 1 be a threshold. If after the n-th ACK-pair, the
ratio of Lw and Lg is over the threshold, i.e., Lw /Lg > K,
then the host is classified as a WLAN host. If Lw/Lg <
1/K, then the host is classified as an Ethernet host. If nei-
ther decision is made after N ACK-pairs, the connection
type is classified as undetermined. In the implementation,
for convenience, we use log-likelihood function l,, = log(Lw)
and g = log(LE) instead of the likelihood function.

This test is summarized in Fig. 3. As we can see, it has
very little computation and storage overhead (it only stores
the current likelihoods for Ethernet and WLAN for each IP
address being monitored).

4.2 Sequential Hypothesis Test without Train-
ing

This test does not require knowing the inter-ACK time
distributions for Ethernet and WLAN hosts a priori. In-
stead, it leverages the analytical results that the probability
of an inter-ACK time exceeding 600 ps is small for Eth-
ernet hosts, while it is much larger for WLAN hosts (see
Section 3). In the following, we first construct a likelihood
ratio test [14], and then derive from it a sequential hypoth-
esis test.

The likelihood ratio test is as follows. Let p be the prob-
ability that an inter-ACK time exceeds 600 us, that is,
p=P(A4 > 600 us). By Theorem 1, we have p < § = 0.18
for Ethernet host. Therefore, if the hypothesis p < 0 is re-
jected by the inter-ACK time observation sequence, we con-
clude that this host does not use Ethernet and hence uses
WLAN. More specifically, consider two hypotheses, Hy and
H,, representing respectively the null hypothesis that a host
uses Ethernet and the alternative hypothesis that the host
uses WLAN. For a sequence of inter-ACK time observations

m=n=0.

do {
Identify an ACK-pair
n=n+1
m=m+ 1(62 > 600 us)
p=
if p=1andn > 2K

Report WLAN. m =n = 0.

. m(log p—log 6+log(1—0)—log(1—p))—log K
else if n < Tog (1—8)—Tog(1—p)
Report WLAN. m =n = 0.

else if n > 43 and p > 0.5
Report WLAN. m =n = 0.

else if n=N
Report undetermined. m = n = 0.

Figure 4: Sequential hypothesis test without train-
ing, , where 1(-) is the indicator function, N = 100.

{6{‘1 * 1, let m be the number of observations that exceed
600 pus. Let K > 1 be a threshold. Then the likelihood ratio
test rejects the null hypothesis Hop when

SUPp<p<o P (1 —p)" ™ 1

A= -
SUPp<p<1 P(L —p)n~™ K

In the middle term above, the numerator is the maximum
probability of having the observed sequence (which has m
inter-ACK times exceeding 600 ps) computed over parame-
ters in the null hypothesis (i.e., 0 < p < 6). The denomina-
tor of A is the maximum probability of having the observed
sequence over all possible parameters (i.e., 0 < p < 1). If
A < 1/K, that is, there are parameter points in the alterna-
tive hypothesis for which the observed sample is much more
likely than for any parameter points in the null hypothe-
sis, the likelihood ratio test concludes that Hp should be
rejected. In other words, if A < 1/K, the likelihood ratio
test concludes that the host uses WLAN.

We now derive a sequential hypothesis test from the above
likelihood ratio test. Let p = m/n, where m is the num-
ber of inter-ACK times exceeding 600 pus and n is the to-
tal number of inter-ACK times. It is straightforward to
show that p is the maximum likelihood estimator of p, i.e.,
SUPg<,<; P (1—p)" "™ is achieved when p = p. When p < 0,
we have supg<,<o P (1 —p)"~ " = supg<,<1 P (1 —p)" ",
and hence A = 1 > 1/K. In this case, the null hypothesis Ho
is not rejected. Therefore, we only consider the case where
0 < p, which can be classified into two cases:

Case 1: 6 < p < 1. In this case, to reject the null hypoth-
esis Hp, we need

U )
LA Gl . K
g1y
which is equivalent to

m(logp —log 0 + log(1 — 6) —log(1 — p)) — log K
toa(1 — 6) —log(1 - p) '

Case 2: p = 1. In this case, to reject the null hypothesis

n <

)
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Ho, we need

which is equivalent to

_logK
logf

(2)

When K = 10° and 6 = 0.18, from (2), we have n > 8.
This implies that we need at least 8 ACK-pairs to detect a
WLAN host for the above setting.

In addition to conditions (1) and (2), we also derive a
complementary condition to reject the null hypothesis Ho
directly from Theorem 2. Theorem 2 states that, when
the number of inter-ACK observations n is between 43 and
100, we have P(£5(Aa) < 600 ps) ~ 1 for Ethernet hosts.
Therefore, an additional condition to reject Ho is when 43 <
n < 100 and p > 0.5 (because this condition implies that at
least half of the inter-ACK observations exceed 600 us, that
is, £%5(A4) > 600 ps, which contradicts Theorem 2).

We combine the above three conditions to construct a
sequential hypothesis test as shown in Fig. 4. As we can
see, this test has very little computational and storage over-
head (it only stores the total number of inter-ACK times
and the number of inter-ACK times exceeding 600 us for
each IP address being monitored). Last, note that it only
reports WLAN hosts, while the sequential hypothesis test
with training reports both WLAN and Ethernet hosts.

5. ONLINE ROGUE-AP DETECTION SYS-
TEM

We design a system for online detection of rogue APs.
This system consists of three major components as illus-
trated in Fig. 5. The data capturing component collects
incoming and outgoing packet headers. These packet head-
ers are then passed on to the online detection engine, where
WLAN hosts are detected using the algorithms described in
the previous sections. Once a WLAN host is detected, its IP
address is looked up from an authorization list for rogue-AP
detection. We next describe the online detection engine, the

core component in the system, in more detail. Afterwards,
we describe how to identify ACK-pairs in real time and ob-
tain inter-ACK time distributions a priori (required by the
sequential hypothesis test with training).

5.1 Online Detection Engine

The online detection engine makes a detection on a per
host (or IP address) basis. Since TCP data packets and
ACKs come in on a per flow basis and a host may have mul-
tiple simultaneous active TCP flows®, the online detection
engine maintains a set of data structures in memory, each
corresponding to an active TCP flow. We name the data
structure as an unacked-data-packet queue since it stores the
information on all the data packets that have not been ac-
knowledged by the receiver. Each item in a queue represents
a data packet in the corresponding active flow. It records
the sequence number (4 bytes), the timestamp (8 bytes) and
size (2 bytes) of the packet. In addition, the online detec-
tion engine also records the latest ACK for each TCP flow
in memory. These information is used to identify ACK-pairs
as follows. For each incoming ACK, the online detection en-
gine finds its corresponding unacked-data-packet queue (us-
ing a hash function for quick lookup) and then matches it
with the items in the queue to identify ACK-pairs. Once
an ACK-pair is identified, depending on whether training
data is available, it is fed into the sequential hypothesis test
with or without training to determine whether the host uses
WLAN.

The memory requirement of the online detection system
mainly comes from storing the unacked-data-packet queues.
Each queue contains no more than M items, where M is
the maximum TCP window size (since an item is removed
from the queue once its corresponding ACK arrives). In
our experiments, we find that most queues contain a very
small number of items (see Section 7.3), indicating that the
memory usage of this online detection system is low.

5.2 Online Identification of TCP ACK-pairs

As described earlier, two successive ACKs form an ACK-
pair if the inter-arrival time of their corresponding data
packets at the monitoring point is less than a threshold T
(chosen as 240 s or 400 ps in our system, see Section 7). In
addition to the above condition, we also take account of sev-
eral practical issues when identifying ACK-pairs. First, we
exclude all ACKs whose corresponding data packets have
been retransmitted or reordered. We also exclude ACKs
due to expiration of delayed-ACK timers if delayed ACK is
implemented (inferred using techniques in [25]). This is be-
cause, if an ACK is triggered by a delayed-ACK timer, it is
not released immediately after a data packet. Therefore, the
inter-arrival time of this ACK and its previous ACK does not
reflect the characteristics of the access link. Furthermore, to
ensure that two ACKs are successive, we require that the dif-
ference of their IPIDs to be no more than 1. We also restrict
that the ACKs are for relatively large data packets (of size
at least 1000 bytes), to be consistent with the assumption of
our analysis (in Section 3). Last, we require that the inter-
ACK time of an ACK-pair to be below 200ms. This is due
to the following reasons. Consider three ACKs, the second
and third ones being triggered by delayed-ACK timer. If
the second ACK is lost, the measurement point will only

3We define a flow that has not terminated and has data
transmission during the last minute as an active flow.



observe a pair of ACKs (the first and third ACK), which is
not a valid ACK-pair (since the third ACK is triggered by
delayed-ACK timer). Requiring the inter-ACK time of an
ACK-pair to be below 200 ms can exclude this pair of ACKs
because their inter-arrival time is at least 200 ms (it takes
at least 100 ms for a delayed-ACK timer to go off).

A user may purposely violate the above criteria for ACK-
pairs (e.g., by never using TCP, using smaller MTUs or tam-
pering with the IPID field) so that the measurement point
does not capture any valid ACK-pair from this user. How-
ever, all the above cases are easy to detect and can raise an
alarm that this user may attempt to hide a rogue AP.

5.3 Obtaining Inter-ACK Time Distributions
Beforehand

To apply the sequential hypothesis test with training, we
need to know the inter-ACK time distributions for Ethernet
and WLAN beforehand. In general, the inter-ACK time
distribution for a connection type can be acquired from a
training set, which contains TCP flows known to use this
connection type. We detail how we construct training sets
for our experimental evaluation in Section 6.2; training sets
for other networks can be constructed in a similar manner.

6. EVALUATION METHODOLOGY

We evaluate the performance of our rogue-AP detection
algorithms through extensive experiments. In this section,
we describe our evaluation methodology, including the mea-
surement equipment, training sets, test sets, and offline and
online evaluation.

6.1 Measurement Equipment

Our measurement equipment is a commodity PC, installed
with a DAG card [6] to capture packet headers. It is placed
at the gateway router of UMass, Amherst, connected via an
optical splitter to the access link connecting the campus net-
work to the commercial network. The TCP and IP headers
of all the packets that traverse this link are captured by the
DAG card, along with the current timestamp. The captured
data are streamed to our online detection algorithms, which
are running on the commodity PC. The PC has three In-
tel Xeon Y 2.80 GHz CPUs (cache size 512 KB), 2 Gbytes
memory, and SCSI hard disks.

6.2 Training Sets

Training sets are required to obtain inter-ACK time dis-
tributions (see Section 5.3). We construct training sets for
our experimental evaluation as follows. First, based on our
knowledge on the UMass campus network, we identify £ and
W, denoting the set of IP addresses known to use Ethernet
and WLAN respectively. The set £ consists of IP addresses
for hosts using 100 Mbps Ethernet in the Computer Science
department. The set VW consists of IP addresses that are
reserved for the campus public WLAN (an 802.11 network
providing wireless access to campus users at public places
such as the libraries, campus eateries, etc.). The numbers
of IP addresses in £ and W are 648 and 1177 respectively.
The training set for Ethernet (or WLAN) is constructed by
extracting TCP flows destined to hosts in £ (or W) from a
trace collected at the monitoring point. The trace for Eth-
ernet was collected between February and April, 2005. In
early 2006, 802.11g APs were deployed on UMass campus
and more users start to use 802.11g. Therefore, we collected
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Figure 6: Ethernet and WLAN inter-ACK time dis-
tributions obtained from training sets (7" = 240 us).

a new set of traces on 9/29/2006 for WLAN. Note that the
training set for WLAN contains a mixture of 802.11b and
802.11g traffic since a host can use either 802.11b or 802.11g
depending on whether its wireless card and its associated
AP support 802.11g.

From the training set (for Ethernet or WLAN), we iden-
tify a sequence of ACK-pairs, and discretize the inter-ACK
times to obtain the inter-ACK time distribution. The dis-
cretization is as follows. We divide the range from 0 to 1
ms into 50us-bins, and divide the range from 1 ms to 200
ms (which is the maximum value for inter-ACK times) into
1ms-bins. Fig. 6 plots the CDFs (Cumulative Distribution
Function) of the inter-ACK times for Ethernet and WLAN,
where the threshold T = 240 ps. We observe that 2.5% of
the inter-ACK times for Ethernet hosts are above 600 us,
while 59.0% of the inter-ACK times for WLAN hosts are
above 600 us, confirming our analytical results in Section 3
(for Ethernet, the observed value is lower than the analytical
result because our analysis is very conservative; for WLAN,
the samples contain a mixture of 802.11b and 802.11g traf-
fic).

6.3 Test Sets

To validate that our algorithms can detect WLAN hosts
while does not misclassify Ethernet hosts, we construct a
WLAN and an Ethernet test set, containing IP addresses
known to use WLAN and Ethernet respectively. The WLAN
test set contains the IP addresses (of 1177 addresses) re-
served for the campus public WLAN. The Ethernet test set
contains the IP addresses of a subset of Dell desktops that
use Ethernet in the Computer Science building. It contains
258 desktops, each with documented IP address, MAC ad-
dress, operating system, and location information for ease of
validation. Among these desktops, 35% of them use differ-
ent versions of Windows operating system (e.g., Windows
2000, Windows ME, Windows XP, etc.); the rest use dif-
ferent variants of Linux and Unix operating systems (e.g.,
RedHat, Solaris, CentOS, Fedora Core, etc.). These hosts
are three hops away from the university gateway router (and
the monitoring point).

In addition to these two test sets, we further investigate
whether our schemes can detect connection switchings and
other types of rogue APs by conducting additional experi-
ments in the Computer Science Department. The total 1P



space monitored in our experimental evaluation consists of
the WLAN test set (1177 addresses) and all the IP addresses
in the Computer Science Department (2540 addresses), to-
tally 3217 addresses.

6.4 Offline and Online Evaluation

We evaluate the performance of our algorithms in both
offline and online manners. In offline evaluation, we first
collect measurements (to the hard disk) and then apply the
sequential hypothesis test to the collected trace. In on-
line evaluation, we run the sequential hypothesis test online
while capturing the data at the measurement point. The
offline evaluation, although does not represent the normal
operation mode of our algorithms, allows us to investigate
the impact of various parameters (e.g., T', the threshold to
identify ACK-pairs, K, the threshold in the sequential hy-
pothesis tests). The online evaluation investigates the per-
formance of our algorithms in their normal operation mode.

7. EXPERIMENTAL EVALUATION

‘We now describe our experimental results. In our experi-
ments, the online detection algorithms make a decision (de-
tecting WLAN, Ethernet or undetermined) with at most N
ACK-pairs, N = 100. A decision of WLAN or Ethernet
is referred to as a detection. The time it takes to make a
decision is referred to as detection time.

In the following, we first evaluate the performance (in
terms of accuracy and promptness) of our online detection
algorithms (Sections 7.1 and 7.2). We then investigate the
scalability of our approach (Section 7.3). Afterwards, we
demonstrate that our approach is effective to detect other
types of rogues (Section 7.4). Last, we show that our ap-
proach can quickly detect connection-type switchings (Sec-
tion 7.5) and is robust to high CPU, disk or network utiliza-
tion at end hosts (Section 7.6).

7.1 Performance of Sequential Hypothesis Test

with Training
We now investigate the performance of our sequential hy-
pothesis test with training. The Ethernet and WLAN inter-
ACK time distributions required by this algorithm are ob-
tained as described in Section 6.2. We next describe results
from offline and online evaluation.

7.1.1 Offline Evaluation

In offline evaluation, we collect measurements on three
consecutive days, from 10/18/2006 to 10/20/2006. The trace
on each day lasts for 6 to 7 hours. The threshold to iden-
tify ACK-pairs, T, is set to 240us or 400 us. The threshold
to decide a host’s connection type, K, is set to 10*,10° or
10°%. We next describe the results for the trace collected on
10/20/2006; the results for the other two days are similar.

Tables 1 and 2 present the detection results for the cam-
pus public WLAN and the Ethernet test set respectively. In
both cases we observe that the detection results are simi-
lar under different values of T' and K, indicating that our
algorithm is insensitive to the choice of parameters. For
all values of T" and K, the detection results are extremely
accurate with a correct detection ratio above 99.38%. On
average, it takes less than 10 ACK-pairs (corresponding to
250 to 347 data packets) to make a detection for WLAN
and less than 20 ACK-pairs (corresponding to 87 to 124
data packets) for Ethernet. The relatively larger number of
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Figure 7: Detection-time distributions for the trace
collected on 10,/20/2006 (T = 240 us, K = 10°, N = 100).

data packets for a detection of WLAN compared to that of
Ethernet can be explained as follows. The inter-ACK times
in WLAN tend to be large (compared to those in Ethernet