1

Multicast-Based.ossInferencewith Missing Data

N.G. Duffield, J. Horowitz, D. Towsley, W. Wei, T. Friedman

Abstract

Network tomographyusing multicastprobesenablesnferenceof losscharacteristic®f internal network links from reports
of end-to-endoss seenat multicastrecevers. In this paperwe develop estimatorsfor internalloss rateswhenreportsare not
availableonall probesor from all recevvers. This problemis motivatedby the useof unreliabletransporprotocols,suchasRTP, to
transmitlossreportsto a collectorfor inference We usea maximumlik elihood(ML) approachn whichwe applythe Expectation
Maximization(EM) algorithmto provide anapproximatingsolutionto thethe ML estimatorfor theincompletedataproblem.We
presenta concreterealizationof the algorithmthat canbe appliedto measurediata. For classeof modelswe establishidentifi-
ability of the probeandreportlossparametersandcornvergenceof the EM sequencéo the MLE. Numericalresultssuggesthat
thesepropertieshold moregenerally We derive cornvergenceratesfor the EM iterates,andthe estimationerror of the MLE. Last,
we evaluatethe accurag andcorvergenceratethroughextensive simulations.

Keywords: End-to-endMeasurementNetwork Tomography Missing Data, Maximum Lik elihood Estimation,EM Algorithm,
Multicast,RTP, RTCP.

|. INTRODUCTION
A. Motivation

As the Internetgrows in sizeanddiversity, its internalperformancebecomesver moredifficult to mea-
sure.Any oneorganizatiorhasadministratve accesso only a smallfractionof the network’s internalnodes,
whereasommerciafactorsoftenpreventorganizationgrom sharinginternalperformancelata.Onepromis-
ing techniquehatavoidstheseproblems MulticastInferenceof NetworkCharacteristics(MINC), usesend-
to-endmulticastmeasurement® infer link-level loss ratesand delay statisticsby exploiting the inherent
correlationin performancebsened by multicastrecevers. Thesemeasurementdo not rely on administra-
tive accesgo internalnodessincetheinferencecanbe calculatedusingonly informationrecordecdat theend
hosts. Efficient inferencingalgorithmsare givenin [3] for loss,[16] for delaydistributions,[10] for delay
variancesand[4] for inferring thelogical multicasttreetopologyitself. Extensionf theseideasto unicast
(wheremulticastis replacedoy a paclet pair [6] or a paclet stripe[11]) have alsobeenproposed.

All of the algorithmsbasedon the MINC methodologyrely on the availability of completeinformation
from therecevers. Providing suchmeasurementisom a dedicatednfrastructureusingreliabletransmission
of measurement® an inferenceengineraisesissuesof costand scalability An alternatve lightweight
approachthe extensionof RTCPR, the RTP [20] control protocol,to provide extendedlossreports[12], [2].
By piggybackingMINC loss reportson a standardtransportprotocol, one can effectively co-optregular
applicationsandtheir traffic to form a lightweightimpromptumeasuremenhfrastructurehatencompasses
mary hostend-points. However, loss reportsare typically transmittedunreliably Furthermorethe RTP
standardmposesa constrainton the bandwidththat canbe usedby RTCP paclets. Thus,this deployment
will resultin theavailability of only incompletedatasetsfor thepurposeof network inference.Thismotivates
the needto modify theinferencingtechniquedo be ableto handleincompletedatasets.
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B. Contribution

In this paperwe adaptthe multicastinferencetechniquesf [3] to performinferenceof internallink loss
characteristicsvhendatais missingfrom someof therecevers. The datafor inferencecomprisesneasured
end-to-endossof multicastprobessentfrom a sourceto a numberof destinationsut whereonly a subset
of the destinationgeportobsenationsfor eachmulticastprobe. As in [3], we usea Maximum Lik elihood
Estimator(MLE) arisingfrom the correspondindik elihoodfunction for the link probabilities. In contrast
[3], it is not generallypossibleto determinethe MLE by simpleroot finding whendatais missing. Instead,
we usethe ExpectationMaximization (EM) algorithm [8] to generatean approximatingsequenceo the
correspondingLE. We now outlinetheremaindeiof the paperandthe detailedcontributions.

In Sectionll we setup the modelsfor the multicasttree, probepropagationandreportloss,andreview
someresultsfor lossinferencefrom completedatafrom [3]. We describemodel framewnorks for missing
dataandgivetwo examples:inferenceusingunicaststripeg[11], andinferenceusingextendedRTCPreports,
asproposedn [1]. In Sectionlll we setup the incompletedatalik elihoodfunction, and describethe EM
algorithmandits applicationto the presentmodel. We establishconditionsrequiredfor cornvergenceof the
EM iteratego the MLE. We translateheseinto conditionson the measuredlata.In SectionlV we tailor the
EM algorithmto our specificproblemandpresentnalgorithmfor useonmeasurediata.SectionV addresses
conditionsfor identifiability of modelparametersCorvergenceof the MLE asthe numberof probesgrows
is investigatedn SectionVI; in particularwe obtainexpressiongor the asymptoticvarianceof the MLE for
aclassof models.A relatedexpressiorfor the corvergencerateof the EM iteratess obtainedn SectionVII.
The algorithm from SectionlV is evaluatedin model-basedimulationand using experimentallyderived
tracesn SectionVIll. We concludein SectionlX. Detailsof mostproofsaredeferreduntil SectionX.

C. Relatedwork

Several tools and methodologiesxist for characterizindink-level behaior from end-to-endmulticast
measurementsiowever, mostof thesejncludingthe MINC methodologieseferredto earliet requirecom-
pletedatafrom all of the receversin the multicasttree. Thesemethodologiehave beenadaptedo unicast
throughthe transmissiorof paclet pairs[6] or stripes[11] pairsof recevers. The datathenconsistsof ob-
senationsfrom pairsof receversandcanbeinterpretecasobsenationsin which the datais missingfrom all
but thesepairsof recevers. The methodpresentedn [11] disjoinsinferenceinto separatg@roblemsfor each
pair of recevers,producinglink estimatedy averagingover all estimateproducedrom eachrecever pair.

In [6], theauthorantroduceanadditionallink parameterthe conditionalprobabilitythatthe secondaclet
within apairis notlostgiventhatthefirst pacletis notlost. Theauthorghentreattheoutcomef theeachof
thepacletsin apairwithin thetreeasunobsereddataandusethe EM algorithmto infer thelink probabilities
andconditionallink probabilities. Due to the compleity of this task,they proposea heuristicfor inferring
thesgparametersBecausave rely on multicastwe only have onesetof link parameterso infer. Oursolution
methodologyusesthe EM algorithmto obtaina solutionto thelik elihoodequation.CoatesandNowak have
extendedheir EM-basedunicast-basetechniquedo infer delaystatisticsn [7].

Last, several approachesnfer round trip link behaior, including pat hchar [9], [13] and the linear
algebraicapproactof [21]. Theformerinfersloss,delay andavailablelink bandwidththelatterinfersround
trip link delays. The former requiresconsiderabldgime to corverge. Both lose accurag with asymmetric
roundtrip paths.



Il. MODELS FOR PROBE AND REPORT TRANSMISSION
A. Treemodel

Let 7 = (V, L) denotea logical multicasttreewith nodesV” andlinks L. We identify theroot p asthe
probesource andthesetof leaves R C V' with thesetof recevers.We assumehattheroot hassinglechild,
denoteddy 1. If not,thenwe cantreatseparatelyhetreesdescendethrougheachchild of p, eachonehaving
this property Eachnodek, apartfrom theroot p, hasa parentf (k) suchthat (f(k), k) isalink in L. We
sometimeseferto thelink (f(k), k) thatterminatesatk simply aslink k. Definerecursvely theancestorsf
k by f*(k) = f(f*1(k)) with f°(k) = k. We sayj is descendeérom k, andwrite j < k, if k = f"(j) for
somen € N. Thesetof childrenof k, namely{j € V : f(j) = k} isdenoteddy d(k). T (k) = (V(k), L(k))
denoteghesubtreerootedat k; R(k) = RN V (k) is thesetof receversin 7 (k). DefineU =V \ {p}.

B. Padketlossmodel

We assumea Bernoulli lossmodelin which probesareindependenandeachprobeis successfullytrans-
mitted acrosslink & with probability «,. Thusthe progressof eachprobedown the treeis describedby
anindependentopy of a stochastiqgprocessX = (Xy)kev. X, = 1. Xj = 1 if the probereachesode
k € V and0 otherwise.If X, = 0, thenX; = 0,Vj < k. Otherwise,P[X; = 1|X;;) = 1] = «; and
P[X; =0/ Xy = 1] = 1 — a;. By conventiona, = 1. Denotea = (a;);cv - P, is thedistribution of X

C. Inferenceof link lossfromcompletedata

Whena probeis sentdown the treefrom the root p, we cannotobsene thewhole processX. We assume
that, at most, we know only the outcome(Xy)rer € 2 = {0, 1} thatindicateswhetheror not the probe
reachedeachrecever. Whenthe entireoutcomefor a probeis known (i.e. X, for all receversk), we say
thatwe have completedatafrom thatprobe.In [3] it wasshovn how thelink probabilitiescanbe determined
from thethedistribution of (complete)outcomesWe briefly review this.

Consideran experimentin which n probesaredispatchedrom theroot p. Eachprobe: = 1,...,n gives
riseto anindependentealizationX ) of the probeprocessX. We call
Xopw = (X )ier ™" ()

the completedatafor the experiment. For eachoutcomez € (2, let n(x) denotethe numberof probes
i=1,...nforwhichX? = z, forall k € R. Let

pa(ﬂf) = Pa[Xk = Tk, Vk € R] (2)
denotethe probability of anoutcomez € 2. The completedatalog-likelihoodto obtainthe data X, =
(XM, ..., X™) canbewrittenin termsof then(z) as

Lo(a) = logPa[Xep] = Y _ n(x) logpa(). (3)
€N

We characterizeéhe Maximum Lik elihoodEstimator(MLE) of «, namely argmax, £(«), asfollows. For
k € V,let A, betheprobabilitythattheprobereaches. ThusA, = Hjtk o, theproductof theprobabilities
of successfutransmissioron eachlink betweenk andtheroot p. For eachk € U set

Y = EalVjerm Xj] (4)
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i.e., v, is the probabilitythata probereachesat leastonerecever descendefrom nodek. Denoteby 7, the
correspondingmpiricalquantity i.e., the proportionof the n probesthatreachat leastoneleaf descended
from k:

P=n""Y Vier X\, (5)
=1

In whatfollows we considera to lie in the openparameteset A = {« | oy, € (0,1),k € U}. Someof the
resultsof the following theoremalsohold on subset®f the boundaryof A.

Theoeml ([3]) Assumex € A.
(i) Foreachk € U, (1 — v/Ax) = Il cam) (1 — 7i/Ax), whereemptyproductfor k € R is takenas0.
(i) LetG = {(ve)wev : 1 > OVE; e < Xojcqr) v VE € U\ R}. Foreachy € G andk € U, theequation
in (i) hasa uniquesolution,denotedH (), in theinterval (y, 1).
(iii) If ¥ € g, thelikelihood equationdL./0ay, = 0, k € U hasuniquesolutiona, = Ki(7) :=
Hi() /My (7). k € U.
(iv) With probabilityone,for sufficiently largen, botha@ andthe MLE of « lie in A, andarehenceequal.
(v) Theparameters: areidentifiable,i.e.,P, = P, for a, o/ € Aimpliesa = «'.

It turnsoutthat Theoreml(iv) is wealer thanrequiredfor the presenpaper We now establisha stronger
versionthatprovidesatestasto whetheror not @, is the MLE for finite n.

Theoem?2: Assumey € G. If @ € A, it istheMLE for «.

Theoremil (iv) establisheghatfor n sufficiently large,the MLE liesin A andhencemustbea, the solution
of the likelihood equation. Theorem2 is more useful from the computationalpoint of view; it saysthat
provideda liesin A, aconditionthatcanbechecledby inspectionijt istheMLE, for ary n. Asaconsequence
of the MLE property @ is consisten{a =3 a with probability 1), andasymptoticallynormal(y/n(a — a)
cornvergesin distributionto a multivariateGaussiamandomvariableasn — oo); seee.g.[19].

D. Missingdatamodel

We now want to generalizethe problem by admitting the possibility that someoutcomesmay not be
completelyknown becausehe recever variablesare missing. Let 7' = (T,gi)))};g""" denotethen x #R
matrix of missingdataindicators,with Tk(” takingthevalueO if thevariabIeX,gi) is missing,andT,gi) =1if
it is present.The setof obseneddataandmissingdataarethus,respectiely,

Xops = {XP | T =1} and Xps = {XP | T = 0}. (6)

In this paperwe assumehatthe missingdatamechanisms ignorablein a senseve now describe;see[15]
for furtherdetails.We treatT” asa randomvariablewhosedistributionis parameterizethy somequantityf.
Py will denotethe distribution of 7" underé, and P, y the joint distribution of X.,;; and7". We henceforth
assumehat the missingdatais missingat random(MAR). This is the propertythat the distribution of the
missing-datamechanisni’ doesnot dependon the missingvaluesX,,;s. More formally, we canwrite the
MAR propertyasPy[T" | Xobs, Xmis] = Pa[T" | Xobs]- As aconsequencef MAR, thejoint distribution of the
obsereddataandthe missing-datanechanisnenjoys the following factorizationproperty:

PG,a[XobsaT] = PQ[T | Xobs]Pa[Xobs]- (7)
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Assumingthe parametergc, #) to bedistinctwith productparametespaceA x ©, (7) saysthatthe missing
datamechanisnis ignorablein thatlik elihood-basethferencefor o basednthejoint lik elihoodPy [ Xobs, 7]
arethe sameasthosebaseduponP, [ X,s]. Thusfor purpose®f inferring «,, we mayignorethe parameters
6 of the missingdatamechanism.A specialcaseof MAR is datamissingcompletelyat random(MCAR).
With MCAR the missingnesgrobabilitiesdo not dependon ary data:Py[T" | Xous] = Po[T].

E. Example:Inferenceusingunicastdata.

In [11], theauthorsdescribean approacho unicastbasednferencein which n setsof paclets,known as
stripes,aretransmittedoy a sourceto all recever pairs. The motivation is that within eachstripe, paclets
aretransmittedback-to-backandsotheir lossbehaior on commonlinks shouldbe highly correlated.With
perfectcorrelationg(i.e. both pacletsbeingeithertransmittedor lost on a commonlink) the stripe hasthe
samebehaior asanotionalmulticastpaclket thatfollows the samerouteandis subjectto the sameloss.

We canputeachrecever pairin correspondenceith a missingdataindicatorasfollows. 7 = (T,f))keR
identifiesthe pair of receverscorrespondingo thei-th stripe,i.e.,Tj(i) = T,Si) =1, Tl(i) =0,leRl#j,k
if the pairof receversis j, k € R, j # k. Thusmissingnessf datafrom probe: atrecever j occursbecause
j is notamemberof the pair of recever nodesselectedor the probe.

If the recever pairsarechosenindependentlyfrom stripeto stripe usingthe samedistribution, thenT =
(T™)r_, is asequencef IID randomvariables ThusT hasthefollowing distribution,

PIT =t]=[[PIT? =1O], vte{0,1}#" (8)
i=1
where
PT® =4 = Y y=1}{tr=1}x [ 1{ti=0}pjs, Vte{0,1}*~ (9)
J,kER;jFk leR\{j,k}

Herep, , is the probabilitythattherecever pair j, k£ is chosenlIf we furtherassumehat7 is independenof
X, thedatais MCAR. Onecanformulatevariations.e.g.,the sendercyclesroundrobin throughthe pairs.

F. Example:InferenceusingRTP/RTCP

The ReliableTransportProtocol(RTP) [20] enabledransferof datafrom a singlesendeito oneor more
recevers. Associatedwith it is a control protocol RTCP that allows receversto multicastlossbehaior to
eachotherandto a third party. Typically, the obsenationsare batchedand eachbatchis sentasa single
report. The third party cancollectthe obsenationsand apply inferencemethodsto them. However, these
reportsarenot transmittedeliably. Consequentlyjthe datacollectormustdealwith missinginformation.

In the currentimplementationof RTCP, recevers broadcasbnly averagelossrates. Extensionsto the
protocol,proposedn [1], enablereceversto reporton the receptionof individual paclets. However, dueto
theconstraintsmposedon reportingvolumesby RTCR it maynotbepossibleto reporton every paclet. The
omissionof certainreportsto fulfill this constraintis thusanadditionalsourceof missingness.

We proposea simplemodelfor this scenario.Considerrecever j € R thatcollectslossobsenationsand
sendghemto adatacollector Let {{A4;;}2°,},cr beasetof randomvariableswhere 4, ; is the numberof
obsenationsplacedin thei-th reportby the j-th recever. Let {{C](-k)},i‘;l}je r beindicatorrandomvariables
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that representhe outcomeof the transmissiorof the £-th lossreportby recever j to the datacollector;
it is receved by the recever if Cj(.k) = 1 andlost otherwise. Define 7(i,5) = min{l : S0 Ay, <
i < 22:1 A i}, ie., m(i, j) identifieswhich reportthe i-th obsenation from recever j is placedin. Let
{{Sj(i) 2, }ier beasetof indicatorrandomvariableghatrepresentvhethemprobe: wasactuallyselectedor
reportingfrom recever j; it is selectedf S](.i) =1. ThenthemissingdataindicatorTj(i), i=1,...,n,j€R
canbeexpressechs]}.(“ = SJ(-i)C](-”(i’j)).

Understrongsimplifying assumptionsnamelythatthe randomvariablesA, S andC' areindependenof
X, themodelis MCAR. However we canposita situationin which independencenay not hold in practice.
Supposethe collector lies at a node k£ in the multicasttree. Thenthe path for reportsfrom receversin
R\ R(k) to k intersectswith the pathsof probepacletsfrom p to receversin R(k). Thuswe mayexpectthe
missingnesyariables{Tj(i) :j € R\ R(k)} to becorrelatedwith thereceverstate{ X, : j € R(k)}. Thisis
preciselythetype of modelallowedwhendatais MAR.

G. Approadesto the problemof missingdata

A simpleapproachio managemissingdatawould beto restrictinferenceto subset®f probesandrecevers
for which completedatais available,thenpatchtogethersuchestimatorgo draw inferenceon the complete
tree.A minimalway would beto useonly probesfor which reportswererecevedfrom all recevers.A more
sophisticatedrariantwould be to performinferenceon subtreesusing probeswhosereportswerereceved
from eachrecever onthatsubtree However, such“patchwork” approachebave threepitfalls:

(i) It will notbepossibleto performinferenceonsubtreegor whichno probeshavereportsfrom all recevers.

(i) Suchestimatorarenotconsistentinlesdatais MCAR. Furthermore¢checkingwhetherdatais consistent
with MCAR is comple; the numberof consisteng conditionsto be checled grows exponentiallywith the

numberof leavesin thetree.

(iif) Suchestimatorsarenot generallyefficient, evenif datais MCAR.

For thesereasonswe insteadextend the previous ML approachto cover the missingdatacasedirectly:
undergenerakonditionsML-estimatorsareconsistenandefficient. Thisis the subjectof the next section.

[I1. ESTIMATION OF LINK RATES FROM INCOMPLETE DATA

In this sectionwe presentthe likelihoodfunction £ for the incompletedata. Determinationof the cor-
respondingML estimatorfor the link probabilitiesturns out to be significantly more comple thatin the
completedatacase. We turn to a standardteratve method,the EM algorithm,to derive an approximating
sequencéo theincompletedataMLE.

A. Descriptionof incompletedataandthelikelihoodfunction

Thecorrespondingncompletedatalik elihoodfunctionis themarginal distributionfunctionof theobsened
data; formally we write this asfPa[Xobs,Xmis]deis. We now obtain an explicit expression. In order
to represenboth missingand obsered datain a compactform, we extendthe setof outcomeso the set
O* = {0,1,u}®, whereu is usedto denotethata givenrecever datumis missing.u* = (u, ..., u) € Q* will
denotethe outcomein which datais missingfrom all recevers.Lett € {0, 1}# denotethe genericvectorof
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missingdataindicatorvariables With eachsucht andz € 2 wethenassociatanelementz(t) of Q* through

. u if tk =0
i (t) = { z; otherwise * ¥ € I (10)

An inverseof theabore mapassociatesiith z* € * its missingdataindicator(z*) by

o _ )0 ifzp=u
te(z”) = { 1 otherwise’ ke R (11)

The setof completeoutcomes: thatcangive riseto anincompleteoutcomez* is the set
Qz*) ={z € Q| z; = 2 & tx(z*) = 1}, andcorverselyQ*(z) = {z* € Q" | z € Q(z")} (12)

is thesetof completeoutcomes:* thatcanbeobtainedrom acompleteoutcomer. Theequialentconditions
z € Q(z*) andz* € Q*(x) canberewrittenasz(t(z*)) = z*.
The probabilityto recordanincompleteoutcomeX @) (7)) = z* is denoted

Ga,0(z") = Pagl XV(TV) = 7). (13)
Now {XO(T0) = 2*} = {X® € Q(2*)} N {T® = t(2*)}. Usingthe MAR property(7) we factorize
Ga0(2") = p5(27)0(z") (14)
where

pa(z®) = Po[XD €Q@)]= ) palz)andd(z*) = Py[T? =t(z") | XP € Q(z")].  (15)
zeQ(z*)
Without lossof generalitywe have takenthe missingnesgrobabilitiesthemselesasparametergd. Notethat
by the MAR property for ary 2 € Q(z*), Pg[T® = t(2*) | X@ € Q(z%)] = Po[T® = t(z*) | X = g].
Since{t(z*) | z* € Q*(x)} = {0, 1}%, theconditionalprobabilitiesd satisfy

Y 0@)=1 VzeQ (16)
*€Q*(x)
Now let m(z*) denotethe numberof probesi = 1,. .., n for which X (T®) = z*, Dueto thefactoriza-

tion property(7), thelog-likelihoodfunctionlog [T}, ¢a,s(X®(T®)) canbewritten asa sumof

L(a) =Y m(z")logpy(z"), (17)
et
with atermthatis independenof a.. Thus,for the purpose®f obtaininganML estimateof o, we needonly
considerC(«). Wereferto £ astheincompletedatalik elihoodfunction. Notethatthetermin m(u*) makes
no contribution to £ sinceQ(u*) = € andhencep},(u*) = 1. Hencethe sumin (17) canbe restrictedto
Q5 =\ {u*}.



B. Applicationof the EM algorithm

We canin principle estimatethelink probabilitiesby theincompletedataMLE & = argmax, £(«). How-
ever, we have beenunableto obtaina directsolutionto theincomplete-datéik elihoodequation.Instead we
employ a standardstatisticalmethod,theExpectation-MaximizatiofEM) algorithm[8], to obtainan itera-
tive approximatior'®, ¢ = 0,1, ... to astationaryvalueof theincompletedatalik elihood. The algorithm
compriseghefollowing steps:

(i) Initialization. Pick someinitial link probabilitiesa(?). This could be done,e.g., by settinga® = @,

thecompletedataMLE determinedrom the countsof completeoutcomesn if thesearenon-zero.Without
completedata,we canusethefact(seetheproofof Theorenbin [3]) thaty, = A+ O(||@||?) to approximate
ar = Ar/Aswy = /Yy = (1 =7) /(1 = Fpwy) = 1+ 7% — V5. Thissuggestsheinitial value

al" =1+75, - Yek)- (18)
(i) Expectation. For eacha® find the conditional expectationof the completelog-likelihood given the
incompletedataQ(a’, a®)) = Ezw [L.(c) | m].
(iii) Maximization.Find the maximizerof the conditionexpectation:a“*!) = agmax_, Q(a/, @)
(iv) Iteration. Iteratestepd(ii) and(iii) until someterminationcriterionis satisfied.
For k € V, definethe conditionalprobabilitiesfor aprobeto reachR (k) as

Vr,o = EalVjerm) Xi | m]. (19)

For notationalcorveniencewe write the conditionalprobability ), 5« derivedfrom theiteratea® as?y,(f).
Theoem3: Assumey®¥ € G. Then

oV = K (AY), ke U (20)

providedthat/C(7)) liesin A.

We now investigatecorvergenceof the iteratesa®. Whereaghe completedatalik elihoodfunction can
be shavn to derive from a standardexponentialfamily (seethe proof of Theorem2), the incompletedata
likelihood function derives only from a curved exponentialfamily. Thuswe cannotuseresultsbasedon
standarcexponentialfamilies (seee.g. [22]) aloneto concludeconvergenceof & to ¢. We now establish
conditionsunderwhich the sequencexistsin .4 andcorvergesto the MLE for theincompletedataproblem.

Theoem4: Assumey® € G andK(7¥) € A for all 4.

(i) £(@®) corvergesto somelimit L.
(ii) If {a € A| L(e) = L} isdiscretep® corvergesto somen* thatis astationarypoint L, i.e. 2% (a*) = 0.
(iii) If £isunimodal,a'® corvergesto d.

C. Calculationof the EM iterates

An algorithmfor the calculating/C, () for a giveny € G hasbeendetailedin [3]. It remainsthento
provide an algorithmfor the calculationof the7,. Let ng = n — m*(u*) denotethe numberof probesfor
which the datais not entirelymissing.Obsene that

R m(x*) . . —~ . N N
Vo = E 7(7, ) Vr,a(T) Whereyy o(2) = Eo[Vjcrp Xe| X ™ = 27]. (21)
0
:L'*EQ(’;



9

Let R(k,z*) = {j € R(k) | t;(*) = 1} denotethereceversdescendefrom k from which datais observ-
able.Ordertheelementf theset{0, 1,u} asu < 0 < 1 andextendtheusualmaximumoperatorv on{0, 1}
to anoperationv* on {0, 1, u}, respectinghe orderin an obvious manner Let h(k, z*) denotethe closest
ancestor of k£ for which a paclet hasbeenobseredto reachatleastonedescendaneatf, i.e.,

hlk, ") = inf {5 : 95 = 1}, (22)

wherey; = Vier@) ;- (Notey; = u if z indicatesall datafrom R(k) is missing;y; = 1 if z indicatesa
probeobsenedto reachatleastonereceverin R(k); otherwisey; = 0.) Whenk < j, letd(j, k) denotethat
child of j thatis anancestofor possiblyequalto) £, i.e.,d(j, k) = {i € d(j) : i = k}.

Theoem5: Wheny; = 1, 7 o(z*) = 1. Wheny; < 1,

Vra(z") = o = bk H & H Cj (23)

Ca(hk) p2iZd(kn) | jed(indGk)

whereh = h(k,z*), andfor k < i < h,
1, if R(k,z*)=10
bk =Pa[VjerX; =0 Xy =1, =19 PalVierwe)X; =0 Xy =1] . (24)
otherwise

It wasfoundin [3] thatthe problemof determiningthe o for a tree with completedatafactorsinto the
problemof solvinga setof depthtwo treeinferenceproblems,onefor eachnodek € V' \ R. For eachleaf
k oneconstructghe logical treewith root p having singlechild k, andd(k) leaf-children. Furthermorefor
a generaltree, the problemcould be mappedonto that for a binary tree by the insertionof losslesdinks.
However, this methodcannotbe appliedwhenthereis missingdata. This is becausehe form (23) for ﬁ,(fl

includesvariablesrom receversotherthanthosedescendeffom k.

D. Topolagy anddataconditions

Theorems3 and 4 requiredthe iteratorsy® to lie in thedomaing. In this sectionwe specifyconditions
on thedatain orderfor theserequirementso hold. Whenthe conditionsdo not hold, in somecasesve can
adjustthe problemby passingo oneor moresubtree®f theoriginaltree.

D.1 Non-identifiablesubtrees.

We eliminatefrom consideratiorsubtreen which no datais missingbut whoseleaveswerereachedy
no probes.For k € V, let D, denotethe eventthatfor someprobes, X](.i) (T™) # 0 for somej € R(k). We
will assume

Dy occursforall k € V (25)

If (25) doesnot hold, thefollowing proceduraeducegheinferenceproblemto onefor whichit does.If Dy
fails, we remove from further consideratiorthe subtree7 (k) rootedat k. If this pruningleavesthe parent
f(k) with only one offspring 7, the remainingtreeis no longera logical multicasttree. To make it sowe
remove thelink (f(k), j) andidentify thenodesj and f (k). Consequentlyve canonly ableto identify the
characteristicef the compositelink joining j to f2(j) of the original tree. Performingtheseoperationsor
all & atwhich Dy, fails, we obtainatreefor which (25) holds.WhencT'(k) is prunedweflagall {«; : j < k}
asunknown, exceptwhenk is aleafbut Dy holds.In this casewe may estimater;, = 0.
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D.2 Links with perfecttransmission.

Let D), denotethe complemenbf theevent{Xj(.i)(T(i)) = 1,Vj € R(k),i = 1,...,n}. WhenDj fails,
losslessransmissioris reportedfor all probesto all receversin R(k). The effectis to position(7,) on
the boundaryof A, sinceit follows that/C;(7,) = 1 for all j € R(k). Althoughthis is not a problemfor
computationjt would us out of the domainof applicationof Theorem<, 3 and4. As aremedywe canset
a; = 1 for all nodesj € V (k) whereD;, fails, andrestrictconsideratiorto the complementaryy; in A.

D.3 Model Conformance.

We alsoneeda conditionto ensurethat estimatedquantitiesy lie in G. Let D) be the eventthat £ has
childreny, ¢ € d(k) suchthath@ (TW) =1 andXéi)(T(i)) # 0. If D} fails eachprobeis obseredon no
morethanonesubtreeof £, andhencethe conditionalprobelosseson differentsubtreesescendedrom &
aredependentgivenaprobereachingk. Henceforthwe assume

D} holdsforallary k € V' \ R. (26)

If Dy fails,we adjustthetreeby removing thelink (f(k), k) from thetreeandidentifyingits endpoints; and
f(k). In theoriginal tree,we will only be ableto identify the characteristicef the compositdinks joining
f(k) tothechildrend(k). Theproceduras iteratedif necessaryntil (26) holds.

Conditions(25) and(26) enableus to fulfill someassumptionsn Theorems3 and4. We will henceforth
assumehatthey hold.

Lemmal: When(25)and(26) hold,7, € G for ary a € A.

E. Example:thetwo-receivertree

In the simplestcasewe can establishunimodality of £, directly, andthus concludecornvergenceof the
EM iteratesto theincompletedataMLE. Considerthe two recever treewith root p having a singlechild 1
whosechildrenaretheleaf nodes2 and3. In thetwo recever tree,we enumeraté2 = {11,01, 10,00} and
Q5 = {11,01,10, 00, 1u, ul, Ou,u0}. It is notdifficult to determinethatthe 7 ,(z*) areasgivenin Tablel.
TheEM iteratesarethen (K1 (74), K2(Fa), K3(Fa)) Of (a1, o, a3) arethen

ICl (ﬁa) = _ 72/,\0473,04 _ , ’CQ(&Q) — V2,0 + z3,a - ’Yl,a’ Kg(aa) — Y2,a + Z3,a —MN,a
Y2,a + Y3, — V1,0 V3,2 Y2,a
Theoem6: In thetwo-recevertree theincompletedatalik elihoodfunction £ is unimodal,andhencex(®
cornvergesto theincompletedataMLE providedthat/C(7(9) € A for all £.

IV. NETWORK INFERENCE ALGORITHM

In orderto carry out inferenceon measureddata, we expressthe calculationof 7 in Theorem5 asa
algorithm.We startby constructingyy, ¢, andy; recursvely. Clearlythe b, satisfy

[ keR,
)]« 27
Thec, satisfyasimilarrecursion:
1, keR, zj =u
ey =<{ Q, ke R, zj, #u (28)
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x* Wl,a(x*) ?Za(x*) ?&a(x*)
111 1 1
101 1 0
011 0 1
000 0 0
lu|1l 1 a3
ul |1 Qo 1
uO _a1a2a_3 _01020_3

o1taias a1+aiog

TABLE |
COEFFICIENTS A, (2*) FOR THE TWO-RECEIVER TREE

They; satisfytherecursion
. x, keR
e { V%ed(k)?ﬁ ,  keVAR (29)

We formally specifyanalgorithmfor thecalculationof the?, ,, in Figurel. Themainprocedure&eomprises
two phasesin thefirst phaseset _ybc, calculateshey;, b, andc;, passingup thetreefrom theleaves. The
secondphaseset _g, thencalculateghe?, , traversingthe treefrom the root p downwards. h;, playsthe
role of d(k, h) while e playstherole of c; [ [,y (aqi)y ¢i- Onagivenpathdown thetree,flag = 1 until a
nodek with y; = 0 is first encounteredflag = 0 on all callsto set _g belowv k. Theidentity of the node
h(i,z*) is thenmaintainedn callsatnodesi below thechild j of k£ (lines10-13).

We notethereis someredundang in the algorithms,which canbe avoidedin implementations.b;, and
¢ neednot be calculatedat nodesk for which y; = 1, sincethesevaluesare not used. The ¢, depend
only on the missingdataindicatort(z*), andso needbe calculatedoncefor eachsetincompleteoutcomes
{z* € Q* : t(z*) = t} having the samemissingdataindicatort. The b, do notdependon z*, andsomaybe
calculatedoncein adwance;in particularb, = ¢, whenz* hasno missingdata,i.e., whenzj, # u Vk € R.
Lastly, the y; needonly be calculatedoncefor eachprobewith distinct z*, and once at the start of the
sequencef iterations.

V. IDENTIFIABILITY AND MISSING DATA

We addresshequestiornof identifiability, i.e., whetherthereexistsa uniquesetof modelparametergiving
riseto agivendistribution of obsenabledata. The multicastinferencemethodexploits correlationshetween
end-to-endneasurementsn intersectiorpaths.Cornversely we expectthatif the setsof receverson which
datafrom a givenprobeis obserableareinsufficiently rich, it will not be possibleto infer the lossrateson
all links. We give belov a simpleexamplethatdemonstratethis. In this sectionwe shallderive conditions—
betweenthe topology and the subsetsat which datais obsenable—thatmustbe satisfiedin orderthat the
modelparametersanbeidentified.

Considera parameterizeamily of distribution {P,, : ¢ € ®} with vectorparameter, andlet F' besome
functionon . We saythatP, identifiesF'(¢) whenP, = P, implies F'(¢) = F(¢'). Here, F will bethe
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procedure main(7,a,z*)
set_ybc(T, a, iL'*,p);
Set—g(Ta a, ]-a PP, 1)'
return({gy : k € V});

e e

1. procedure set_ybc(T,a,z* k)
2. if(d(k) == 0) then {

3. Yr =Ty

4, by, := Qy;

5. if(z; ==u) then {c; :=1;}
6. else{cy := Q;

7.}

8. else{

9. foreach(j € d(k) {

10. (Y5, b5, ¢j) := set_ybe(T, a, 2%, j);
11.

*

13. b :=ap + ay Hjed(k) b]';
14. Ck =0 + oy Hjed(k) Cj,

16. return(yy, by, cx);
procedure set_g(T,a,e,k, h,flag)
if(y; ==1) then {

1

2

3

4, gk == 1;
5. foreach(j
6

7

8

9

10. else{

11. if(flag==1) then {hy :=k; }

12. else{hy := h;

14, gr:=e(ck — bi)/cn,;

15. foreach(j € d(k)){

16. set_g(T, a, ear [Tic 3 Cis s b, 0);

18. }

Fig. 1. Algorithmsfor determiningyy o (z*), asreturnedfrom the procedurerai n.

identity, or someotherprojectionof componentsf ¢. In anMAR model,P,, 4 identifies(c, 0) iff
Ga0(2") = qo g (z7),V2* € Q* = (,0) = (¢, 0). (30)

A simpleexampleof MCAR datathatis notidentifiableis a two leaftreein which, for eachprobeindepen-
dently, datais missingfrom exactly oneleaf. Thenthe only non-trivial equationg14) become

doo(1u) = cyaf(lu), Gap(Ou) = (1 — 2)0(0u), gap(ul) = yasb(ul), @Gae(ud) = (1 — a1as)f(u0)

TheRHS of theseequationsareinvariantw.r.t. thetransformationsy; — kay, as — ao/k, ag — as/k.
With eachS C R we associatehe minimal logical multicasttree7s = (Vs, Ls) thatspangheroot p and
S. This is obtainedby first finding the minimum spanningtree of p and.S in 7. The branchpointsin the
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spanningtree, togetherwith p and S, form the nodesetVs. To defineLg, the parentfs(k) in 7s, of each
nodein Ug := Vs \ {p}, is the =-minimal j in Vs suchthatj > k in 7. A pathin 7 thatconnectswo
nodesin Vs is calledan S-segment. K5(i) = {j € V : i < j < fs(i)} is the S-sggmentterminatingat
i € Ug. Giveni € V, k5(i) denotethe nodein Vs thatterminateshe S-segmentcontainingi, i.e,. thatfor
whichi € Ks(ks(i)). Likewise,as(i) = [];cx,(;) @; denoteshe compositetransmissiorprobability along
thesggmentK (7). as = {as (i) : ¢ € Us} will denotethe collectionof suchprobabilities.

Let Dg bethe #Us x #U incidencematrix of the nodesof U in the sggmentsof 7g, i.e., Dgj;, = 1 if
k € Kg(j) and0 otherwise.SettingSs (k) = log as(k) andz, = log ay, we have that

Bs = Dsx (31)

for any S C R. Beforestatingandproving resultson identifiability, we note thatthereexists at leastone
solution, log o, to (31). Let P, s denotethe distribution of the reportsfrom nodesin S. We give two
conditionsfor identifiability of «.

Theoem?7: Let7 beacanonicalosstreeand{S;}", acollectionof subsetof R.

(i) U = Ur,Us, if andonly if theequationy s, = Dg,z}7, have auniquesolutionz.
(i) AssumeP, 4 s, identifiesag, for eachi. Then{P, s, }, identifiesa iff either(andhenceboth)of the
conditionsof part(i) aresatisfied.

Uniquenesf the solutionto (31) is determinedby the structureof the Dg, which dependonly on the
topologyandthe choiceof the S, noton 35. Consequentlywhenuniquenessolds,it holdsfor ary additive
metric. Onecandevise a testfor identifiability basedon pathlengthin termsnumbersof links. And if « is
notidentifiable,the procedurecanbe modifiedto determinewhich links canbe solved.

We saythatcompletedatais available from asubsetS if §(z*) > 0 for all z* suchthatR(p, z*) = S, i.e,.
for which reportsarerecevedfrom all receversin S andno others.Let S, denotethe setof subsetsS of R
for which completedatais available,and©,. the setof missingnesparameterg with U = UgcsUs.

Theoem8: Restricttheparametespaceo A x ©, andassumelatais MCAR. ThenP,, 4 identifies(«, ).

Althoughwe donothave acorrespondingesultfor generaMAR models,Theoren8 is sufficientto enable
furtheranalysisof simplemodelsin thefollowing sections.

V1. ASYMPTOTICS FOR LARGE NUMBERS OF PROBES

Let & = agmax, L(«) denotetheincompletedataMLE arisingfrom (17). In this sectionwe examinethe
asymptotigoropertiesof & asthe numberof probesn grows, without specificreferenceo the EM algorithm.

Theoem9: AssumeMCAR. TheincompletedataMLE ¢ is consistenti.e.,lim,,_,,, & = « almostsurely

We now describethe asymptoticvarianceof ¢ for large numbersof probesrn in the regime of smallloss
probabilitiesa. We calculatethe expectedFisherinformationmatrix for the incompletedataproblem,i.e.,
thematrix Z(«, 0) = [Z% (e, 0)]ijcv, WhereZ (o) = —Egiféiﬁ- Underconditionsthatwe establishbelow,
theinverseof Z(«), suitablyrescaledis theasymptoticvarianceof c.

Our approachs to decomposehe Fisherinformationmatrix asa sumover subtreedor which complete
datais presentaittheleaves.In theoriginalincompletedataproblemfor thelogical multicasttopology 7, the
countsng = {m(z*) | R(p,z*) = S}, for eachS C R, canbe consideredisa setof countsof complete

outcome®n 7 stemmingrom thoseprobesor whichreportswererecevedonly from nodesn S. Thusthe
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incompletedatalog-likelihoodfunctioncanthenbe decomposedsfollows:

Lla)= Y LcTs ns,as), whereLy(Ts, ng,as)= > m(z")logpas(zs)  (32)

SCR:S#0) z*:R(p,x*)=S

andz% = {z} : k € S} is thedatain z* thatis obserableat S. The correspondinglecompositiorof the
expectedrisherinformationmatrix is

Z Z IM 6a5 )8a5(€) (33)

oo
SCR:S#£0 klcUs J

whereZZ (as) = EW Let Ny = nP[R(T™(X®)) = S] bethe meannumberof probeswith
dataobsenable exactly at S, and Wg(i) = ) o, the sumof link loss rateson the S-segment
containingi.
Theoem10: (i) Whend € ©. andhencewhend is consistent,/n(& — «) corvergesin distributionto a
meanzeromultivariateGaussiamandomvariablewith covariancematrixn='Z ().
(i) Whendatais MCAR, T = 35 p.sg weiyOns(ims(g) + O(1) @sa — 0.
Example: uniform reporttransmission.Let reportsbe transmittedindependentlywith uniform probability
€ (0,1]. ThenNg = np#Sp#E~#5_ For eachS C R, andnodel € Us, let Cs(¢) denotethe matrix
on U with entriesC¥ (¢) = 1/Ws(3) if i,5 € Kg(¢) and0 otherwise. For s € {1,...,#R} letC, =

ES:#S:s ZZeUS CS (g) Then

jEKs(Ks(i))

#R
I=nC-(1+0(@), where C=> p'(l-p)*i=C, (34)
s=1
Let Px denotethe orthogonalprojectionontothe nullspaceof a symmetricmatrix K, andrecursvely define
matricesk, ..., Kyg by K; = C;, and

KS = PK1+...K37105PK1+...KS) Kl = Cl' (35)

Let o denotetheminimal s for which Pk, .k, = 1. SinceCyxr = 1, suchar, < #R exists.

Propositionl: pC~! corvergesto the pseudo-inerseof K, asp — 0.

Let I, denotetheFisherinformationarisingfrom measurementsn binarysubsetsi.e., I; is thesumobtained
by restricting(33) to binarysubsetsS.

Proposition2: (i) Z > 7, > 0, andhence) < 7! < Z,', in theorderof positive linearoperators.

(i) Propositionl holdswith ry = 2.

Thuswe have established:

Proposition3: Assumeindependenteportlosswith uniform probabilityp. Then\/n (& — «) corvemgesto
multivariateGaussiarrandomvariablewith meanzeroandcovarianceG(«, p), wherelim, o p*G(«, p) =
KI, + O(||a||*) asa — 0, whereK I, is the pseudo-inerseof K.

Proposition3 suggestshatwe approximatehe varianceof ¢y, by (K I1)/(np?) whenp anda aresmall,
andn is large.

Example:uniform reporttransmissiorfrom binary treesConsiderthe family of binarytreeswith 2" leaves,
r = 1,2,..., with smalluniform link lossprobabilitiesa anduniform smallreporttransmissiorratep. Let
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v(l) ={3,3}
U(Q) = {é’ %, %
v(3) = {55 3107 17 7
_ 1 43 27 91 4
v(4) = {55 53> 113 124’ 5
_ 5 33 5 21 36 5
v(5) = {17 Tr93» 80> 507 58 11
p(6) = {3 8T 13 153 73 20 6
4096 368647 57607 17607 2647 3127 13

TABLE Il
FIRST SIX SETS OF COEFFICIENTS v(r)

v(r) = (vi(r),...,v41(r)) denotethe setof uniquediagonalelementof K I, /@, the j** elementdetermin-
ing the asymptoticvarianceon links j nodesaway from the root. The first six v(r) were computedusing
Mathematicaandarereportedn Tablell. In all caseghe estimatorvariancerisesin a giventreeon moving

away from the root, exceptfalling slightly at a leaf link ascomparedwith its parent. At a given distance
from theroot, thelink variancedecreaseasthetreedepthincreasesBoth thesetrendscanbe understoody

theintuition thatvarianceshoulddecreasevhendatais availablefrom larger subtreedelon a givenlink of

interest.Consideringherootandleaflinks only, thevaluesin Tablell areconsistentvith theforms

T 1 o
wi) = ey ) =5

(36)

VIlI. CONVERGENCE RATES FOR THE EM ITERATES

We now considercorvergenceof the EM iteratesthemseles. Let M denotethemapon RY thatimple-
mentstheiteration,i.e., suchthata“+!) = M (a®). A Taylor expansionof theiterative mapgives

a) —ax VM- (a9 — ) (37)

whereVM;; = %ﬁ:;i is the gradientof M. A standardresult[17, §3.93] expressesVM = (1 — Z7'7),
with Z. the completedatainformationmatrix andZ the incompletedatainformationmatrix from (33). The
convergenceratio of theiterationis takenasthe maximumeigervalue A for VM.

Our analysisof the corvergenceratio is confinedto the regime treatedin SectionVI, namelythat of
independenteporttransmissiorwith small probability p, andsmalllink lossprobabilitiesa. In this regime,
we have seenthat(Z, !);; = n '(@;d;; + O(||@||?) andsofrom (34) VM («);; = 6;; — @;:Cij + O(||a]|?). Let
£(X) denotethe setof eigervaluesof amatrix X.

Proposition4: Assumeindependenteportlosswith probabilityp € (0,1) andsmalluniform probeloss
ratew. The corvergencerate \ for the EM algorithmobeys A = 1 — p?x + O(p%(p + @)). wherek is the

minimumnon-zerceigervalueof a K.

VIII. EXPERIMENTS AND SIMULATIONS

In orderto evaluatethe performancenf the missingdatainferencealgorithm,we conductedwo typesof
simulation. First, we usedsimulationwe usedmodel-basedimulationin which the modelfor missingdata
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Fig. 2. 4-RECEIVER BINARY TREE: usedin modelbasedsimulationof SectionVIlI-A.

indicatorsconformedwith theassumedAR property Secondwe useda network-basedmplementatiorof
the RTCP-basedeportingmechanisnoutlinedin Sectionll-F. In this casethe missingdataindicatorsare
notknown to conformto the MAR model. This enabledusto testrobustnes®f thealgorithmwith respecto
violationsof the MAR hypothesighatmight occurin arealnetwork application.

A. Model-basedimulation

We conductednodelbasedsimulationson a balancedinarytreewith 4 recevers,illustratedin Figure2.
Probelosseswere independentith a uniform lossrate per link. Recever reportswere generatedt each
recever for eachprobeandweresubjectto independentosswith a uniform probability We conductedL00
separateumulationruns,eachof 100,000probes.Initialization of a{®) used(18). The terminationcriterion
for the EM algorithmwasthatsuccessie iteratesa,(f) shoulddiffer by lessthan10~* oneachlink k.

Figure 3(left) shovs the meanand error barsfor 95% confidenceof link loss estimatesobtainusingthe
missingdataalgorithm.We alsodisplaythe correspondinguantitiesfor the completedataestimatorapplied
to only thoseprobesfor which completereportswereavailable. In both casegshe meanestimates closeto
the modellossrate,i.e. @, = 0.01. But notethe rapid wideningof error barsfor the full dataalgorithm,
comparedwith the missingdataalgorithm, asthe reporttransmissiorprobability decreasesFrom Prop.3
we expectthe standarderror to diverge asp~! for the missingdataalgorithm, regardlessof the topology
However, in a 4-leaftreethe numberof probeswith completedatais proportionalto p*. Hencewe expect
the standarcerrorto divergeasp—2, with fasterdivergencefor treeswith morereceiers. In this example for
p lessthan0.4, the error barsencompas#ossrate0: the inferredlossfrom completebecomesstatistically
indistinguishabldérom 0.

Figure 3(right) breaksdown the standarcerror accordingto the locationof thelink in the topologylinks
1, 2 and4 beingrepresentate of links respectrely 0, 1 and?2 links removedfrom theroot. The experiment
standarcerrorshow closeagreementvith the theoreticalvaluesobtainedby invertingthe informationmatrix
7 in (34). We alsoshaw the small p approximationobtainedusing Proposition3 andthe valuesv(2) from
Tablell. Theapproximatiorremainsreasonabl@venfor quitelarge p.

B. RTCP-base@xperiments

The RTCP-baseaimulationsuseddatagatheredrom a network-basedmplementatiorof lossreporting.
Lossreportsare embeddedn RTCP feedbackpaclets; any collector listening to thesecan then perform
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Fig. 3. VARIANCE OF MISSING DATA ESTIMATOR IN 4-RECEIVER UNIFORM PROBE AND PACKET LOSS MODEL: Over 100
simulationrunseachof 100,000probes,uniform link lossa = 0.01, probetransmissiorratep from 0.1 to 0.9. LEFT: mean
estimatewith error barsfor 95% confidence. Comparisorwith estimatorusing only probeswith completedata. RIGHT:
standarcerrordependingnlink location: experimenttheoryandapproximation.

inference. The basic RTCP reporting mechanismincludesonly the averageloss rate basedon sequence
numbersof receved paclets. An extensionof the report format allows the inclusion of a binary vector
indicatingreceiptor otherwiseof a setof paclets.

Accordingto the RTP standard20], the total reportvolume over all receversshouldnot exceed5% of
the sourcerate. RTCP clients estimatetheir shareof this baseduponthe reportsthey hearfrom the other
recevers,andlimit reportfrequeng andsizeaccordingly Consequentlyfor a sufficiently large numberof
recevers,it will not be possibleto reporton all probes. Missingnessarisesthenby two mechanismsthe
omissionof certainprobesfrom reporting,andthelossof reportpacletsduringtransmissiorto the collector

The implementationof extendedRTCP-basedeportingusedin this study hasa simulationmode that
enablest to reporton paclet lossesgeneratecn a modeltopology accordingto a Bernoulli loss model,
ratherthandueto paclet lossin a real network. The probesourcewas chosento have the characteristics
of a GSM audio streamthat could act asa probesourcein real networks, sendingpaclets at a rate of 50
per second. Sinceprobelossesfollow the assumedstatisticalmodel, only the missingdataindicatorscan
potentially exhibit departuredrom our model assumptions.Reportthinning and transmissiorthen takes
placein themannerdescribedabore.

We collectedtracesfrom a 32 recever balancedbinary tree for which the link loss rateswere chosen
independentlywith a uniform distribution betweenl1% and 10%. The tracecomprisedreportson 11,956
probepaclets,encompassingbout4 minutesat 50 paclketspersecond.Themeannumberof reportsreceved
for agivenprobewas18.8,sothatthe proportionof missingreportswas1 - 18.8/32= 41.3%.Themaximum
numberof reportsper probewas29, i.e. no probehadcompletedata. Figure4(left) shawvs a scatterplot of
the 63 pairsof (actual,inferredjossrates.The agreemenis quietclose,with tight clusteringaroundtheline
of slopel throughtheorigin. The medianrelative errorover all links wasonly 4.5%.

Figure4(right) displaysthe median 5" and95™" percentileof therelative erroroverall links asafunction
of the size of a subsetf probesusedfor inference. Note that even with 2000 probesthe relative error
typically lessthan50%. Hencewe canexpectto identify thelossiestinks with measurementsveraduration
lessthan1 minute. The medianerroris only about13%for this numberof probes.
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Fig. 4. INFERENCE FORM RTCP TRACE DATA ON 32 RECEIVER BINARY TREE. LEFT: Scattemlot of inferredvs. actualloss

ratesfor full traceof 11,956probes. RIGHT: Median,5" and95"" percentilesof relative error over all links asfunction of
numberof probes.

| X. CONCLUSIONS

In this paperwe have extendedthe multicastbasedmethodfor inferring network internallossfrom end-
to-endmeasurementhatwasfirst proposedn [3]. The extensionwasmotivatedby the proposediseof the
RTCPtransporfprotocolto transmitmeasurements hiswill inevitably leadsto missingdata,eitherthrough
the needto thin data,or dueto lossof reportsin transmission\We appliedthe EM algorithmto generaten
iterative approximatiorto the correspondindVLE, andanalyzedts corvergenceratefor a classof models.
We evaluatedthe approachon dataderived from model simulations,and also on tracesgatheredfrom an
implementatiorof the RTCP-basedeporttransfermethod. Theseresultsshaved (i) variancereductionas
comparedwith an ad hocinferenceapproachiii) accurag of inferredlossratescomparedwvith model or
directly measuredatesin the simulation; and (iii) robustnessof the approachunderpotentialdepartures
from themodelassumptionsn the missingnesstatistican the RTCP-base@pplication.In the RTCP-based
experimentsthe medianestimationerror on a 32 recever tree was only about13% for 2,000 probes,and
wastypically lessthanabout50%. Thusinferencesufficiently accurateo identify thelossiestinks couldbe
performedon measurementsollectedover abouta minute.

Futurework is plannedin two directions. First, we wantto apply the samegeneralmethodologyto the
estimationof otherinternal characteristicssuchas delay utilization and topology itself, by adaptingthe
framework of the presentpaperto work on estimationof thesequantitieswith completedata,asperformed
in [4], [10], [16] A seconddirectionis to develop morespecificmodelsof the missingdatamechanisnthat
couldbeusedn aparametri@approacho estimatiorwith missingdata.Lastly, weintendto publishelsevhere
detailsof the RTCP reportingmechanisnthatmotivatedthis study;see[2].

AcknowledgementWe thankFrancescd.o Prestifor someusefulsuggestions.

X. PROOFS OF THEOREMS

Proof of Theorem2: WefirstrenderL.(«) into thecanonicaform of astandardxponentiafamily. Denote
by 0 and1 theelements: of 2 with x; all 0 or all 1 respectiely. For z € 2, denoteby W' (z) thosenodes
k € U for whichz; = 0 for all j € R(k). Let W(x) be the >-maximal elementsof W'(z). Note that
W (1) = 0. Foreachk € U andi € {0,1} defineg,(i) = Po[X; = 4,Vj € R(k)|Xfx) = 1]. Definenew
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parametergd, : k € U} by 6 = 10g(qk(0)/qk(1)). Obserethat

q’“ = I] ¢~ (38)

keWw ( z) keW (z)

We interpretthe productover () for x = 1 as1. The maptaking A to its image A underthe changeof
parameters: — ¢ is invertible. To seethis notethatgiven) _, p.(z) = 1, (38)fixesthep, (z) in termsof
thed. Thesen turn determinghev,, andhencethe oy, by Theorenm?2.

Writing n(1) = n — 3_, 1 n(z), andrecallingthatW (1) = 0, we find

L) = Y n(z)Y 6 +nlogpa(l) =Y Nij — nc(d)

z€Q  kew(a) keU

whereNy = 3~ co.kew(z) M(@), ande(d) is thereparameterizatioaf — log p. (1) in termsof &:

logz H ek (39)

z€Q keW (z)

The expression(39) hasthe form of a standardexponentialfamily, with the log-likelihood expressedn
termsof the naturalparameters = {d; : k£ € U}, sufficient statisticsN = {Nj, : £ € U}, andcumulant
c(6). Sincec(d) is finite for all § € RY the family canbe consideredull. However, the parametespaceof
interestis theopensubsetA ¢ RV thatis theimageof .4 underthereparameterizatioa — 4.

SincethemappingA — A : « +— ¢ isinvertible,the parameterg areidentifiableby Theorem2(v), and
hencethe exponentialfamily is affinely independent(A simpleargumentshaows that naturalparametersn
anopensetareidentifiableiff the exponentialfamily is affinely independent)A well-known result(seee.g.
[14, Ex. 6.6.3.]) for standardexponentiafamiliesthensaysthatthe MLE is the solutiond’ of

Ny =Es[NJ, keU (40)

providedthis § liesin theinteriorof A. Butclearly .., N; = n(1 — 7), andhencefinding the solutionto
(40)is equivalentto finding the solutiona’ to

Y& — Eal [?k], k € U (41)
Provided”y € G, thenby Theoreml, & is theuniquesuchsolution,andhencef it liesin A it isthe MLE. g

Proof of Theorem 3:  Obsere thatE,[L.(c')/m] = > ., Es[n(z)|/m]logpy (). Hencemaximizing

a0 o Over o is equivalentto finding the complete-dataVLE, but with n(z) replacedby Eso [n( )|m|
throughout.In particular 7, beingalinearcombinationof then(z), getsreplaceobyfy . Now if a®¥ € A
thenit is nothardto seethat?,, (z*) € G for eachz*, andhencey® € G sinceg is corvex. Theresultthen
followsfrom Theoremsl and2. m

Proof of Theorem4: Theconditionsaysthatthesequencef EM iteratesexistsin A. Parts(i) and(ii) follow
from Theoremé of [22]. Thisis because(a) by Theoremi(iii), a“*") is stationaryfor a — Q(c, a); (b)
V.Q(d, a) is clearly continuousfor (¢/,a) € A x A; and(c) By Theorem2, £, comesfrom a regular
exponentiafamily andhencel|a“*!) —a®|| — 0 ast — oo; seeremark3(vi) in [22]. Part(iii) thenfollows
from Corollarylin [22] g
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Proof of Theorem 5: For the proofwe obsene thefollowing Markov propertyof the probeprocessX:
(M) Conditionedon X; = 1, thedistributionsof the setsof variables{ X}, : k¥ € R(:)} areindependentor
differenti € d(k).

If y; = 1, thenV,cgrmz; = 1, andhencey, o(z*) = 1. Supposénsteadthaty; < 1. Let Q(k) denote
theeventthat X; = 0 for all j € R(k,z*) if R(k,z*) # 0, otherwisetake Q(k) asthe universalsetin the
underlingprobability space. Sincey; = 1 for h = h(k,z*), then{X* = z*} C {X, = 1} andhence
{(Xr =27} ={X), =1} NQ(d(h, k)) N {X} ==} : j € R\ R(d(h, k))}. Thisyieldsthat

Pol{VjermyX; =1} NQ(d(k, h)) | Xp = 1]
Po[Q(d(k, h)) | Xp = 1] ’

PalVierm X; =1 X" =a"] =
(42)
wherewe have usedproperty(M), andthefactthatP[A | BN C N D] = P[A | C | B] whenA andC are

conditionallyindependenof D given B.
Thedenominatoin (42)is justcg k). To treatthe numeratorobsere that

Po[{ViermX; =1} N Q) | Xy = 1] (43)
= Po[{VjermX; = 1} N Q(d(k,9)) N {Xi = 1} Njeaapari) QU) | Xpe) = 1]
= Pa[{ViermX; = 1} N Qd(k, 1)) | Xi = 1| Xp5) = 1PalXi = 1| Xs6) = 1] [ [ PalQU) | Xi | Xy5)]
jed(i)\d(k.i)

= Pal{VjerwX; =1} NQd(k,) | Xi=1] a; [] ¢

jed(@)\d(k,)

Herewe have usedQ(j) = Nica(;)@(), theMarkov property(M), andthefactthat { X, = 1} C { Xy,

1}. Applying (43) repeatedIyto the numeratorof (42), we obtainthe form P, [{V,crmX; = 1} N Q(k) |
Xy = Ul pzi<aee,n @i ngd (i)\{dgi.k G- Thefirsttermisin this productis Po[{V;erpX; = 1} N Q(k) |
Xiwy = 1] = axPal{Vierm X; = 1} | Qk) | Xpw) = 1] = (1 = Pa[VjermX; = 0| Xf(k =1]/ex) =

¢k — by, andthestatedesult(23) follows. g

Proof of Lemma 1: We first shawv thatfor eachk € V thereis somez* € Qf with m(z*) > 0 for which
Yr,a(z*) > 0. By condition(25) thereis z* with m(z*) > 0, for which eitherz? = 1 or 23 = u for some
j € R(k). In theformercasey, .(z*) = 1-or zj = u; in the latter caseit is not hardto seein Theorem5
thatcy, > by andhenceyy, o (z*) > 0. SinceV, o(z*) > 0 for all z* € Q, theny, , > 0.

By (26) thenfor eachk € V' \ R thereexists z* with m(z*) > 0 suchthat? ,(z*) = 1, andchildren
j» £ of k for which7; 4 (z*) = 1 while 74 (z*) > 0. HenceYyo(z*) < 3 cqk) Via(z"). Sinceby definition
Vka(z*) < Zjed(k) Fjo(z*) for all z*, we have 7, , < ded Vi« Takingtheserelationsover all relevant
k7. €G.n

Proof of Theorem 6: Reparameterizintheincompletedatalik elihoodfunction £ in termsof , we obtain
L = n(11)log(yz + 73 — 1) + n(10) log(y1 — 73) + n(01) log(v1 — 72) + n(00) log(1 — 71)
+n(1u) log(vs) + n(ul)log(ys) + n(0u) log(1l — ¥2) + n(u0) log(1 — 73)

Writing thisas £ = Zw*e% n(z*)L, it sufficesto show that — L, is jointly corvex in ~, 7,3 for
eachz*. This follows from the fact, establishedy direct computation,that the principal minors of the
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Hessiammatrices—[02 L~ /07i07;lij=1,2,3 arenon-ngative. Corvergencethenfollows from Theorem4 and
the standingassumption$25) and(26). g

Themethodusedin the proof appearsotto extendto moregeneratrees,notevenbinaryones.

Proof of Theorem 7: (i) We establishthatif U = U, Us,, thenthereis a uniquesolutionz. We do
this by contradiction. Supposehatthereexistsa nodek € V suchthattheredoesnot exist a uniquevalue
for z. Pick ary such<-maximalk. By assumptionk terminatessomesegmentKg, (k) andhencez;, =
Bs, (k) — Z,Hﬂfsi(k) z;. By the maximality assumptionall termson the RHS areunique,andhenceso is
L.

We establishnow thatif thereis a uniquesolutionz, thenU = U2, Ug,. This is doneby contradiction.
First, noteif the solutionz is unique,it mustbe z;, = log oz Secondnotethatwe only needto considera
branchpointk € U \ R. Assumethereexistsk ¢ U™, Ug, \ R. Thenevery segmentcontainingv € d(k) also
containsk. Usingz;, = log oy, we canreducethe family of equations{5s, = Dg,z}7, to thefollowing set
of equationglescribingthe behaior of z;, andz,, v € d(k),

4z, =0,  VYvedk) (44)

where ! is the log of the probability of a receptionof a pacletatv € d(k) giventhatit wasreceved at
f(k). The s, aredeterminedy thelink probabilitiesotherthanay, ande,, v € d(k), andthe original g, .
However, theseequationsdo not have a uniquesolution,resultingin a contradiction.

(i) The solutionz to {Bs, = Dgs,x}™, is not uniqueif andonly if thereis morethat one setof link
probabilitiesa giving riseto thesame{ag, }, andhencethesame{P, o s, }™ . B

Proof of Theorem 8: With MCAR the missingnesprobabilitiesdo not dependon any data,andsowe can
replaced(z*) with 0(t(z*)). Sinced_ ... r—p Po(z*) = Lorall ' € {0,1}7, g o(2*) = garpr(2*),V2* €
Q* impliesg = ¢'.

Considemow ary S C R for which completedatais available. Thené(¢(z*)) areequalandhencestrictly
positive for ary z* with R(p, z*) = S. Henceq,¢(z*) = qu ¢ (z*) impliesp,(z*) = po(z*). By Theo-
rem1(iv), ag isidentifiable.Thena is identifiableby Theorem7(ii) sincef € ©.. g

Proof of Theorem 9: The proof of mirrorsthatof Theorem3(ii) in [3] which in turn usesLemma7.54in
[19]. Although not mentionedthere,the latter resultrequiresidentifiability. This follows from the MCAR
assumptiorandTheorem8. g

Proof of Theorem 10: We first shav that Zs is positive definiteif completedatais availablefrom S. By

standarcarguments(seee.g. Prop2.84in [19]) onewrites T4 (ais) = Covg,(2efe s8] OLlTssas))

If T2 (as) is not positive definite, thereexists somenonzeroc € RUs for which ¢ - Zg(aus) - ¢ = Varg g(c -
OLelTeMs.0s)) = 0. Thishappensf ¢ - 205 Ts:05) — ¢, aimostsurely or, equivalently if - ak’%j(wg) =0
for all 2%, sincef(z*) > 0 by assumption.Repeatinghe agumentof Theoremd(ii) in [3], this requires
c=0.

Obsere that 225 = B(as)DsB~'(a) where B(a) is the diagonalmatrix with entriesfrom a.. Thus
T > Y ges, B~ (@)D B(as)Is(as)B(as) Ds B~ () (as positive linear operators). Since the kernel of
a sumof non-ngative definite operatorgs the intersectionof their kernels,the sumis positive definiteiff
Nses, ker(Dg) = {0}, i.e.,iff theequations{ s = Dsz}ses, have auniquesolutionz, whichis guaranteed

by Theorem7(i) andtheassumptiord € ©..
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(i) Let S € Sy. Noteas(k)/ci = Dsri(1 + O(||@|])). With dataMCAR, the #(z*) areequalfor ary z*
with R(p, z*) = S, andhenceEm(z*) = Nspl(2*) = Nspag (). FromTheoremS of [3], Ng'Zs(as) has
inversevs for which vk = a5 (k)dke + O(]|as||?). HenceZt (as) = as(k (dke + O(|[@s]]). Finally, obsere
thatas(ks(z)) = Ws(i) + O(]|@||?). Puttingthesetogethemwith (33) theresultfollows. g

Proof of Proposition 1: Rewrite C' = S~#% pC" whereC! = 3, ., C; - (—1)*~*("~}). Obserethatthe
definition of K is invariantunderreplacemenof C, by C in (35fs?ncePK1+___+Ks_ICs,PK1+___+KS_1 =0

for ' < s. Let W, denotethe unitary matrix thatdiagonalizeds; andsetW = []2, W;. (Sincetheranges
of the K aredisjoint, the variousW,; commute).Thenup to unitary transformatiorunder¥, we canwrite

C' is block diagonalform

272A11(p) pzAu (p) -+ PAi,(p)
A A . 7o A ro
c=w| ? fl(p) P fQ(p) e ®) |y (45)
proATol(p) pTOA'I‘()Z (p) Tt p ATQTQ( )

whereA;(p) = Aj;(p), andeachsubmatrixA;; corvergesto someA;; asp — 0 suchthatthe block matrix
with A,, asthe s'" diagonalelementand zero elsevhereis unitarily equivalentto K, underW. By con-
struction,the Ay, areinvertible, and henceso arethe A,,(p) for sufiiciently smallp. The block diagonal
representationf C' canbeinvertedinductively asfollows. Assumethe block submatrixBi,_ j;,—1; compris-
ing thefirst s — 1 bIockscanbeinvertedandthatB[;il][s_l] is O(p'~*) asp — 0. This conditionis trivially
satisfiedfor s = 2. Now write By);,) asatwo-by-two superblockmatrix

B B
Bigisl = [s—1][s—1] [s—1]s ) 46
[s]ls] ( Bs [s—1] pSASS(p) ( )

ThenB=}

sl = Dsa(p) - Dy 5 (p) where denotingiV, = By,

[s—1][s—1]

B! —p W, 1—p *B_ WT 0
Ds — [s—1][s—1 s Ds — [s—1]s¥Vg
1(2) ( —p*sWZJ p AL (p) ) ’ 2(p) ( 0 1 — p~ By sy W,

Now Bi,_y;,s = O(p®) asp — 0, from whichit follows that

Bis_1)sA,, (p) andW] its transpose,

B[s,s](p) = ( 8 p—s?4;91 ) + O(pl_s)- (47)

Consequentl,yB[gsl] = O(p~®) asp — 0, completingthe inductionstep. The statemenbf the Proposition
thenfollows from (47) by takings = ry. g

Proof of Proposition 2: (i) In the givenmodel, Ns > 0 for all subsetsS of R, andhenceZ > Z,. Since
eachnodein U C R hasatleasttwo descendeneavesU = Uxs-2Us andhenceZ, > 0 by anamgument
similar to thatin Theorem7(i). Now if A > B > 0then0 <1—a <1—-b < 1 wherea = A/(2||4||) and
b= B/(2I|All). Since[|1 —al|, [1—bl| < 1,07 = (1= (1 =)' = 2,1 —a)' < 201 -b) =57,
whencetheresultfollows.

(i) Considerinferenceperformedby usingonly measurementsom binarysetsS. Z, = pQ; + p*Q, for
someQ,; and(@, independentf p, andhenceZ, ! is O(p~2). By (i), T~! < Z, ', which precludes, > 2 in
Propositionl. We concludery = 2 by shaving that K; has0 asaneigervalue,for thenry, > 1. Assumethat
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theroot p asa uniquechild 1. If not, partitionthe 7" into disjoint subtreeswith nodesdescendedrom each
child of p, thenapplythefollowing agumentto eachsubtree Let v denotetheelementof RY with v(1) = 1,
v(j) = —1for j € d(1), andv(k) = 0 otherwise.Obsere thatfor eachk € R, the Cy(k);; areequalfor
i,j € {1,d(k,1)}. SinceCy =Y, . r Ciy, thenCy - v = 0. g

Proof of Proposition4: max&(VM) =1 —amin&(C) + O(@)). From Propositionsl and2 we know
that C' takesthe block diagonalform (45) with », = 2. From this is follows that eacheigervalue of C
takesthe form p'v;(p) + O(p**!) for some:i € {1,2}, wherelim, ,ov;(p) € £(Ai;). Since0 ¢ E(Ay),
p2min &(C) — min £(Ay) asp — 0, andhencetheresultfollows. g
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