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Multicast-BasedLossInferencewith MissingData
N.G.Duffield, J.Horowitz, D. Towsley, W. Wei, T. Friedman

Abstract

Network tomographyusingmulticastprobesenablesinferenceof losscharacteristicsof internalnetwork links from reports
of end-to-endlossseenat multicastreceivers. In this paperwe develop estimatorsfor internal loss rateswhenreportsarenot
availableonall probesor from all receivers.Thisproblemis motivatedby theuseof unreliabletransportprotocols,suchasRTP, to
transmitlossreportsto acollectorfor inference.We useamaximumlikelihood(ML) approachin which weapplytheExpectation
Maximization(EM) algorithmto provideanapproximatingsolutionto thetheML estimatorfor theincompletedataproblem.We
presenta concreterealizationof the algorithmthatcanbe appliedto measureddata. For classesof modelswe establishidentifi-
ability of theprobeandreportlossparameters,andconvergenceof theEM sequenceto theMLE. Numericalresultssuggestthat
thesepropertieshold moregenerally. We deriveconvergenceratesfor theEM iterates,andtheestimationerrorof theMLE. Last,
we evaluatetheaccuracy andconvergenceratethroughextensivesimulations.

Keywords: End-to-endMeasurement,Network Tomography, Missing Data,Maximum LikelihoodEstimation,EM Algorithm,
Multicast,RTP, RTCP.

I . INTRODUCTION

A. Motivation

As the Internetgrows in sizeanddiversity, its internalperformancebecomesever moredifficult to mea-

sure.Any oneorganizationhasadministrativeaccessto only asmallfractionof thenetwork’s internalnodes,

whereascommercialfactorsoftenpreventorganizationsfrom sharinginternalperformancedata.Onepromis-

ing techniquethatavoidstheseproblems,MulticastInferenceof NetworkCharacteristics(MINC), usesend-

to-endmulticastmeasurementsto infer link-level loss ratesanddelaystatisticsby exploiting the inherent

correlationin performanceobservedby multicastreceivers.Thesemeasurementsdo not rely on administra-

tiveaccessto internalnodessincetheinferencecanbecalculatedusingonly informationrecordedat theend

hosts. Efficient inferencingalgorithmsaregiven in [3] for loss,[16] for delaydistributions,[10] for delay

variances,and[4] for inferring thelogical multicasttreetopologyitself. Extensionsof theseideasto unicast

(wheremulticastis replacedby apacket pair [6] or apacket stripe[11]) havealsobeenproposed.

All of the algorithmsbasedon the MINC methodologyrely on the availability of completeinformation

from thereceivers.Providing suchmeasurementsfrom a dedicatedinfrastructureusingreliabletransmission

of measurementsto an inferenceengineraisesissuesof cost and scalability. An alternative lightweight

approachthe extensionof RTCP, the RTP [20] control protocol,to provide extendedlossreports[12], [2].

By piggybackingMINC loss reportson a standardtransportprotocol, one can effectively co-opt regular

applicationsandtheir traffic to form a lightweight impromptumeasurementinfrastructurethatencompasses

many host end-points. However, loss reportsare typically transmittedunreliably. Furthermore,the RTP

standardimposesa constrainton the bandwidththat canbe usedby RTCP packets. Thus,this deployment

will resultin theavailability of only incompletedatasetsfor thepurposeof network inference.Thismotivates

theneedto modify theinferencingtechniquesto beableto handleincompletedatasets.
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B. Contribution

In this paperwe adaptthemulticastinferencetechniquesof [3] to performinferenceof internallink loss

characteristicswhendatais missingfrom someof thereceivers.Thedatafor inferencecomprisesmeasured

end-to-endlossof multicastprobessentfrom a sourceto a numberof destinationsbut whereonly a subset

of the destinationsreportobservationsfor eachmulticastprobe. As in [3], we usea Maximum Likelihood

Estimator(MLE) arisingfrom the correspondinglikelihoodfunction for the link probabilities. In contrast

[3], it is not generallypossibleto determinetheMLE by simpleroot finding whendatais missing. Instead,

we usethe ExpectationMaximization (EM) algorithm [8] to generatean approximatingsequenceto the

correspondingMLE. Wenow outlinetheremainderof thepaperandthedetailedcontributions.

In SectionII we setup themodelsfor the multicasttree,probepropagation,andreport loss,andreview

someresultsfor loss inferencefrom completedatafrom [3]. We describemodel frameworks for missing

dataandgivetwo examples:inferenceusingunicaststripes[11], andinferenceusingextendedRTCPreports,

asproposedin [1]. In SectionIII we setup the incompletedatalikelihoodfunction, anddescribethe EM

algorithmandits applicationto thepresentmodel. We establishconditionsrequiredfor convergenceof the

EM iteratesto theMLE. We translatetheseinto conditionson themeasureddata.In SectionIV we tailor the

EM algorithmto ourspecificproblemandpresentanalgorithmfor useonmeasureddata.SectionV addresses

conditionsfor identifiability of modelparameters.Convergenceof theMLE asthenumberof probesgrows

is investigatedin SectionVI; in particularwe obtainexpressionsfor theasymptoticvarianceof theMLE for

aclassof models.A relatedexpressionfor theconvergencerateof theEM iteratesis obtainedin SectionVII.

The algorithm from SectionIV is evaluatedin model-basedsimulationand using experimentallyderived

tracesin SectionVIII. Weconcludein SectionIX. Detailsof mostproofsaredeferreduntil SectionX.

C. Relatedwork

Several tools and methodologiesexist for characterizinglink-level behavior from end-to-endmulticast

measurements.However, mostof these,includingtheMINC methodologiesreferredto earlier, requirecom-

pletedatafrom all of the receiversin themulticasttree. Thesemethodologieshave beenadaptedto unicast

throughthe transmissionof packet pairs[6] or stripes[11] pairsof receivers. Thedatathenconsistsof ob-

servationsfrom pairsof receiversandcanbeinterpretedasobservationsin which thedatais missingfrom all

but thesepairsof receivers.Themethodpresentedin [11] disjoinsinferenceinto separateproblemsfor each

pair of receivers,producinglink estimatesby averagingoverall estimatesproducedfrom eachreceiverpair.

In [6], theauthorsintroduceanadditionallink parameter, theconditionalprobabilitythatthesecondpacket

within apair is not lostgiventhatthefirst packet is not lost. Theauthorsthentreattheoutcomesof theeachof

thepacketsin apairwithin thetreeasunobserveddataandusetheEM algorithmto infer thelink probabilities

andconditionallink probabilities.Due to thecomplexity of this task,they proposea heuristicfor inferring

theseparameters.Becausewerely onmulticast,weonly haveonesetof link parametersto infer. Oursolution

methodologyusestheEM algorithmto obtaina solutionto thelikelihoodequation.CoatesandNowakhave

extendedtheir EM-based,unicast-basedtechniquesto infer delaystatisticsin [7].

Last, several approachesinfer round trip link behavior, including pathchar [9], [13] and the linear

algebraicapproachof [21]. Theformerinfersloss,delay, andavailablelink bandwidth;thelatterinfersround

trip link delays. The former requiresconsiderabletime to converge. Both loseaccuracy with asymmetric

roundtrip paths.
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I I . MODELS FOR PROBE AND REPORT TRANSMISSION

A. Treemodel

Let �������
	���
 denotea logical multicasttreewith nodes� andlinks � . We identify the root � asthe

probesource,andthesetof leaves ����� with thesetof receivers.Weassumethattheroothassinglechild,

denotedby � . If not,thenwecantreatseparatelythetreesdescendedthrougheachchild of � , eachonehaving

this property. Eachnode � , apartfrom the root � , hasa parent ������
 suchthat ��������
�	���
 is a link in � . We

sometimesreferto thelink ��������
�	���
 thatterminatesat � simplyaslink � . Definerecursively theancestorsof� by ��������
�� �������"!$#�����
%
 with �'&"����
(� � . We say ) is descendedfrom � , andwrite )+*,� , if �-�.�/�$�0)1
 for

some24365 . Thesetof childrenof � , namely 7�)834�:9;���0)1
<�,��= is denotedby >�����
 . �-����

�:���?����
�	��@����
%

denotesthesubtreerootedat � ; �A����
<�,�CB6�8����
 is thesetof receiversin �D����
 . Define E,�,�GFH7I��= .
B. Packet lossmodel

We assumea Bernoulli lossmodelin which probesareindependentandeachprobeis successfullytrans-

mitted acrosslink � with probability JLK . Thus the progressof eachprobedown the tree is describedby

an independentcopy of a stochasticprocessM �N�OMPKQ
RK�SQT . MAUV�W� . MPKX�W� if the probereachesnode�Y3 � and Z otherwise. If M8KV�[Z , then M]\+�[Z1	R^�)_*`� . Otherwise,a8b Mc\?�W��d M?egf \%h �W�gi@�jJ�\ anda8bkM]\l��Z'd M egf \mhn�o�gi/�o�qprJ'\ . By convention JnUq�o� . DenoteJ4�:�sJLtO
utvSwT . x'y is thedistributionof M .

C. Inferenceof link lossfromcompletedata

Whena probeis sentdown thetreefrom theroot � , we cannotobserve thewholeprocessM . We assume

that, at most,we know only the outcome �zMPKw
RK{Sw|}3}~���7"Z1	w��= | that indicateswhetheror not the probe

reachedeachreceiver. Whenthe entireoutcomefor a probeis known (i.e. MPK for all receivers � ), we say

thatwehavecompletedatafrom thatprobe.In [3] it wasshown how thelink probabilitiescanbedetermined

from thethedistributionof (complete)outcomes.We briefly review this.

Consideranexperimentin which 2 probesaredispatchedfrom theroot � . Eachprobe �(����	g�w�w��	�2 gives

riseto anindependentrealizationM f t�h of theprobeprocessM . WecallMA�s�%� �����zM f t�hK 
 t�� #��k�k�k� � �K�SQ| (1)

the completedatafor the experiment. For eachoutcome ��3�~ , let 2<�z�'
 denotethe numberof probes���o��	w�g�w�m2 for which M f t�hK ���/K for all �-3�� . Let� y��O�'

��x�y�bkMPK@���/K�	L^��V36��i (2)

denotethe probability of an outcome�,3}~ . The completedatalog-likelihoodto obtainthe data MA�z��� ����zM f # h 	w�w�w�{	%M f � h 
 canbewritten in termsof the 2<�O�'
 as��� �sJ�
<�}� ��¡qx'y/b MA�z��� ��i'�}¢£ Sg¤ 2<�z�'
�� ��¡ � y/�O�'
�� (3)

We characterizetheMaximumLikelihoodEstimator(MLE) of J , namely, argmaxy � �sJ�
 , asfollows. For�+34� , let ¥�K betheprobabilitythattheprobereaches� . Thus ¥�K@�,¦ \�§;K JLK , theproductof theprobabilities

of successfultransmissionon eachlink between� andtheroot � . For each�+3¨E set© K@�oª�y/b¬« \�Sw| f K�h Mc\�i (4)
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i.e., © K is theprobabilitythata probereachesat leastonereceiver descendedfrom node � . Denoteby ­ © K the

correspondingempiricalquantity, i.e., theproportionof the 2 probesthat reachat leastoneleaf descended

from � : ­ © Kl�}2 !$# �¢ t�� # « \�Sw| f K�h M f t�h\ � (5)

In what follows we considerJ to lie in theopenparameterset ®���7"J,d1JLKA3���Z�	w�Q
�	��63CE¯= . Someof the

resultsof thefollowing theoremalsoholdon subsetsof theboundaryof ® .

Theorem1 ([3]) AssumeJ°36® .

(i) For each�+3¨E , �R�qp © Kw±{¥²Kw

�}¦ \�Sg³ f K�h �R�qp © \�±{¥²Kw
 , whereemptyproductfor �-34� is takenas Z .
(ii) Let ´µ�:71� © Kg
RK{SQ¶·9 © Kc¸�Z�^��'¹ © Kcº}» \�Sg³ f K�h © \$^��¼3rECF��c= . For each© 3¨´ and �¼3rE , theequation

in (i) hasauniquesolution,denoted½+K�� © 
 , in theinterval � © K"	w�I
 .
(iii) If ­ © 3¾´ , the likelihood equation ¿ ��� ±�¿/JÀKo� Z , ��3 E has unique solution ­JÀK�� Á¯K��Â­© 
,9Ã�½+K��Â­© 
%±"½+ewf K�h �Â­ © 
�	��D3·EÄ�
(iv) With probabilityone,for sufficiently large 2 , both ­J andtheMLE of J lie in ® , andarehenceequal.

(v) TheparametersJ areidentifiable,i.e., x�yc�ox'ywÅ for J(	�JÀÆ/3�® implies J¨��JÀÆ .
It turnsout thatTheorem1(iv) is weaker thanrequiredfor thepresentpaper. We now establisha stronger

versionthatprovidesa testasto whetheror not ­JÀK is theMLE for finite 2 .
Theorem2: Assume­ © 3�´ . If ­J°36® , it is theMLE for J .
Theorem1(iv) establishesthatfor 2 sufficiently large,theMLE lies in ® andhencemustbe ­J , thesolution

of the likelihoodequation. Theorem2 is more useful from the computationalpoint of view; it saysthat

provided ­J liesin ® , aconditionthatcanbecheckedby inspection,it is theMLE, for any 2 . Asaconsequence

of theMLE property, ­J is consistent( ­J �wÇqÈp'É J with probability1), andasymptoticallynormal( Ê 2<��­J�pËJ�

convergesin distribution to amultivariateGaussianrandomvariableas 2XÉ Ì ); seee.g.[19].

D. Missingdatamodel

We now want to generalizethe problemby admitting the possibility that someoutcomesmay not be

completelyknown becausethe receiver variablesaremissing. Let ÍÎ�Ï�zÍ f t�hK 
m
 t�� #��k�k�k� � �K{Sw| denotethe 2ËÐËÑA�
matrix of missingdataindicators,with Í f t�hK takingthevalue Z if thevariableM f t�hK is missing,and Í f t�hK �Ò� if

it is present.Thesetof observeddataandmissingdataarethus,respectively,

MAÓ�Ô�Õ��.7QM f t�hK dQÍ f t�hK �o��= and MAÖn×kÕn� 7QM f t�hK dQÍ f t�hK �,Z1=Ø� (6)

In this paperwe assumethat themissingdatamechanismis ignorablein a sensewe now describe;see[15]

for furtherdetails.We treat Í asa randomvariablewhosedistribution is parameterizedby somequantity Ù .x�Ú will denotethe distribution of Í under Ù , and aÀy � Ú the joint distribution of MA�s�%� � and Í . We henceforth

assumethat the missingdatais missingat random(MAR). This is the propertythat the distribution of the

missing-datamechanismÍ doesnot dependon the missingvaluesMAÖn×kÕ . More formally, we canwrite the

MAR propertyas x'ÚQbkÍ:dQMAÓ�Ô�Õ%	%MAÖn×kÕOi'��x�ÚIb Í:dQMAÓ�Ô�Õ�i . As aconsequenceof MAR, thejoint distributionof the

observeddataandthemissing-datamechanismenjoys thefollowing factorizationproperty:

x'Ú � y/b MAÓ�Ô�Õm	%Íqi��ox�ÚIbkÍodIMPÓ�Ô%Õ�i�x'y�b MAÓ�Ô�Õsi�� (7)
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Assumingtheparameters��J(	�Ù�
 to bedistinctwith productparameterspace®ÛÐ�Ü , (7) saysthatthemissing

datamechanismis ignorablein thatlikelihood-basedinferencefor J basedonthejoint likelihood x�Ú � y/bkMAÓ�Ô�Õ%	%Íqi
arethesameasthosebasedupon x�y�b MPÓ�Ô%Õ�i . Thusfor purposesof inferring J , we mayignoretheparametersÙ of the missingdatamechanism.A specialcaseof MAR is datamissingcompletelyat random(MCAR).

With MCAR themissingnessprobabilitiesdonot dependon any data: x'ÚQbkÍodQMPÓ�Ô%Õ�i'��x�ÚIb Íqi .
E. Example:Inferenceusingunicastdata.

In [11], theauthorsdescribeanapproachto unicastbasedinferencein which 2 setsof packets,known as

stripes,aretransmittedby a sourceto all receiver pairs. The motivation is that within eachstripe,packets

aretransmittedback-to-back,andsotheir lossbehavior on commonlinks shouldbehighly correlated.With

perfectcorrelations(i.e. both packetsbeingeithertransmittedor lost on a commonlink) the stripehasthe

samebehavior asanotionalmulticastpacket thatfollows thesamerouteandis subjectto thesameloss.

Wecanputeachreceiverpair in correspondencewith amissingdataindicatorasfollows. Í f t�h ���zÍ f t�hK 
RK{Sw|
identifiesthepair of receiverscorrespondingto the � -th stripe,i.e., Í f t�h\ �}Í f t�hK �Ò� , Í f t�hÝ �.Z , Þ
3·�ß	�Þqà�Y)�	��
if thepairof receiversis )�	��+3�� , )Xà�á� . Thusmissingnessof datafrom probe � at receiver ) occursbecause) is not amemberof thepairof receivernodesselectedfor theprobe.

If the receiver pairsarechosenindependentlyfrom stripeto stripeusingthesamedistribution, then Í���zÍ f t�h 
u�t�� # is a sequenceof IID randomvariables.Thus Í hasthefollowing distribution,

x�b Í��Yâ�i'� �ã t�� # x�bkÍ f t�h ��â f t�h i�	 ^�âl3ä7"Z�	w��="å | (8)

where

x�b Í f t�h ��â�iæ� ¢\ � K�SQ|$ç \wè��K�é 7Qâs\q� ��= é 7QâuK@�o��=cÐ
ãÝ Sw|�êuëÂ\ � K�ì é 7Qâ Ý �,Z1= � \ � KI	 ^�âÄ3ä7"Z�	w��= å | (9)

Here� \ � K is theprobabilitythatthereceiverpair )�	�� is chosen.If we furtherassumethat Í is independentofM , thedatais MCAR. Onecanformulatevariations,e.g.,thesendercyclesroundrobin throughthepairs.

F. Example:InferenceusingRTP/RTCP.

TheReliableTransportProtocol(RTP) [20] enablestransferof datafrom a singlesenderto oneor more

receivers. Associatedwith it is a control protocolRTCP that allows receiversto multicastlossbehavior to

eachotherandto a third party. Typically, the observationsarebatchedandeachbatchis sentasa single

report. The third party cancollect the observationsandapply inferencemethodsto them. However, these

reportsarenot transmittedreliably. Consequently, thedatacollectormustdealwith missinginformation.

In the currentimplementationof RTCP, receivers broadcastonly averageloss rates. Extensionsto the

protocol,proposedin [1], enablereceiversto reporton thereceptionof individual packets.However, dueto

theconstraintsimposedonreportingvolumesby RTCP, it maynotbepossibleto reportoneverypacket. The

omissionof certainreportsto fulfill this constraintis thusanadditionalsourceof missingness.

We proposea simplemodelfor this scenario.Considerreceiver )X3r� thatcollectslossobservationsand

sendsthemto a datacollector. Let 7í7I¥²t � \w="Èt�� # =�\�Sw| bea setof randomvariableswhere ¥@t � \ is thenumberof

observationsplacedin the � -th reportby the ) -th receiver. Let 7í7"î f K�h\ ="ÈK�� # =�\�Sw| beindicatorrandomvariables
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that representthe outcomeof the transmissionof the � -th loss report by receiver ) to the datacollector;

it is received by the receiver if î f K�h\ � � and lost otherwise. Define ï��z�%	�);
¨� ðPñvò�7"Þ�9ß» Ý !$#K�� # ¥²K � \Yº�Pó » ÝK�� # ¥²K � \w= , i.e., ï
�s�%	ô)1
 identifieswhich report the � -th observation from receiver ) is placedin. Let7í7�õ f t�h\ = Èt�� # =�\�Sw| beasetof indicatorrandomvariablesthatrepresentwhetherprobe� wasactuallyselectedfor

reportingfrom receiver ) ; it is selectedif õ f t�h\ ��� . Thenthemissingdataindicator Í f t�h\ , ������	w�w�w��	�2 , )-34�
canbeexpressedas Í f t�h\ �}õ f t�h\ î fÃö"f t � \mh h\ .

Understrongsimplifying assumptions,namelythat the randomvariables¥c	�õ and î areindependentofM , themodelis MCAR. However we canposita situationin which independencemaynot hold in practice.

Supposethe collector lies at a node � in the multicast tree. Then the path for reportsfrom receivers in�°F
�A����
 to � intersectswith thepathsof probepacketsfrom � to receiversin �A����
 . Thuswemayexpectthe

missingnessvariables7QÍ f t�h\ 9I)?36�µFq�A����
�= to becorrelatedwith thereceiverstate7QMc\²9I)83��A����
�= . This is

preciselythetypeof modelallowedwhendatais MAR.

G. Approachesto theproblemof missingdata

A simpleapproachto managemissingdatawouldbeto restrictinferenceto subsetsof probesandreceivers

for which completedatais available,thenpatchtogethersuchestimatorsto draw inferenceon thecomplete

tree.A minimalwaywouldbeto useonly probesfor which reportswerereceivedfrom all receivers.A more

sophisticatedvariantwould be to performinferenceon subtreesusingprobeswhosereportswerereceived

from eachreceiveron thatsubtree.However, such“patchwork” approacheshave threepitfalls:

(i) It will notbepossibleto performinferenceonsubtreesfor whichnoprobeshavereportsfrom all receivers.

(ii) SuchestimatorsarenotconsistentunlessdataisMCAR. Furthermore,checkingwhetherdataisconsistent

with MCAR is complex; thenumberof consistency conditionsto becheckedgrows exponentiallywith the

numberof leavesin thetree.

(iii) Suchestimatorsarenot generallyefficient,evenif datais MCAR.

For thesereasonswe insteadextend the previous ML approachto cover the missingdatacasedirectly:

undergeneralconditionsML-estimatorsareconsistentandefficient. This is thesubjectof thenext section.

I I I . ESTIMATION OF L INK RATES FROM INCOMPLETE DATA

In this sectionwe presentthe likelihoodfunction
�

for the incompletedata. Determinationof the cor-

respondingML estimatorfor the link probabilitiesturns out to be significantly more complex that in the

completedatacase.We turn to a standarditerative method,the EM algorithm,to derive an approximating

sequenceto theincompletedataMLE.

A. Descriptionof incompletedataandthelikelihoodfunction

Thecorrespondingincompletedatalikelihoodfunctionis themarginaldistributionfunctionof theobserved

data; formally we write this as ÷Pa�y�b MPÓ�Ô%Õ%	%MAÖn×kÕOiv>�MPÖn×kÕ . We now obtain an explicit expression. In order

to representboth missingandobserved datain a compactform, we extendthe setof outcomesto the set~løl�o7"Z�	g��	gùí= | , where ù is usedto denotethata givenreceiverdatumis missing. ù"ø��Ò��ùØ	w�w�w�{	gù�
�3¨~lø will

denotetheoutcomein which datais missingfrom all receivers.Let âq3µ7"Z1	w��= | denotethegenericvectorof
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missingdataindicatorvariables.With eachsuchâ and �636~ wethenassociateanelement���Oâm
 of ~ ø through

�/K��zâm

�æú ù if âuK@�}Z�/K otherwise
	
�D36�ß� (10)

An inverseof theabovemapassociateswith � ø 36~ ø its missingdataindicator â{�z� ø 
 by

âuK��z� ø 
<� ú Z if � øK � ù� otherwise
	
�D36�ß� (11)

Thesetof completeoutcomes� thatcangive riseto anincompleteoutcome��ø is theset

~��O� ø 
<��7Q�636~�dQ� øK ���/Kqû âuK��z� ø 
<�o��=Ø	 andconversely~ ø �z�'

�.7Q� ø 34~ ø dQ��3�~��O� ø 
�= (12)

is thesetof completeoutcomes��ø thatcanbeobtainedfromacompleteoutcome� . Theequivalentconditions�636~��z� ø 
 and � ø 3�~ ø �O�'
 canberewrittenas ���zâ{�z� ø 
m

��� ø .
Theprobabilityto recordanincompleteoutcomeM f t�h �zÍ f t�h 
<��� ø is denotedü y � ÚQ�z� ø 
<�ox�y � ÚIb M f t�h �OÍ f t�h 

��� ø i�� (13)

Now 7QM f t�h �OÍ f t�h 
<����øg=ý��7QM f t�h 3�~��O��ø�
�=�B·7QÍ f t�h ��â{�z��ø�
�= . UsingtheMAR property(7) we factorizeü y � ÚI�z� ø 

� � øy �z� ø 
RÙ��O� ø 
 (14)

where � øy �O� ø 
þ� x'y�b M f t�h 3�~��O� ø 
ui'� ¢£ Sg¤ f £{ÿ h � y��z�'
 and Ù��z� ø 
���x'ÚIb Í f t�h ��â{�z� ø 
²dIM f t�h 36~��z� ø 
ui�� (15)

Without lossof generalitywehave takenthemissingnessprobabilitiesthemselvesasparametersÙ . Notethat

by theMAR property, for any �µ3Ë~��z� ø 
 , x'ÚQbkÍ f t�h �:â{�O� ø 
 d;M f t�h 3Ë~��z� ø 
ui�� x�ÚIbkÍ f t�h ��â{�z� ø 
ßd1M f t�h ���$i .
Since 7Qâ{�z��ø�
�dQ��ø²36~løI�z�'
�=H� 7"Z�	g��= | , theconditionalprobabilitiesÙ satisfy

¢£{ÿ Sw¤ ÿ f £ h Ù��O� ø 
<�o��	 ^��63�~ý� (16)

Now let � �z� ø 
 denotethenumberof probes���o��	w�g�w�{	%2 for which M f t�h �zÍ f t�h 

�}� ø . Dueto thefactoriza-

tion property(7), thelog-likelihoodfunction �v��¡�¦ �t�� # ü y � ÚI�OM f t�h �OÍ f t�h 
%
 canbewrittenasasumof� ��J�
<� ¢£{ÿ Sg¤ ÿ � �O� ø 
��v��¡ � øy �z� ø 
�	 (17)

with a termthatis independentof J . Thus,for thepurposesof obtaininganML estimateof J , weneedonly

consider
� �sJ�
 . We referto

�
astheincompletedatalikelihoodfunction. Notethatthetermin � ��ù ø 
 makes

no contribution to
�

since ~��uù ø 
 �`~ andhence� øy �uù ø 
P��� . Hencethe sumin (17) canbe restrictedto~lø& ��~lø�Fý7íù"øg= .
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B. Applicationof theEM algorithm

Wecanin principleestimatethelink probabilitiesby theincompletedataMLE
�J·� argmaxy � �sJ�
 . How-

ever, wehave beenunableto obtaina directsolutionto theincomplete-datalikelihoodequation.Instead,we

employ a standardstatisticalmethod,theExpectation-Maximization(EM) algorithm[8], to obtainan itera-

tive approximation­J f�� h 	 � �:Z�	w��	w�w�w� to a stationaryvalueof the incompletedatalikelihood. Thealgorithm

comprisesthefollowing steps:
(i) Initialization. Pick someinitial link probabilities J f & h . This could be done,e.g.,by setting ­J f & h �Ï­J ,
thecompletedataMLE determinedfrom thecountsof completeoutcomes� if thesearenon-zero.Without

completedata,wecanusethefact(seetheproofof Theorem5 in [3]) that © K@�}¥²K��
	-��� J
����
 to approximateJLK��G¥�Kw±{¥ýegf K�h�� © Kw± © egf K�h �:�u�lp © K 
%±��R�lp © egf K�h 
 � ��� © Klp © egf K�h . Thissuggeststheinitial value­J f & hK �����r­© Klp¨­© egf K�h � (18)

(ii) Expectation. For each ­J f�� h find the conditionalexpectationof the completelog-likelihood given the

incompletedata �8��J Æ 	{­J f�� h 

��ª��y�� ��� b ��� �sJ Æ 
�d���i .
(iii) Maximization.Find themaximizerof theconditionexpectation:­J f���� # h � argmaxy Å �8��J Æ 	{­J f�� h 

(iv) Iteration. Iteratesteps(ii) and(iii) until someterminationcriterionis satisfied.
For �D34� , definetheconditionalprobabilitiesfor aprobeto reach�A����
 as­ © K � y]�oª1y/b «n\�SQ| f K�hOMPK d��}i�� (19)

For notationalconveniencewewrite theconditionalprobability ­ © K � �y�� ��� derivedfrom theiterate ­J f�� h as ­ © f�� hK .

Theorem3: Assume­ © f�� h 3�´ . Then J f���� # hK �}Á�K��Â­© f�� h 
�	
�+3¨E (20)

providedthat Á-�v­© f�� h 
 lies in ® .

We now investigateconvergenceof the iterates­J f�� h . Whereasthe completedatalikelihoodfunction can

be shown to derive from a standardexponentialfamily (seethe proof of Theorem2), the incompletedata

likelihood function derivesonly from a curved exponentialfamily. Thus we cannotuseresultsbasedon

standardexponentialfamilies(seee.g. [22]) aloneto concludeconvergenceof ­J f�� h to �J . We now establish

conditionsunderwhich thesequenceexistsin ® andconvergesto theMLE for theincompletedataproblem.

Theorem4: Assume­ © f�� h 3�´ and Á?�Â­© f�� h 
�36® for all
�
.

(i)
� ��­J f�� h 
 convergesto somelimit � .

(ii) If 7"J°36®`d � ��J�
<�,��= is discrete,­J f�� h convergesto someJ�ø thatis astationarypoint
�

, i.e.  �! y ��J�ø�

�}Z .
(iii) If

�
is unimodal, ­J f�� h convergesto

�J .
C. Calculationof theEM iterates

An algorithmfor the calculating Á�K�� © 
 for a given © 3�´ hasbeendetailedin [3]. It remainsthento

provide an algorithmfor thecalculationof the ­© y . Let 2 & �æ2�p � øQ�uù"ø�
 denotethe numberof probesfor

which thedatais not entirelymissing.Observe that

­ © K � y]� ¢£{ÿ Sw¤ ÿ" � �z��ø�
2 & ­ © K � y��z� ø 
 where­ © K � y$�O� ø 

��ª�y�b¬« \�Sw| f K�h M8K;d M ø ��� ø i�� (21)
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Let �A����	%� ø 
l�Û7�)V3°�A����
ßd�âs\��O� ø 
l����= denotethereceiversdescendedfrom � from which datais observ-

able.Ordertheelementsof theset 7"Z�	g��	gùí= as ùßº_ZPº}� andextendtheusualmaximumoperator« on 7"Z�	w��=
to an operation«<ø on 7"Z�	g��	gùí= , respectingthe orderin an obviousmanner. Let #L���'	%��ø�
 denotethe closest

ancestor# of � for whicha packethasbeenobservedto reachat leastonedescendantleaf, i.e.,#L���'	%� ø 
<��ñ ò%$\�§;K 7�)89'& ø\ �o��=Ø	 (22)

where &1øK ��«<ø\�Sw| f K�h ��ø\ . (Note &1øK �[ù if � indicatesall datafrom �A����
 is missing; &�øK �j� if � indicatesa

probeobservedto reachat leastonereceiver in �A����
 ; otherwise&1øK �,Z .) When �D*µ) , let >��0)�	���
 denotethat

child of ) thatis anancestor(or possiblyequalto) � , i.e., >�� )�	���

��7I�<3�>�� );
�9��)(���= .
Theorem5: When &�øK ��� , ­ © K � y��z��ø�
<�o� . When &1øK º}� ,

­ © K � y/�O� ø 

�+* KÄp-,�K* ³ f/. � K�h ãK10Øt�2;³ f K � . h
34�5 Jnt ã\�Sw³ f t�h êô³ f t � K�h* \76�89 (23)

where #?�:#L���'	%��ø�
 , andfor �<;Y��*=# ,

,�K²��x�y�b¬« \�SQ| f K�h M]\l�,Z-dIM8egf K�h ���gi�	 * K@�
34�5 ��	 if �A���'	%��ø�

�?>x'y$b «n\�Sw| f K � £{ÿ hÂM]\q�}Z+dQM egf K�hn�o�{i

otherwise
� (24)

It wasfound in [3] that the problemof determiningthe J for a treewith completedatafactorsinto the

problemof solvinga setof depthtwo treeinferenceproblems,onefor eachnode �·3Ë�,F²� . For eachleaf� oneconstructsthe logical treewith root � having singlechild � , and >�����
 leaf-children.Furthermore,for

a generaltree, the problemcould be mappedonto that for a binary treeby the insertionof losslesslinks.

However, this methodcannotbeappliedwhenthereis missingdata. This is becausethe form (23) for ­ © f�� hK � y
includesvariablesfrom receiversotherthanthosedescendedfrom � .
D. Topologyanddataconditions

Theorems3 and 4 requiredthe iterators­ © f�� h to lie in thedomain ´ . In this sectionwe specifyconditions

on thedatain orderfor theserequirementsto hold. Whentheconditionsdo not hold, in somecaseswe can

adjusttheproblemby passingto oneor moresubtreesof theoriginal tree.

D.1 Non-identifiablesubtrees.

We eliminatefrom considerationsubtreeson which no datais missingbut whoseleaveswerereachedby

no probes.For �V3ä� , let @ K denotetheeventthatfor someprobe � , M f t�h\ �OÍ f t�h 
]à�.Z for some)-3ä�A����
 . We

will assume @ K occursfor all �+34� (25)

If (25) doesnot hold, thefollowing procedurereducestheinferenceproblemto onefor which it does.If @ K
fails, we remove from further considerationthe subtree�+����
 rootedat � . If this pruningleavesthe parent������
 with only oneoffspring ) , the remainingtreeis no longera logical multicasttree. To make it so we

remove the link ��������
�	�);
 andidentify thenodes) and ������
 . Consequentlywe canonly ableto identify the

characteristicsof thecompositelink joining ) to � � � );
 of theoriginal tree. Performingtheseoperationsfor

all � atwhich @ K fails,weobtainatreefor which(25)holds.When * Íc����
 is pruned,weflagall 7"J�\ý9Q)
;���=
asunknown, exceptwhen � is a leafbut @ egf K�h holds.In thiscasewemayestimate­JLK²�}Z .
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D.2 Links with perfecttransmission.

Let @PÆK denotethecomplementof theevent 7QM f t�h\ �OÍ f t�h 
H�`��	u^�)·3Y�A����
�	%�@�`��	w�g�w�{	%2�= . When @8ÆK fails,

losslesstransmissionis reportedfor all probesto all receiversin �A����
 . The effect is to position Á?�Â­© yØ
 on

the boundaryof ® , sinceit follows that Á²\��Â­© yØ
]��� for all )µ3}�A����
 . Although this is not a problemfor

computation,it would usout of thedomainof applicationof Theorems2, 3 and4. As a remedy, we canset­J�\l�o� for all nodes)834�-����
 where@ ÆK fails,andrestrictconsiderationto thecomplementaryJLt in ® .

D.3 ModelConformance.

We alsoneeda conditionto ensurethat estimatedquantities­ © lie in ´ . Let @PÆ ÆK be the event that � has

children )�	 � 3 >�����
 suchthat M f t�h\ �OÍ f t�h 
ý��� and M f t�h� �zÍ f t�h 
?à�ÛZ . If @ Æ ÆK fails eachprobeis observedon no

morethanonesubtreeof � , andhencetheconditionalprobelosseson differentsubtreesdescendedfrom �
aredependent,givenaprobereaching� . Henceforthweassume@ Æ ÆK holdsfor all any �-3·�YF@� . (26)

If @8Æ ÆK fails,weadjustthetreeby removing thelink ��������
�	���
 from thetreeandidentifying its endpoints� and������
 . In theoriginal tree,we will only beableto identify thecharacteristicsof thecompositelinks joining������
 to thechildren >�����
 . Theprocedureis iteratedif necessaryuntil (26)holds.

Conditions(25) and(26) enableus to fulfill someassumptionsin Theorems3 and4. We will henceforth

assumethatthey hold.

Lemma1: When(25)and(26)hold, ­ © yP3�´ for any J°3¼® .

E. Example:thetwo-receivertree

In the simplestcasewe canestablishunimodalityof
���

directly, andthusconcludeconvergenceof the

EM iteratesto the incompletedataMLE. Considerthe two receiver treewith root � having a singlechild �
whosechildrenarethe leaf nodesA and B . In thetwo receiver tree,we enumerate~ �æ7Ø����	�Z���	w�QZ1	�Z�Z1= and~lø& ��7Ø����	�Z���	g�QZ�	�Z�Z1	w��ùØ	gùØ��	�Z1ùØ	gù"Z1= . It is not difficult to determinethat the ­ © K � y��z��ø�
 areasgivenin TableI.

TheEM iteratesarethen �sÁ # �v­ © yØ
�	�Á � �v­ © yØ
�	�ÁDCI�v­© yØ
%
 of ��J # 	�J � 	�JEC�
 arethenÁ # �Â­ © yØ
<� ­© � � y�­© C � y­ © � � yF�ä­© C � y�p¨­© #�� y 	 Á � �Â­ © yØ

� ­© � � yG�°­© C � y�p¨­© #�� y­ © C � y 	 ÁDCI�Â­© yØ
<� ­ © � � yF�ä­© C � y�p¨­© #�� y­ © � � y
Theorem6: In thetwo-receiver tree,theincompletedatalikelihoodfunction

�
is unimodal,andhence­J f�� h

convergesto theincompletedataMLE providedthat Á-�v­© f�� h 
Ä36® for all
�
.

IV. NETWORK INFERENCE ALGORITHM

In order to carry out inferenceon measureddata,we expressthe calculationof ­ © in Theorem5 as a

algorithm.We startby constructing,�K�	 * K and &1øK recursively. Clearlythe ,�K satisfy

,�K²� ú JÀK�	 �-34�ß	JÀK)�CJLKÀ¦ \�Sg³ f K�h ,u\"	 �-3äEµF@� (27)

The * K satisfyasimilar recursion:

* K²�
34 5 ��	 �+36�ß	�� øK � ùJ�K�	 �+36�ß	���øK à� ùJ�K��CJLKL¦ \�Sw³ f K�h * \Q	 �+3·ECF@� (28)
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��ø ­ © #�� y/�z��ø�
`­© � � y/�z��ø�
j­© C � y/�O��ø�
��� � � ��QZ � � ZZ�� � Z �Z�Z Z Z Z��ù � � JECùØ� � J � �Z1ù y�H yJI�yLKy H�� y H y I Z y�H y�IôyLKy HM� y H y Iù"Z y�Hsy�I yLKy�H � y�H yLK y�Hsy�I yLKy�H � y�H y�K Z
TABLE I

COEFFICIENTS NO�PRQ SUTWVYXRZ FOR THE TWO-RECEIVER TREE

The & øK satisfytherecursion & øK � ú ��øK 	 �+3��«<ø\�Sw³ f K�h &1ø\ 	 �+34�GFq� (29)

Weformally specifyanalgorithmfor thecalculationof the ­© K � y in Figure1. Themainprocedurecomprises

two phases.In thefirst phase,set ybc, calculatesthe &1øK , ,�K and * K passingup thetreefrom theleaves.The

secondphase,set g, thencalculatesthe ­ © K � y traversingthe treefrom the root � downwards. #�K playsthe

role of >����'	�#/
 while [ playstherole of JLt�¦ \�Sw³ f t�h0êuë�³ f t � K�h ì * \ . On a givenpathdown thetree, \%]�^-�Û� until a

node � with &�øK � Z is first encountered.\%]J^6� Z on all calls to set g below � . The identity of thenode#L�s�m	%� ø 
 is thenmaintainedin callsat nodes� below thechild ) of � (lines10–13).

We notethereis someredundancy in the algorithms,which canbe avoidedin implementations.,�K and* K neednot be calculatedat nodes � for which & øK � � , sincethesevaluesare not used. The * K depend

only on the missingdataindicator â{�O��ø�
 , andso needbe calculatedoncefor eachsetincompleteoutcomes7Q� ø 3·~ ø 9íâ{�z� ø 
(�}â�= having thesamemissingdataindicator â . The ,�K do not dependon � ø , andsomaybe

calculatedoncein advance;in particular ,�KA� * K when ��ø hasno missingdata,i.e., when ��øK à��ù²^��°3_� .

Lastly, the & øK needonly be calculatedoncefor eachprobewith distinct � ø , and onceat the start of the

sequenceof iterations.

V. IDENTIFIABIL ITY AND M ISSING DATA

Weaddressthequestionof identifiability, i.e.,whetherthereexistsauniquesetof modelparametersgiving

riseto a givendistribution of observabledata.Themulticastinferencemethodexploits correlationsbetween

end-to-endmeasurementson intersectionpaths.Conversely, we expectthat if thesetsof receiverson which

datafrom a givenprobeis observableareinsufficiently rich, it will not bepossibleto infer the lossrateson

all links. We givebelow a simpleexamplethatdemonstratesthis. In this sectionweshallderiveconditions–

betweenthe topologyand the subsetsat which datais observable–thatmustbe satisfiedin order that the

modelparameterscanbeidentified.

Considera parameterizedfamily of distribution 7Øx`_ 9Ua43cb²= with vectorparametera , andlet d besome

functionon b . We saythat x`_ identifies d8�ea 
 when x`_-��x`_�Å implies d?��a 
²�fd8�ea Æ 
 . Here, d will be the
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1. gLh�i�j1kmlonLhLkqp�rtsRu�Twv
x�yzxMV'XRZ
2. {1ko| }m~Yj�Twv
x�yzxMV'X1xM�LZ ;
3. {1ko| �'TWv�x�yzx��1x��tx��tx��RZ ;
4. h�ko|onLhmu�T���� P��o�F�D��� Z ;
1. gLh�i�j1kmlonLhLk�{�ko| }o~YjLTWv�x�yzxMVYX�x � Z
2. s��YTW��T � Z`���q�1Z�|o�Jk1u��
3. ��XP � �<VYXPL�
4. ��P � � y7P �
5. s���T�V'XP ��� ��Z�|m�Jk1u���¡�P � �¢� � �
6. k�£�{1k���¡�P � � y�P � �
7. �
8. kL£�{�k��
9. ��ioh�k�rJjR��T¥¤ � ��T � Z¦�
10. T�� X§ xe� § xe¡ § Z � �¨{1ko| }m~Yj�Twv�xey`x�V X x�¤�Z ;
11. �
12. ��XP � �q©¦X§ �JX§ ;
13. ��P � � y7P�ª«y%P¦¬ §�­o®�¯ P±° � § ;
14. ¡�P � � y7P�ª«y%P ¬ §�­o®�¯ P±° ¡ § ;
15. �
16. h�ko|onLhmu�TW� XP x²� P x�¡ P Z ;
1. gLh�i�j1kmlonLhLk�{�ko| �YTwv
x�yzx�³mx � xe´Ux�µJ¶�·�Z
2.
3. s��YT��JXP ���¨��Z�|m�Jk1u��
4. �oP � �¸� ;
5. ��ioh�k�rJjR��T¥¤ � ��T � Z�Z²�
6. {1ko| �'TWv�x�yzx��1x¹¤oxM��x��RZ ;
7. �
8. �
9.
10. kL£�{�k��
11. s���TºµJ¶�·����¢�RZ�|m��k1u���´ P�� � � � �
12. k�£�{1k���´ P�� �q´ � �
13. �
14. �oP � �»³�Tw¡�P½¼¾��P1Z�¿�¡�ÀRÁ ;
15. ��ioh�k�rJjR��T¥¤ � ��T � Z�Z²�
16. {1ko| �'TWv�x�yzx�³�y%P¦¬ÃÂ ­o®�¯ P±°WÄ±Å §²Æ ¡ Â x¹¤1x²´tPLx�ÇoZ ;
17. �
18. �

Fig. 1. Algorithmsfor determining­© K � y$�z��ø�
 , asreturnedfrom theproceduremain.

identity, or someotherprojectionof componentsof a . In anMAR model, x�y � Ú identifies �sJ(	�Ù�
 if fü y � Ú"�z� ø 
<� ü ywÅ � ÚôÅ��O� ø 
�	R^�� ø 3�~ ø�È ��J�	�Ù�
<����J Æ 	�Ù Æ 
�� (30)

A simpleexampleof MCAR datathat is not identifiableis a two leaf treein which, for eachprobeindepen-

dently, datais missingfrom exactlyoneleaf. Thentheonly non-trivial equations(14)becomeü y � ÚQ�R��ù�

�}J # J � Ù��u��ù�
�	 ü y � Ú"��Z;ù�
<�:�R�lpµJ # J � 
mÙ��sZ1ù�
�	 ü y � ÚI��ùØ�I

�}J # JÉC�Ù��uùØ�Q
�	 ü y � Ú"�uù"Zí
<���R�lpµJ # JÉC�
RÙ���ù"Zí

TheRHSof theseequationsareinvariantw.r.t. thetransformationsJ #�ÊÉ ��J # , J � ÊÉ J � ±�� , JEC ÊÉ JEC�±�� .

With eachõ �,� we associatetheminimal logical multicasttree �%Ë8�Û���`Ë$	��)Ë;
 thatspanstheroot � andõ . This is obtainedby first finding the minimum spanningtreeof � and õ in � . The branchpointsin the
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spanningtree,togetherwith � and õ , form the nodeset �`Ë . To define �)Ë , the parent �JË/����
 in �%Ë , of each

nodein EÌËµ9Ã�j�¦Ë FA7I��= , is the Í -minimal ) in �¦Ë suchthat )ÎÍÎ� in � . A pathin � that connectstwo

nodesin �¦Ë is calledan õ -segment. ÏÐË��s��
 ��7�)µ3.�Ï9��Ñ;Ò)µ*Î�JË'�z��
�= is the õ -segmentterminatingat��3_EÒË . Given ��3Ë� , Ó�Ë'�z��
 denotethenodein �¦Ë that terminatesthe õ -segmentcontaining� , i.e,. that for

which ��3ÔÏ
Ë��eÓ�Ë��s�ô
%
 . Likewise, J½Ë��z��
�� ¦ \�SLÕ�Ö f t�h J'\ denotesthecompositetransmissionprobabilityalong

thesegmentÏ
Ë��s�ô
 . J½Ëc��7"JÉË'�z��
�9��
3¨EÒË�= will denotethecollectionof suchprobabilities.

Let @×Ë be the Ñ?EÒËXÐµÑ?E incidencematrix of the nodesof E in the segmentsof �7Ë , i.e., @«Ë � \mK?��� if�+3¸Ï
Ë�� );
 and Z otherwise.SettingØ¦Ë�����
��G�v��¡�JÉË�����
 and �/K²�}�v��¡
JÀK wehave that

Ø¦Ë �?@«Ë�� (31)

for any õÛ��� . Beforestatingandproving resultson identifiability, we notethat thereexists at leastone

solution, �v��¡�J , to (31). Let x�y � Ú � Ë denotethe distribution of the reportsfrom nodesin õ . We give two

conditionsfor identifiability of J .
Theorem7: Let � beacanonicallosstreeand 7�õ't�=LÙt�� # acollectionof subsetsof � .

(i) E}�:Ú �t�� # EÒË1Û if andonly if theequations7�Ø¦Ë1Ûn�?@×Ë1Ûz�n=LÙt�� # haveauniquesolution � .
(ii) Assumex'y � Ú � Ë1Û identifies J½Ë1Û for each� . Then 7Øx'y � Ú � Ë1Ûô=LÙt�� # identifies J if f either(andhenceboth)of the

conditionsof part(i) aresatisfied.

Uniquenessof the solution to (31) is determinedby the structureof the @×Ë , which dependonly on the

topologyandthechoiceof the õ , not on Ø¦Ë . Consequently, whenuniquenessholds,it holdsfor any additive

metric. Onecandevisea testfor identifiability basedon pathlengthin termsnumbersof links. And if J is

not identifiable,theprocedurecanbemodifiedto determinewhich links canbesolved.

Wesaythatcompletedatais available from asubsetõ if Ù��z��ø�
�¸_Z for all ��ø suchthat �A�s�$	%��ø�
<�,õ , i.e,.

for which reportsarereceivedfrom all receiversin õ andno others.Let ÜLÚ denotethesetof subsetsõ of �
for which completedatais available,and Ü � thesetof missingnessparametersÙ with E}�:Ú�Ë�SmÝ/EÒË .

Theorem8: Restricttheparameterspaceto ®.ÐPÜ � andassumedatais MCAR. Then x'y � Ú identifies �sJ(	�Ù�
 .
Althoughwedonothaveacorrespondingresultfor generalMAR models,Theorem8 is sufficientto enable

furtheranalysisof simplemodelsin thefollowing sections.

VI. ASYMPTOTICS FOR LARGE NUMBERS OF PROBES

Let
�J4� argmaxy � �sJ�
 denotetheincompletedataMLE arisingfrom (17). In this sectionweexaminethe

asymptoticpropertiesof
�J asthenumberof probes2 grows,withoutspecificreferenceto theEM algorithm.

Theorem9: AssumeMCAR. TheincompletedataMLE
�J is consistent,i.e., �vñ ð �QÇqÈ �J4�,J almostsurely.

We now describetheasymptoticvarianceof
�J for largenumbersof probes2 in the regimeof small loss

probabilities J . We calculatetheexpectedFisherinformationmatrix for the incompletedataproblem,i.e.,

thematrix Þ���J�	�Ù�
ý�Îb Þ t \ �sJ(	�Ù�
ui0t \�SQ¶ , whereÞ t \ �sJ�
²�Îp¯ª  I ! f yIh yLÛ  y�ß . Underconditionsthatwe establishbelow,

theinverseof Þý�sJ�
 , suitablyrescaled,is theasymptoticvarianceof
�J .

Our approachis to decomposethe Fisherinformationmatrix asa sumover subtreesfor which complete

datais presentat theleaves.In theoriginal incompletedataproblemfor thelogicalmulticasttopology � , the

countsà�Ë��[7 � �z� ø 
-d'�A�s�$	%� ø 
���õÄ= , for each õo��� , canbe consideredasa setof countsof complete

outcomeson �7Ë stemmingfrom thoseprobesfor whichreportswerereceivedonly from nodesin õ . Thusthe
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incompletedatalog-likelihoodfunctioncanthenbedecomposedasfollows:� ��J�
<� ¢Ë'á1|�â Ë�è�7ã ��� �s�7Ë$	�à�Ë$	�JÉË1
�	 where
��� �s�7Ë$	�à�Ë$	�JÉË1
<� ¢£{ÿ â | f U � £{ÿ h0��Ë � �z� ø 
�� ��¡ � y�Ö$�O� øË 
 (32)

and � øË �`7Q� øK 9À�µ3GõÄ= is the datain � ø that is observableat õ . The correspondingdecompositionof the

expectedFisherinformationmatrix is

Þ t \ �sJ�
<� ¢ËYá1|¦â Ë1è�7ã ¢K � SQ¶ Ö Þ K �Ë ��JÉË1
 ¿/J½Ë'����
¿�Jnt ¿/J½Ë�� � 
¿/J'\ (33)

whereÞ \mKË �sJ½Ë;
q�æp¯ª  I !�ä f/å Ö � à Ö � y Ö h y�Ö f \%h  y�Ö f K�h . Let æçËD�o2�x�b¬�A�OÍ f t�h �zM f t�h 
%
q�:õ�i bethemeannumberof probeswith

dataobservableexactly at õ , and è¢Ë/�s�ô
6� » \�S�Õ�Ö fêé Ö f t�h0h J \ the sum of link loss rateson the õ -segment

containing� .
Theorem10: (i) When Ù?3äÜ � andhencewhen

�J is consistent,Ê 2<� �J�pËJ�
 convergesin distribution to a

meanzeromultivariateGaussianrandomvariablewith covariancematrix 2 !$# Þ��sJ�
 .
(ii) Whendatais MCAR, Þ tk\ �á» ËYá1|¦â Ë1è�7ãfë Öì Ö f t�h�í é Ö f t�h é Ö f \%h7�Î	-�u�I
 as J4É Z .
Example:uniform report transmission.Let reportsbe transmittedindependentlywith uniform probability� 3 ��Z�	g�gi . Then æîËË��2 � å Ë � å | ! å Ë . For each õ��j� , andnode

� 3ÒEÌË , let î
Ë/� � 
 denotethe matrix

on E with entries î t \Ë � � 
X� �Q±YècË/�z��
 if �m	�).3ïÏ
Ë�� � 
 and Z otherwise. For ð 3Î7Ø��	w�w�w�{	�Ñ �c= let î
ñX�» ËYâ å Ë���ñ » � SQ¶tÖ î
Ë�� � 
 . Then

Þµ�}2�îóò;�u���ô	-� J�
m
�	 where î.� å |¢ ñ�� # � ñ �u�@p � 
 å | ! ñ î
ñ (34)

Let a½Õ denotetheorthogonalprojectionontothenullspaceof a symmetricmatrix Ï , andrecursively define

matricesÏ # 	w�w�g�g	�Ï å | by Ï # ��î # , and

ÏÐñ
�}aÒÕ H�� �k�k� Õöõ�÷ H î
ñma½Õ HM� �k�k� Õ õ 	 Ï # ��î # � (35)

Let ø & denotetheminimal ð for which aÒÕ½H � �k�k� � Õöõ���� . Since î å |D�o� , sucha ø & ó�Ñ � exists.

Proposition1: �7ù " î !$# convergesto thepseudo-inverseof Ï ù " as� É Z .
Let ú � denotetheFisherinformationarisingfrom measurementsonbinarysubsets,i.e., ú � is thesumobtained

by restricting(33) to binarysubsetsõ .

Proposition2: (i) ÞüûóýÞ � ¸ Z , andhenceZ ºþÞ !$# ó�Þ !$#� , in theorderof positive linearoperators.

(ii) Proposition1 holdswith ø & �:A .
Thuswehaveestablished:

Proposition3: Assumeindependentreportlosswith uniformprobability � . Then Ê 2
� �J8p�J�
 convergesto

multivariateGaussianrandomvariablewith meanzeroandcovarianceÿ?�sJ(	 � 
 , where �vñ ð�� Çl& � � ÿ?�sJ(	 � 
H�Ï¨ú � �ô	?��� J
� � 
 as J4É Z , whereÏ¨ú � is thepseudo-inverseof Ï � .
Proposition3 suggeststhatwe approximatethevarianceof

�JLK by ��Ï¨ú � 
RK�Kg±��z2 � ��
 when� and J aresmall,

and 2 is large.

Example:uniform reporttransmissionfrom binary treesConsiderthefamily of binary treeswith A ù leaves,ø8����	�A1	w�g�w� , with smalluniform link lossprobabilitiesJ anduniform small reporttransmissionrate � . Let
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� �u�I
<� 7 #C 	 #C =� ��A�
<� 7 #� 	 � #� & 	 �� =� �MBí
<� 7 C� & 	 ���� � & 	 � �� � 	 C � =� � 	 
<� 7 #��
 	 � C
 � � 	 � �#�# � 	 � ## ��� 	 � � =� �
��
<� 7 �# � � � 	 C±C# � � � 	 �
�� 	 � #� & 	 C 
��� 	 �#�# =� ���í
<� 7 C� & ��
 	 # � �C 
 � 
�� 	 # C±C� � 
 & 	 # � C# � 
 & 	 � C� 
�� 	 � & �C # � 	 
# C =
TABLE II

FIRST SIX SETS OF COEFFICIENTS ��T���Z
� �Mø�

�Ò� � # �Mø�
�	w�g�w�g	 � ù � # ��ø�
m
 denotethesetof uniquediagonalelementsof Ï¨ú � ± J , the ) ��� elementdetermin-

ing the asymptoticvarianceon links ) nodesaway from the root. The first six � ��ø�
 werecomputedusing

Mathematica,andarereportedin TableII. In all casestheestimatorvariancerisesin a giventreeon moving

away from the root, except falling slightly at a leaf link ascomparedwith its parent. At a given distance

from theroot, thelink variancedecreasesasthetreedepthincreases.Both thesetrendscanbeunderstoodby

the intuition thatvarianceshoulddecreasewhendatais availablefrom largersubtreesbelow a givenlink of

interest.Consideringtherootandleaf links only, thevaluesin TableII areconsistentwith theforms

� # ��ø�
<� øø�� A �A � f ù !$# h 	 � ù � # ��ø�
<� øAtø
�G� (36)

VII . CONVERGENCE RATES FOR THE EM ITERATES

We now considerconvergenceof theEM iteratesthemselves. Let � denotethemapon � ¶� that imple-

mentstheiteration,i.e.,suchthat ­J f���� # h ��� ��­J f�� h 
 . A Taylorexpansionof theiterativemapgives

­J f���� # h p°J ��� � òí��­J f�� h pµJ�
 (37)

where ��� t \V�  �� Û y�ß is the gradientof � . A standardresult [17, � 3.93] expresses� � �¾�R�]pÎÞl!$#� ÞÄ
 ,
with Þ � thecompletedatainformationmatrix and Þ the incompletedatainformationmatrix from (33). The

convergenceratio of theiterationis takenasthemaximumeigenvalue  for � � .

Our analysisof the convergenceratio is confinedto the regime treatedin SectionVI, namely that of

independentreporttransmissionwith smallprobability � , andsmall link lossprobabilitiesJ . In this regime,

wehaveseenthat ��Þ !$#� 
utk\l�}2 !$# � JÀt í t \ �Ô	?��� J�����
 andsofrom (34) � � ��J�
ut \Ä� í t \Àp JÀtÂîÄt \ö�c	-��� J
����
 . Let! �zM·
 denotethesetof eigenvaluesof amatrix M .

Proposition4: Assumeindependentreportlosswith probability � 3á��Z�	g�I
 andsmalluniform probeloss

rate J . The convergencerate  for the EM algorithmobeys  r�`�Hp � ��Ó«�?	?� � �w� � � J�
%
 . where Ó is the

minimumnon-zeroeigenvalueof J½Ï � .
VII I . EXPERIMENTS AND SIMULATIONS

In orderto evaluatetheperformanceof themissingdatainferencealgorithm,we conductedtwo typesof

simulation.First, we usedsimulationwe usedmodel-basedsimulationin which themodelfor missingdata
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Fig. 2. 4-RECEIVER BINARY TREE: usedin modelbasedsimulationof SectionVIII-A.

indicatorsconformedwith theassumedMAR property. Second,weusedanetwork-basedimplementationof

the RTCP-basedreportingmechanismoutlinedin SectionII-F. In this casethe missingdataindicatorsare

notknown to conformto theMAR model.Thisenabledusto testrobustnessof thealgorithmwith respectto

violationsof theMAR hypothesisthatmight occurin a realnetwork application.

A. Model-basedsimulation

We conductedmodelbasedsimulationson a balancedbinarytreewith 4 receivers,illustratedin Figure2.

Probelosseswere independentwith a uniform lossrateper link. Receiver reportsweregeneratedat each

receiver for eachprobeandweresubjectto independentlosswith a uniform probability. We conducted100

separatecumulationruns,eachof 100,000probes.Initialization of ­J f & h used(18). Theterminationcriterion

for theEM algorithmwasthatsuccessive iterates­J f�� hK shoulddiffer by lessthan �QZ;! � oneachlink � .
Figure3(left) shows the meananderror barsfor 95% confidenceof link lossestimatesobtainusingthe

missingdataalgorithm.Wealsodisplaythecorrespondingquantitiesfor thecompletedataestimatorapplied

to only thoseprobesfor which completereportswereavailable. In bothcasesthemeanestimateis closeto

the model lossrate, i.e. J�KD�`Z��ÃZ1� . But notethe rapid wideningof error barsfor the full dataalgorithm,

comparedwith the missingdataalgorithm,asthe report transmissionprobability decreases.From Prop.3

we expect the standarderror to diverge as � !$# for the missingdataalgorithm,regardlessof the topology.

However, in a 4-leaf treethenumberof probeswith completedatais proportionalto � � . Hencewe expect

thestandarderrorto divergeas� ! � , with fasterdivergencefor treeswith morereceivers.In thisexample,for� lessthan Z�� 	 , the error barsencompasslossrate Z : the inferredlossfrom completebecomesstatistically

indistinguishablefrom Z .
Figure3(right) breaksdown thestandarderroraccordingto the locationof the link in the topologylinks

1, 2 and4 beingrepresentativeof links respectively 0, 1 and2 links removedfrom theroot. Theexperiment

standarderrorshow closeagreementwith thetheoreticalvaluesobtainedby invertingtheinformationmatrixÞ in (34). We alsoshow the small � approximationobtainedusingProposition3 andthevalues� ��A�
 from

TableII. Theapproximationremainsreasonableevenfor quitelarge � .
B. RTCP-basedexperiments

TheRTCP-basedsimulationsuseddatagatheredfrom a network-basedimplementationof lossreporting.

Loss reportsare embeddedin RTCP feedbackpackets; any collector listening to thesecan then perform
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Fig. 3. VARIANCE OF M ISSING DATA ESTIMATOR IN 4-RECEIVER UNIFORM PROBE AND PACKET LOSS MODEL : Over 100
simulationrunseachof 100,000probes,uniform link loss y �cÇ$# Ç�� , probetransmissionrate % from Ç&#¥� to Ç&# ' . LEFT: mean
estimatewith error barsfor ')(+* confidence. Comparisonwith estimatorusing only probeswith completedata. RIGHT:
standarderrordependingon link location:experiment,theoryandapproximation.

inference. The basicRTCP reportingmechanismincludesonly the averageloss rate basedon sequence

numbersof received packets. An extensionof the report format allows the inclusion of a binary vector

indicatingreceiptor otherwiseof asetof packets.

Accordingto the RTP standard[20], the total reportvolumeover all receiversshouldnot exceed5% of

the sourcerate. RTCP clientsestimatetheir shareof this baseduponthe reportsthey hearfrom the other

receivers,andlimit reportfrequency andsizeaccordingly. Consequently, for a sufficiently largenumberof

receivers, it will not be possibleto reporton all probes.Missingnessarisesthenby two mechanisms:the

omissionof certainprobesfrom reporting,andthelossof reportpacketsduringtransmissionto thecollector.

The implementationof extendedRTCP-basedreportingusedin this study hasa simulationmodethat

enablesit to reporton packet lossesgeneratedon a model topologyaccordingto a Bernoulli lossmodel,

ratherthandueto packet loss in a real network. The probesourcewaschosento have the characteristics

of a GSM audiostreamthat could act asa probesourcein real networks, sendingpacketsat a rateof 50

per second.Sinceprobelossesfollow the assumedstatisticalmodel,only the missingdataindicatorscan

potentially exhibit departuresfrom our model assumptions.Report thinning and transmissionthen takes

placein themannerdescribedabove.

We collectedtracesfrom a 32 receiver balancedbinary tree for which the link loss rateswere chosen

independentlywith a uniform distribution between1% and10%. The tracecomprisedreportson 11,956

probepackets,encompassingabout4 minutesat50packetspersecond.Themeannumberof reportsreceived

for agivenprobewas18.8,sothattheproportionof missingreportswas1 - 18.8/32= 41.3%.Themaximum

numberof reportsperprobewas29, i.e. no probehadcompletedata.Figure4(left) shows a scatterplot of

the63 pairsof (actual,inferred)lossrates.Theagreementis quietclose,with tight clusteringaroundtheline

of slope1 throughtheorigin. Themedianrelativeerroroverall links wasonly 4.5%.

Figure4(right)displaysthemedian,5��� and95��� percentileof therelativeerroroverall links asa function

of the size of a subsetsof probesusedfor inference. Note that even with 2000 probesthe relative error

typically lessthan50%.Hencewecanexpectto identify thelossiestlinks with measurementsoveraduration

lessthan1 minute.Themedianerroris only about13%for this numberof probes.
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IX. CONCLUSIONS

In this paperwe have extendedthemulticastbasedmethodfor inferring network internallossfrom end-

to-endmeasurementsthatwasfirst proposedin [3]. Theextensionwasmotivatedby theproposeduseof the

RTCPtransportprotocolto transmitmeasurements.Thiswill inevitably leadsto missingdata,eitherthrough

theneedto thin data,or dueto lossof reportsin transmission.We appliedtheEM algorithmto generatean

iterative approximationto thecorrespondingMLE, andanalyzedits convergenceratefor a classof models.

We evaluatedthe approachon dataderived from model simulations,andalsoon tracesgatheredfrom an

implementationof the RTCP-basedreport transfermethod. Theseresultsshowed (i) variancereductionas

comparedwith an ad hoc inferenceapproach;(ii) accuracy of inferred lossratescomparedwith modelor

directly measuredratesin the simulation; and (iii) robustnessof the approachunderpotentialdepartures

from themodelassumptionson themissingnessstatisticsin theRTCP-basedapplication.In theRTCP-based

experimentsthe medianestimationerror on a 32 receiver treewasonly about13% for 2,000probes,and

wastypically lessthanabout50%.Thusinferencesufficiently accurateto identify thelossiestlinks couldbe

performedon measurementscollectedoveraboutaminute.

Futurework is plannedin two directions. First, we want to apply the samegeneralmethodologyto the

estimationof other internal characteristics,suchas delay, utilization and topology itself, by adaptingthe

framework of thepresentpaperto work on estimationof thesequantitieswith completedata,asperformed

in [4], [10], [16] A seconddirectionis to developmorespecificmodelsof themissingdatamechanismthat

couldbeusedin aparametricapproachto estimationwith missingdata.Lastly, weintendto publishelsewhere

detailsof theRTCPreportingmechanismthatmotivatedthis study;see[2].

AcknowledgementWethankFrancescoLo Prestifor someusefulsuggestions.

X. PROOFS OF THEOREMS

Proof of Theorem2: Wefirst render02143
576 into thecanonicalform of astandardexponentialfamily. Denote

by 8 and 9 theelements: of ; with :=< all > or all ? respectively. For :A@B; , denoteby CEDF3G:H6 thosenodesI @KJ for which :MLONP> for all QR@TSU3 I 6 . Let CV3G:H6 be the W -maximalelementsof CEDF3G:H6 . Note thatCX3Y9M6ZNK[ . For each
I @RJ and \�@^]&>`_a?cb define d+<e3F\�6�Ngfih=j klLmNT\n_po`Qq@rSU3 I 6ts k�u+v <4w Ng?+x . Definenew
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parameters]&y)<{z I @|J}b by y)<~N������=3�d)<e3�>e6n�cd)<�3�?$6n6�� Observe that

� hi3G:H6� h�3Y9M6 N �<)�a� v�� w
d)<�3�>e6d)<�3�?$6 N �<)�a� v�� w+�

��� � (38)

We interpretthe productover [ for :�N 9 as ? . The map taking � to its image � underthe changeof

parameters5|�� y is invertible.To seethis notethatgiven � � �+� � h=3F:H6�N�? , (38) fixesthe � h�3F:H6 in termsof

the y . Thesein turndeterminethe �M< , andhencethe 5�< , by Theorem2.

Writing ��3�?$6�N���� � �c¡¢ 9 ��3G:H6 , andrecallingthat CX3Y9M6�NE[ , wefind

021£3�576¤N ¥� �a� �73F:H6¦¥<£�t� v§� w y)<©¨ª�{�«���
� hi3Y9M6�N¬¥<)�$­¯® <+y)<¦�B�±°²3�y²6�_

where ® <~NE� � �a�´³ <)�a� v§� w ��3G:H6 , and °c3
yc6 is thereparameterizationof �µ�«�²� � hi3Y9M6 in termsof y :
°c3
yc6�N������©¥� �+� �<)�t� v�� w �

� � � (39)

The expression(39) hasthe form of a standardexponentialfamily, with the log-likelihoodexpressedin

termsof thenaturalparametersy¶N·]&y)<�z I @�Jmb , sufficient statistics® N¸] ® <¹z
I @�J}b , andcumulant°c3
yc6 . Since °²3�y²6 is finite for all y�@»º ­ the family canbeconsideredfull. However, theparameterspaceof

interestis theopensubset�½¼¾º ­ thatis theimageof � underthereparameterization5|�� y .
Sincethemapping�¿� �ÀzÁ5B�� y is invertible,theparametersy areidentifiableby Theorem2(v), and

hencetheexponentialfamily is affinely independent.(A simpleargumentshows thatnaturalparametersin

anopensetareidentifiableif f theexponentialfamily is affinely independent).A well-known result(seee.g.

[14, Ex. 6.6.3.]) for standardexponentialfamiliesthensaysthattheMLE is thesolution y D of

® <ÂNÄÃ �
Å j ® <)x
_
I @|J (40)

providedthis y lies in theinteriorof � . But clearly � L�ÆM< ® L¯NE��3p?Â�|Ç�M<a6 , andhencefinding thesolutionto

(40) is equivalentto finding thesolution 5�D to
�M<ÂNÈÃÉh Å j Ç �M<£x
_ I @|J�� (41)

Provided Ç �µ@ËÊ , thenby Theorem1, Ç5 is theuniquesuchsolution,andhenceif it lies in � it is theMLE.

Proof of Theorem 3: Observe that ÃÉhijÌ0Í1�3
5ÎDÏ6$s Ð�xÑN � � �+� ÃÉh=jÒ��3F:H6ts ÐExa�«��� � h Å 3F:H6 . HencemaximizingÓlÔh²Õ Ö«×�Ø h Å over 5 D is equivalent to finding the complete-dataMLE, but with ��3F:H6 replacedby Ã Ôh²Õ Ö«× jÒ��3G:H6$s Ð�x
throughout.In particular, Ç�É< , beinga linearcombinationof the ��3F:H6 , getsreplacedby Ç � vÚÙ w< . Now if Ç5 vÌÙ w @|�
thenit is nothardto seethat Ç � Ôh²Õ Ö«× 3F:iÛ�6Í@ËÊ for each:iÛ , andhenceÇ � vÚÙ w @qÊ sinceÊ is convex. Theresultthen

follows from Theorems1 and2.

Proof of Theorem4: Theconditionsaysthatthesequenceof EM iteratesexistsin � . Parts(i) and(ii) follow

from Theorem6 of [22]. This is because:(a) by Theorem1(iii), Ç5 vÌÙ
ÜHÝ w is stationaryfor 5A�� Ó 3�5�_)Ç5 vÚÙ w 6 ; (b)Þ h Ó 3
5 D _45ß6 is clearly continuousfor 3
5 D _45ß6¹@È�¤àB� ; and(c) By Theorem2, 021 comesfrom a regular

exponentialfamily andhenceáaÇ5 vÚÙ
ÜHÝ w �»Ç5 vÌÙ w á2� > as â~� ã ; seeremark3(vi) in [22]. Part (iii) thenfollows

from Corollary1 in [22]
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Proof of Theorem 5: For theproofweobserve thefollowing Markov propertyof theprobeprocessk :
(M) Conditionedon kUä©Ng? , thedistributionsof thesetsof variables]tkÁ<åz I @ SU3�\�64b areindependentfor

different \æ@Ëçi3 I 6 .
If è Û< NÀ? , then éÎL4�tê v <�wF:MLÑN¸? , andhenceÇ �M<)Ø h�3G: Û 6ëNÀ? . Supposeinsteadthat è Û<�ì ? . Let

Ó 3 I 6 denote

theevent that kmLÑNV> for all Q|@RSU3 I _n: Û 6 if SU3 I _n: Û 6îíNV[ , otherwisetake
Ó 3 I 6 astheuniversalsetin the

underlingprobability space.Since è Ûï N ? for ðENñðÎ3 I _n: Û 6 , then ]tk Û NP: Û bò¼ó]tk ï N ?cb andhence]tkqÛ�N^:iÛ+b{N�]tk ï N�?²b¦ô Ó 3�çi3õðö_ I 6Y6÷ôø]tkqÛL N�:iÛL zaQå@ËSrùÂSU3�çH3
ðö_ I 6n64b . Thisyieldsthat

fih=jÚé L4�tê v <�w kmL¦NÄ?Ñs$k Û N^: Û x¿N fih=jú]cé L��aê v <4w kmL¦NÈ?²b¦ô Ó 3�çi3 I _�ð=6Y6�stk ï NÄ?+xfihij Ó 3
çi3 I _�ð=6n6~s$k ï NÄ?)x _
(42)

wherewe have usedproperty(M), andthe fact that fßjÒûÀs�ü¬ôøý�ôøþÁx�NgfßjÌû¸s�ý¤s�ümx when û and ý are

conditionallyindependentof þ given ü .

Thedenominatorin (42) is just °£ÿ�v ï Ø <�w . To treatthenumerator, observe that

fihij ]cé÷L��aê v <4wGkmL¦NÈ?²b2ô Ó 3�\�6�stk u+v äÏwÎNÈ?+x (43)

N fHhijú]cé L��aê v <4w klL¯N�?²b2ô Ó 3
çi3 I _n\�6n6÷ôq]tkÁäHNÈ?²b¦ô L4� ÿ�v äÏw � ÿ�v <)Ø äÏw Ó 3�QM6Zstk�uav äÏw N�?+x
N fHhijú]cé÷L��aê v <4w klL¯N�?²b2ô Ó 3
çi3 I _n\�6n6ZstkUä±NÄ?Ñstk uav äÏwÎNÄ?)xõfih=j kÁä±NÄ?Ñstk u+v ä wÎNÄ?+xö�L4� ÿ�v äÏw � ÿ�v <)Ø äÏwfihij Ó 3�QM6ZstkUäæstk u+v äÏwGx
N fHhijú]cé L��aê v <4w klL¯N�?²b2ô Ó 3
çi3 I _n\�6n6ZstkUä±NÄ?+xm5÷ä �L�� ÿ4v äÏw � ÿ�v <)Ø ä w°pL&�
Herewehaveused

Ó 3�QM6�N¬ôßä«� ÿ�v LYw Ó 3�\�6 , theMarkov property(M), andthefactthat ]tkÁ<ÂNÈ?cb ¼¬]tk u+v <4wöN?²b . Applying (43) repeatedlyto the numeratorof (42), we obtainthe form fHh=jú]cé L��aê v <4w klLÁN ?²bZô Ó 3 I 6îsk u+v <4w�N�?+x�� <�� ä�� ÿ�v <)Ø ï w 5÷ä�� L4� ÿ�v äÏw �
	 ÿ�v ä«Ø <4w�� °pL . Thefirst termis in this productis fHh=jú]cé÷L��aê v <4wGklLÂN�?²b2ô Ó 3 I 6�sk�u+v <4w N¿?+x�N�°�<&fHhijú]cé L��aê v <4w kmL{NX?²b¹s Ó 3 I 6lsekåu+v <4w N¿?)x�NÄ°�<e3�?Z�^fHhijÚé L��aê v <4w klL�NÄ>Ësekåu+v <4w NX?+xG�c°£<a6¦N°�<¦��
�< , andthestatedresult(23) follows.

Proof of Lemma 1: We first show that for each
I @�� thereis some: Û @r; Û� with �ø3G: Û 6��È> for whichÇ �M<)Ø h�3G: Û 6��K> . By condition(25) thereis : Û with �ø3F: Û 6��K> , for which either : ÛL N¸? or : ÛL N�� for someQË@òSU3 I 6 . In theformercaseÇ �M<)Ø h´3F: Û 6ZNg? – or : ÛL N�� ; in the lattercaseit is not hardto seein Theorem5

that °�<���
4< andhenceÇ �M<)Ø h=3G: Û 6��R> . SinceÇ �M<)Ø h=3F: Û 6��^> for all : Û @Ë; Û� , then Ç �M<)Ø h��R> .
By (26) thenfor each

I @��ÈùëS thereexists : Û with �ø3G: Û 6��g> suchthat Ç �M<)Ø h�3G: Û 6 Nñ? , andchildrenQ�_Yâ of
I

for which Ç �cLpØ h�3G: Û 62NX? while Ç �cLpØ h�3G: Û 6 �E> . HenceÇ �M<)Ø h=3G: Û 6 ì � L�� ÿ4v <4w Ç�cLpØ h=3F: Û 6 . Sinceby definitionÇ �M<)Ø h�3G: Û 6"! � L�� ÿ4v <4w Ç �²L�Ø h�3F: Û 6 for all : Û , we have Ç �M<)Ø h ì � L�� ÿ4v <4w Ç �²L�Ø h . Takingtheserelationsover all relevantI
, Ç �MhÁ@ËÊ .

Proof of Theorem 6: Reparameterizingtheincompletedatalikelihoodfunction 0 in termsof � , weobtain

0 N �73p?�?t6`�«���=3G�$#ß¨B�$%©�|� Ý 6�¨ª��3�?t>e6`�«�²��3F� Ý �»�$%�6÷¨ �73
>`?t6`�«���´3F� Ý �»�&#46÷¨ ��3�>�>e6`������3�?Â�»� Ý 6
¨��73p?'�c6`�����=3F�$#�6÷¨ª��3(� ?$6`�«���´3F�$%�6÷¨ª��3
>$�c6`�«���=3�?¯�A�$#�6÷¨ �73
�&>e6`�����=3p?¯�A�$%�6

Writing this as 0 N � � Û �a�&)* ��3F:iÛ�6�0 � ) , it suffices to show that �~0 � ) is jointly convex in � Ý _n�$#+_n�$% for

each : Û . This follows from the fact, establishedby direct computation,that the principal minors of the
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Hessianmatrices�lj,+ # 0 � ) �'+´�Mä-+��cL4x�äÒL ¢ Ý Ø #nØ % arenon-negative. Convergencethenfollows from Theorem4 and

thestandingassumptions(25)and(26).

Themethodusedin theproof appearsnot to extendto moregeneraltrees,notevenbinaryones.

Proof of Theorem 7: (i) We establishthat if J N/.10ä ¢ Ý J12�3 , then thereis a uniquesolution : . We do

this by contradiction.Supposethat thereexistsa node
I @�� suchthat theredoesnot exist a uniquevalue

for :=< . Pick any such 4 -maximal
I
. By assumption,

I
terminatessomesegment 5�2�3Y3 I 6 andhence:=<�N6 2�3Y3 I 6©�¾� <��cL7� u98 3 v <4w :ML . By themaximalityassumption,all termson theRHSareunique,andhenceso is:=< .

We establishnow that if thereis a uniquesolution : , then J½N:.10ä ¢ Ý J12�3 . This is doneby contradiction.

First, noteif thesolution : is unique,it mustbe :=<lN��«���©5Î< . Second,notethatwe only needto considera

branchpoint
I @|Jqù©S . Assumethereexists

I �@;. 0ä ¢ Ý J12�3²ù©S . Theneverysegmentcontaining<å@Ëçi3 I 6 also

contains
I
. Using :=<mNÄ�����©5�< we canreducethefamily of equations] 6 2=3�N�þ�2�3 :÷b 0ä ¢ Ý to thefollowing set

of equationsdescribingthebehavior of :=< and :?> , <�@Ëçi3 I 6 ,
:=<©¨ª:?>¯N 6 D> _ o@<å@qçi3 I 6 (44)

where
6 D> is the log of the probability of a receptionof a packet at <¾@�çi3 I 6 given that it wasreceived atA 3 I 6 . The

6 D> aredeterminedby the link probabilitiesotherthan 5Î< and 5B> , <q@ çi3 I 6 , andtheoriginal
6 2�3 .

However, theseequationsdo nothaveauniquesolution,resultingin a contradiction.

(ii) The solution : to ] 6 2�3ÁN þ�2�3 :÷bC0 ä ¢ Ý is not uniqueif and only if thereis more that one set of link

probabilities5 giving riseto thesame]&5D2�3�bC0ä ¢ Ý andhencethesame]FEHh²Ø GnØ 2=3�bC0ä ¢ Ý .
Proof of Theorem 8: With MCAR themissingnessprobabilitiesdo not dependon any data,andsowe can

replaceH´3G: Û 6 with H`3JI)3F: Û 6Y6 . Since � � ) ³ K v§� ) w ¢ K Å � Ûh 3G: Û 6~N½? for all I�Dß@¾]&>`_a?²b ê , d)h²Ø G$3F: Û 6ÂN�d+h Å Ø G Å 3G: Û 6£_poi: Û @;¦Û implies H}NLH D .
Considernow any Mò¼�S for which completedatais available.Then H´3-I)3F:iÛ£6n6 areequalandhencestrictly

positive for any : Û with SU3ON�_n: Û 6ÑNPM . Hence d+h²Ø G$3G: Û 6ÑN¸d+h Å Ø G Å 3F: Û 6 implies � hi3F: Û 6ÑN � h Å 3F: Û 6 . By Theo-

rem1(iv), 5Q2 is identifiable.Then 5 is identifiableby Theorem7(ii) sinceHÑ@;R�1 .
Proof of Theorem 9: Theproof of mirrors thatof Theorem3(ii) in [3] which in turn usesLemma7.54in

[19]. Although not mentionedthere,the latter resultrequiresidentifiability. This follows from the MCAR

assumptionandTheorem8.

Proof of Theorem 10: We first show that SB2 is positive definiteif completedatais availablefrom M . By

standardarguments(seee.g. Prop2.84 in [19]) onewrites S LY<2 3
5D2M6�N:TVU'W&h²Ø G$3=X7Y'Z v\[ 8cØ ]^8&Ø h�8twX h 8cv LYw __X7Y'Z v`[ 8cØ ]^8&Ø h�8twX h 8cv <4w 6 .
If S LY<2 3
5D2É6 is not positive definite,thereexistssomenonzero°U@ º ­ 8 for which °ba�SB2i3
5D2M6ca²°lNedQf�gFh²Ø G$3
°baX7Y Z v`[h8 Ø ] 8 Ø h 8 wX h 8 6�NE> . Thishappensif °Qa X7Y Z v\[h8 Ø ] 8 Ø h 8 wX h 8 N�> , almostsurely, or, equivalently, if °Qa X$ikj(lnmho 8 v���)8 wX h 8 N�>
for all :iÛ2 , since H`3F:iÛ�6p� > by assumption.Repeatingthe argumentof Theorem4(ii) in [3], this requires°¯N�> .

Observe that X h 8X h N ü�3
5D2M6Yþ�2 ürq Ý 3�576 where ü�3
5ß6 is the diagonalmatrix with entriesfrom 5 . ThusSs� � 2e��tvu ü q Ý 3�576pþrw2 ü�3�5Q2M6yxv2i3
5D2 6Yü�3�5Q2M6Yþ�2 ü q Ý 3�576 (as positive linear operators).Sincethe kernelof

a sumof non-negative definiteoperatorsis the intersectionof their kernels,the sumis positive definiteif fôz2e��tvu|{�}v~$3�þr2M6æNÈ]&>Éb , i.e., if f theequations] 6 2ÑNEþ�2�:÷b�2e��tvu havea uniquesolution : , which is guaranteed

by Theorem7(i) andtheassumptionHU@�R{1 .
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(ii) Let ME@��BG . Note 5Q2=3 I 6n�c5Îä7N�þ�2$Ø <nä�3p?2¨��î34á 5¯á)6Y6 . With dataMCAR, the H`3F: Û 6 areequalfor any : Û
with SU3JN�_n:iÛ�6æN�M , andhenceÃ��ø3G:iÛ�6�N ® 2 � Ûh 3F:iÛ�6©N ® 2 � h 8 3F:iÛ2 6 . FromTheorem5 of [3], ® q Ý2 SB2i3
5D2M6 has

inverse��2 for which � < Ù2 N 512i3 I 6Yy£< Ù ¨��î34á 5B2÷á # 6 . HenceS < Ù2 3
5D2É6©N � 8h�8 v <4w 3�y)< Ù ¨��å3�á 5D2±á)6 . Finally, observe

that 5D2H3��?2H3F\�6Y6©N�C�2i3F\�6÷¨��å3�á 5¦á # 6 . Puttingthesetogetherwith (33) theresultfollows.

Proof of Proposition 1: Rewrite ýXNT��� ê� ¢ Ý � � ý{D� where ý{D� N�� Ý(� K � � ý�K�a`3p�}?$6 � q K=��� q K� q KO� . Observe that the

definition of 5 � is invariantunderreplacementof ý � by ýëD� in (35) since �1�Q� Ü@�k�k� Ü �����'��ý � Å �1�Q� Ü@�k�k� Ü �������ëNg>
for �+D ì � . Let C � denotetheunitarymatrix thatdiagonalizes5 � andset C N �;� *ä ¢ Ý C � . (Sincetheranges

of the 5 � aredisjoint, thevarious C � commute).Thenup to unitary transformationunder C , we canwriteý is block diagonalform

ý�N¬C
�  ¡ � û Ý�Ý 3 � 6 � # û Ý #&3 � 6 aCaCa � � * û Ý � * 3 � 6� # û # Ý 3 � 6 � # û¢#(#&3 � 6 aCaCa � � * û¢# � * 3 � 6...

...
. . .

...� � * û � * Ý 3 � 6 � � * û � * #&3 � 6/aCaCa � � * û � * � * 3 � 6
£v¤¤¥ C w (45)

where û~äÌLc3 � 6¦NÈû^wL�ä 3 � 6 , andeachsubmatrixûÂäÌL convergesto someû~äÌL as � � > suchthat theblock matrix

with û ��� as the ��¦�§ diagonalelementandzeroelsewhereis unitarily equivalent to 5 � under C . By con-

struction,the û ��� are invertible, andhenceso are the û ��� 3 � 6 for sufficiently small � . The block diagonal

representationof ý canbeinvertedinductively asfollows. Assumetheblock submatrixü�¨ � q Ý-© ¨ � q Ý-© compris-

ing thefirst �~��? blockscanbeinvertedandthat ü q Ý¨ � q Ý-© ¨ � q Ý-© is �î3 � Ý q � 6 as � � > . This conditionis trivially

satisfiedfor �~N�ª . Now write ü ¨ � © ¨ � © asa two-by-two superblockmatrix

ü ¨ � © ¨ � © N¬« ü ¨ � q Ý-© ¨ � q Ý-© ü ¨ � q Ý-© �ü � ¨ � q Ý-© � � û ��� 3 � 6®­ (46)

Then ü q Ý¨ � © ¨ � © NEþ � Ø Ý 3 � 61a$þ q Ý� Ø # 3 � 6 where,denotingC � N�ü q Ý¨ � q Ý-© ¨ � q Ý-© ü ¨ � q Ý-© � û¯q Ý��� 3 � 6 and C w� its transpose,

þ � Ø Ý 3 � 6�N « ü q Ý¨ � q Ý-© ¨ � q Ý-© � � q � C �� � q � C w� � q � û¯q Ý��� 3 � 6 ­ _ þ � Ø #t3 � 6æN « ?¯� � q � ü ¨ � q Ý-© � C w� >> ?¯� � q � ü � ¨ � q Ý-© C � ­
Now ü ¨ � q Ý-© Ø � NL�î3 � � 6 as� � > , from which it follows that

ü ¨ � Ø � ©F3 � 6�N « > >> � q � û q Ý��� ­ ¨��å3 � Ý q � 6�� (47)

Consequently, ü q Ý¨ ��� © N:�å3 � q � 6 as � � > , completingthe inductionstep. The statementof the Proposition

thenfollows from (47)by taking �ZN±° � .
Proof of Proposition 2: (i) In the givenmodel, ® 2²�X> for all subsetsM of S , andhenceS³�´S�# . Since

eachnodein J·¼VS hasat leasttwo descendentleaves J½Nµ. � 2 ¢ #)J12 andhenceS�#r�K> by anargument

similar to that in Theorem7(i). Now if ûe��üµ�¬> then > ì ?Â��¶·!T?Â�¸
 ì ? where ¶åN�û��´3�ª=á�û�á)6 and
¦NEü �´3�ªiá�ûÁá)6 . Since á$?æ��¶öá$_¯á$?æ��
�á ì ? , ¶�q Ý N�3�?æ�ª3p?æ��¶M6n6¹q Ý N ��ºä ¢ � 3p?æ��¶M6 ä ì ��ºä ¢ � 3p?æ��
£6 ä N»
nq Ý ,
whencetheresultfollows.

(ii) Considerinferenceperformedby usingonly measurementsfrom binarysetsM . S�#ZN � Ó Ý ¨ � # Ó # for

some
Ó Ý and

Ó # independentof � , andhenceS q Ý# is �å3 � q # 6 . By (i), S�q Ý !�S q Ý# , which precludes° � �±ª in

Proposition1. We conclude° � N�ª by showing that 5 Ý has > asaneigenvalue,for then ° � �¬? . Assumethat
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theroot N asa uniquechild ? . If not, partition the ¼ into disjoint subtreeswith nodesdescendedfrom each

child of N , thenapplythefollowing argumentto eachsubtree.Let < denotetheelementof S ­ with <H3�?$6�NÈ? ,<H3�QM6ÂN¿�m? for Qµ@ çi3p?$6 , and <±3 I 6ÂNT> otherwise.Observe that for each
I @ªS , the ý 	 <7� 3 I 6�äÌL areequalfor\n_�Qå@A] ?�_4çi3 I _a?$64b . Sinceý Ý N � <£�tê ý 	 <h� , then ý Ý aC<ÑN�> .

Proof of Proposition 4: ½�¾�¿ÁÀ¦3 ÞrÂ 6�N ?{� 5�½�Ã�Ä�À¦3�ýl6 ¨Å�å3 5 6n6 . FromPropositions1 and2 we know

that ý takes the block diagonalform (45) with ° � N ª . From this is follows that eacheigenvalueof ý
takes the form � ä <&ä�3 � 6�¨��î3 � ä ÜHÝ 6 for some \�@V] ?�_7ªMb , where ��Ã�½ m=Æ � <&ä�3 � 6 @´À¦3Fû~äúä 6 . Since >�í@ÇÀ23�û~ä§äF6 ,� q # ½rÃ�Ä�À23
ým6�� ½rÃ�Ä�À23�û #(#�6 as� � > , andhencetheresultfollows.
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